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6. Dynamics and disruption: structural and 
individual effects of police interventions on two 
Dutch jihadi networks35 

 

6.1. Introduction 
 

Despite the broad-based claim that criminal networks are dynamic, flexible, and adaptable, 

empirical research on dynamics of these networks is scarce (Bright, Koskinen, & Malm, 2018; 

Campana, 2016). One reason for this lack of evidence might be the scarcity of longitudinal data 

about criminal networks. While it is difficult to collect data on criminal networks in the first 

place, incorporating the temporal aspect is even more complex. However, the change of 

criminal network structure over time is an important aspect, as the ability to adapt and respond 

to internal and external changes is crucial for their functioning (Bright & Delaney, 2013; Bright 

et al., 2018; Duijn, Kashirin, & Sloot, 2014; Kenney, 2007). 

The dynamics of criminal networks is especially relevant in relation to activities of law 

enforcement agencies to disrupt these networks. Observational and simulation studies 

comparing the performance of different disruption strategies showed that removal of actors in 

various types of central positions is among the most immediately efficient strategies (Bright, 

2015). What is necessary, though, is to assess how disruption of criminal networks affects their 

evolution over time (Fielding, 2016). Interestingly, disruption attempts, such as arrests, do not 

usually lead to the complete dismantlement of the network, but only to partial damage. In 

response, actors may change the way they create, maintain, or dissolve ties, which, in turn, leads 

to changes in the network structure.  

Considering network disruption in dynamic criminal network analysis allows to empirically 

asses the effect of disruption on network structure and actors’ responses to disruption. 

Understanding how disruption strategies affect criminal networks is crucial considering the fact 

that even a carefully planned network intervention may result in contradictory unintended 

consequences (Duijn et al., 2014; Morselli & Petit, 2007). 

                                                             
35 This chapter is based on: Diviák, T., van Nassau, C. S., Dijkstra, J. K., & Snijders, T. A. B. (2019). Dynamics 

and disruption: structural and individual effects of police interventions on two Dutch jihadi networks. Under 

review. 
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We aim to study how disruption of criminal networks affects the network dynamics examining 

a unique longitudinal dataset about two jihadi extremist networks operating between 2002 and 

2006 in the Netherlands. Members of these networks perpetrated or planned several terrorist 

actions, which prompted law enforcement to act and disrupt both networks. We study how the 

structure as a whole changed after the disruption attempts, and also how individual actors 

responded in terms of creating, maintaining, and dissolving relations with others. This allows 

us to assess the underlying mechanisms driving the change in structure (Bright et al., 2018; 

Ouellet, Bouchard, & Hart, 2017). By doing so, we aim to answer two interrelated research 

questions; how did the structure of these jihadi extremist networks change after the disruption 

by law enforcement agencies, and how did the tendencies of actors to connect with others 

change after the disruption.  

 

6.2. Changes in network structure after disruption 
 

Law enforcement agents may target criminal and terrorist networks with disruption strategies 

to incapacitate and eventually dismantle the network. The impact of these disruption attempts 

depend on the structure of the targeted network and its capacity to recover afterwards (Duxbury 

& Haynie, 2019; Malm & Bichler, 2011). In this section, we review important structural 

properties of criminal networks and how they might be affected by disruption attempts.  

 

Size 

One basic structural property of networks is their size, that is, the number of participating actors. 

Smaller criminal groups have been shown to be more resilient against disruption by law 

enforcement agencies than larger groups, as smaller groups are easier to coordinate, to organize 

internally, and to secure from activities by law enforcement agencies due to lower visibility 

(Bouchard & Morselli, 2014). Disruption of criminal networks may result in a decrease in size 

not only due to members being removed (e.g., by arrest) or reluctance of their members to 

prolonged participation, but also because this may be strategically more advantageous. For 

instance, to reduce the chance of detection by law enforcement agencies. 

 

Density 

Related to the number of participating actors is the number of ties among them, which is 

expressed by the density of the network. Although it could be argued that density decreases 

after removal of central actors, some studies of drug trafficking networks revealed the exact 
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opposite, that is, an increase of density in response to disruption (Bright & Delaney, 2013; Duijn 

et al., 2014). Usually, this latter is driven by the remaining actors in the network, who increase 

contact and communication in response to activities of law enforcement agencies.  

 

Centralization 

Criminal networks may also exhibit varying degrees of centralization, defined as the extent to 

which ties are concentrated around a limited number of central actors. Centralization of 

networks is supposed to facilitate efficient and frequent cooperation due to central actors being 

in control of the majority of flows and processes in such networks. This reliance on central 

actors comes at the price of vulnerability to their removal. Indeed, some studies showed that 

after the removal of central actors, networks tended to fall apart, for instance, in the case of 

Indonesian terrorist network centralized around Noordin Top (Everton & Cunningham, 2014) 

and a drug importation network (Morselli & Petit, 2007). At the same time, there are some other 

network studies showing the opposite (e.g., Stevenson & Crossley, 2014). One explanation for 

this opposite effect is that previously less central actors may take over the position of the central 

actors who were removed from the network. 

 

Network composition 

Criminal networks may also exhibit more complex structural compositions. Two prominent 

types of structural compositions are core/periphery and cell structure. A core/periphery 

structure consists of two parts. The core part of the network consists of highly central actors 

who are mutually interconnected, whereas the periphery part contains actors who are not 

mutually connected, but only connected to the core (Borgatti & Everett, 1999). A core/periphery 

structure is centralized, but does not rely solely on one central actor, as all the core actors can 

substitute each other in terms of their structural position. In their study on the Provisional Irish 

Republican Army, Stevenson and Crossley (2014) found that the centralized network structure 

was also increasingly converging to a core/periphery structure.  

Next to the core/periphery structure, attention has been paid to so-called cell structures in 

criminal and especially terrorist networks. A cell-structured network is compartmentalized into 

smaller internally dense subgroups, which are sparsely interconnected to one another (Sageman, 

2004). This division into cells is supposed to assure trust and compliance, while increasing the 

autonomy of cells and the resilience of the network to infiltration and removal of actors. A 

network of militant suffragettes was found to closely resemble a cell structure with increasing 
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compartmentalization in response to disruption (Crossley et al., 2012). So, whereas 

core/periphery structured networks allow centralized control of the network and replaceability 

of their central actors, cell structured networks promote autonomy and replaceability of cells in 

case of disruption.    

In sum, there is some evidence that the structure of criminal and terrorist networks changes in 

response to disruption attempts of law enforcement agencies. This leads to the first research 

question: What are the changes in structural properties of networks under disruption? 

To understand how these changes emerge, however, it is necessary to focus on individual actors. 

What is observed at the network level may not necessarily correspond to the underlying 

intentions and tendencies of actors. Similar network structures may even be brought about by 

different underlying mechanisms (Robins, Pattison, & Woolcock, 2005; Snijders & Steglich, 

2015). To this end, it is necessary to not only assess the structure of the network over time, but 

also the tendencies of actors, who are ultimately responsible for changes in the network via 

their individual actions. In order to explain this interplay between actor tendencies and 

structural network changes, we will theorize why and in what way actors may act in response 

to disruption attempts of law enforcement agencies.  

 

6.3. Network dynamics and individual action 
 

It is commonly assumed that actors involved in criminal networks primarily aim to avoid 

detection due to the risk of being arrested (cf. Diviák, 2018; Morselli, 2009). Every action, such 

as creating a tie by cooperating with someone, increases visibility and, consequently, the risk 

of being detected. While creation and maintenance of ties is costly in general as it requires 

investment in time, energy, or effort (Snijders, 2013), these costs are even higher in criminal 

networks as each tie increases the chance of being detected. However, actors in criminal 

networks also need to interact and cooperate with others to perform their tasks and reach their 

goals for which they participate in the network. The need to act but at the same time remain 

concealed creates a tension which is known as the efficiency/security trade-off (Diviák, 

Dijkstra, & Snijders, 2019b; Morselli et al., 2007).  

The efficiency/security trade-off postulates that actors in criminal networks manoeuver 

between the aims of assuring security by remaining concealed and working efficiently in 

reaching their goals. The trade-off between efficiency and security is supposed to be different 
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between networks oriented towards financial profit and networks oriented towards ideological 

goals. According to the trade-off theory, profit-driven networks are assumed to be inclined 

towards efficiency, whereas ideology-driven networks (terrorists) are thought to be inclined 

towards security. Although recent studies found little support for the efficiency/security trade-

off theory by revealing almost no predicted structural differences between profit-driven and 

ideology-driven networks (Diviák et al., 2019; Ünal, 2019), this does not necessarily imply that 

the trade-off is not at play. Instead, actors may constantly manoeuver over time between 

efficiency and security in response to changes in the network and its external environment.  

We assume that actors are to some extent able to perceive what is going on in- and outside their 

network, enabling them to modify their actions accordingly. This assumption is consistent with 

the approach of structural individualism which posits that individual actors are the loci of 

action, but this action is constrained or facilitated by cognitive and social circumstances 

(Coleman, 1990; Hedström, 2005; Lindenberg, 2008). In our case, this relates to the 

efficiency/security trade-off by assuming that actors create, maintain, or dissolve their ties 

based on their aims and their information, including balancing between efficiency and security.  

Whenever the network or its environment provides opportunities and actors feel relatively safe 

(e.g., when there is no opposition or the risk of prosecution is low), they opt for efficiency. In 

case actors feel threatened, or the structure of the network or its environment become 

constrained and reveal risks, for instance, in the presence of competing criminal groups or active 

law enforcement, they opt for security. As a consequence, we would expect that actors who 

face criminal network disruption by law enforcement, pattern their ties to improve security. In 

the following section, we theorize how efficiency and security considerations motivate actors 

to structure their relations and interactions, referred to as relational mechanisms.  

 

6.4. Relational mechanisms in dynamic criminal networks 
 

Relational mechanisms embody the tendencies of actors to interact with others in particular 

ways that bring about the observed structures (cf. Hedström, 2005; Rivera, Soderstrom, & Uzzi, 

2010). When interacting with others, actors have three options; create new ties, maintain 

existing ties, or dissolve ties (Rivera, Soderstrom, & Uzzi, 2010; Snijders, van de Bunt, & 

Steglich, 2010). In this section, we argue about how different relevant relational mechanisms 

affect the creation, maintenance, or dissolution of ties given that actors seek to maximize 

security after an attempt to disrupt the network. In general, relational mechanisms may increase 
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security by either enhancing trust between actors or by reducing risk of detection from outside 

the network. Whereas trust-enhancing mechanisms generally contribute to maintenance of ties 

or creation of new ones, risk-reducing mechanisms prevent creation of ties or contribute to 

dissolution of already existing ones. We argue that trust enhancement and risk reduction 

become especially salient when actors in criminal networks face disruption. 

 

Trust-enhancing mechanisms 

Closure 

Closure, also known as transitivity, is the tendency of actors to form triangles in the network, 

that is, triads in which all actors are connected to each other (Coleman, 1988; Rivera et al., 

2010). Within these triangles, actors can oversee and support each other, and are less likely to 

defect or behave opportunistically, which is supposed to promote trust and security in criminal 

and terrorists networks (see e.g., Bright et al., 2018; Grund & Densley, 2014; Ouellet et al., 

2017). How does closure evolve over time in criminal networks? There is some evidence that 

increased pressure on criminal networks from law enforcement increases cohesion of the 

network (Bright & Delaney, 2013; Duijn et al., 2014). This may be attributed to the increased 

need for trust in face of increased risk (Coleman, 1988). By maintaining closed triangles, actors 

may assure collaboration with trusted partners. When the network is being disrupted and actors 

are choosing which ties to keep and which ties to drop, ties embedded within triangles may be 

more likely to be maintained than those without the additional backup by a third party. Similarly 

for tie creation, we could expect that actors under pressure would prefer to cooperate with actors 

who are already connected to their current contacts. 

 

Homophily 

Homophily is the tendency of actors to have ties to others with whom they share some salient 

attributes (McPherson, Smith-Lovin, & Cook, 2001; Snijders, 2013). One salient attribute may 

be ethnic background as sharing the same ethnicity may facilitate trust and communication 

between actors, resulting in the initiation and maintenance of a relationship (Snijders, 2013). 

For instance, in an ethnically heterogeneous gang, shared ethnicity was found to be a strong 

predictor of co-offending (Grund & Densley, 2014). A study on the Provisional Irish 

Republican Army also revealed that brigade membership homophily contributed to the 

collaboration among its members (Gill, Lee, Rethemeyer, Horgan, & Asal, 2014). Shared ethnic 

background may facilitate cooperation as well. When facing a disruption attempt, actors in 

terrorist networks may opt for maintaining or, if necessary, creating ties with similar others, 
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because such ties may be easier to keep concealed (e.g., by using ethnically specific language 

or communication practices) and may be more trustworthy.   

 

Radical settings 

Convergence settings denote spatial or social settings that provide criminal actors opportunities 

to meet and gain information and resources, which facilitate collaboration among them (Felson, 

2006, 2009). In the context of terrorist networks, the concept of convergence settings has been 

referred to as radical settings (Malthaner, 2018; Wikström & Bouhana, 2017), which 

analogously enable actors who are interested in radical ideas and activities, to seek fellow 

radicals, disseminate radical ideas, and provide social support and access to a common pool of 

information and resources. Thus, joint exposure to radical settings may stimulate formation of 

ties. In the face of network disruption, actors may seek confinement within radical settings or 

prefer to maintain the ties embedded within radical settings, as such ties may be seen as more 

trustworthy and secure. 

 

Pre-existing ties 

Pre-existing ties are legal and legitimate relationships established prior to cooperation within a 

criminal network, such as being classmates, workmates, or family members (Diviák et al., 

2018b; Diviák, Dijkstra, & Snijders, 2019a; Erickson, 1981). These ties provide a solid basis 

for trust as they build on shared histories, commitment, and expectations (Erickson, 1981; 

Krebs, 2002). This makes pre-existing ties crucial in criminal and terrorist settings as they 

compensate for the lack of formal institutions, which may assure compliance and enforceability 

of contracts (Smith & Papachristos, 2016). While the above-mentioned characteristics of pre-

existing ties highlight their relevance for criminal collaboration, in the case of network 

disruption, the importance of pre-existing ties may even increase as actors seek to maximize 

security and, thus, rely only on actors whom they deem trustworthy.  

 

Risk-reducing mechanisms 

Preferential attachment 

Preferential attachment is the tendency towards accumulation of ties by actors who already have 

a relatively high number of ties (Barabási & Albert, 1999; de Solla Price, 1976; Rivera et al., 

2010). Although having many ties may be seen as more efficient as it allows central actors to 

cooperate with numerous other actors, from a security point of view, the accumulation of ties 

increases visibility of actors and thus their risk of being detected. Moreover, once central actors 
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Risk-reducing mechanisms 

Preferential attachment 

Preferential attachment is the tendency towards accumulation of ties by actors who already have 

a relatively high number of ties (Barabási & Albert, 1999; de Solla Price, 1976; Rivera et al., 

2010). Although having many ties may be seen as more efficient as it allows central actors to 
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have been detected a large number of other network members may become visible as well. This 

is also supported by previous research showing that criminal and terrorist networks become 

more vulnerable when ties are increasingly concentrated around a few particular actors (Bright 

et al., 2018; de Bie, de Poot, Freilich, & Chermak, 2017; Everton & Cunningham, 2014; Ouellet 

et al., 2017). Therefore, we would expect actors in a terrorist network under pressure to drop 

their ties, especially to or from central actors, in order to prevent visibility rather than 

accumulate new ones.  

 

Arrest deterrence  

Some actors may have been investigated or arrested in association with jihadi activities prior to 

joining the networks in our study or during the first observation period. Both the awareness of 

surveillance and the restrictions induced by temporal arrests may motivate them to limit their 

activity. Moreover, they may also become regarded as risky partners by others, who, in turn, 

may want to avoid interacting with them as it would increase their own risk of detection and 

potential imprisonment. Thus, actors being arrested or interrogated may be themselves less 

likely to maintain existing or create new ties, whereas other actors may refrain from creating or 

even dissolve ties with them.  

 

Together, we identified several mechanisms that potentially explain why and how actors in 

terrorist networks create, maintain, or dissolve ties with others in response to activities of law 

enforcement agencies. Specifically, we distinguished trust-enhancing mechanisms in which we 

assume that actors rely on specific ties (i.e., pre-existing, homophilous ties, friends of friends, 

and ties within radical settings) and risk-reducing mechanisms in which we assume that actors 

refrain from certain contacts (i.e., reducing the accumulation of ties and the avoidance of 

contact with those having been arrested) when facing disruption by law enforcement agencies. 

Hence, our second research question is: to what extent do trust-enhancing and risk-reducing 

mechanisms affect the evolution of the network under disruption? 

 

6.5. Data 
 

The data in our study follow from police files on terrorist networks operating in the Netherlands. 

The two networks in our study are part of a larger Jihadi scene active in the Netherlands between 

2002 and 2006. The selection of networks is based on the assessment of police officers 

identifying both networks to be separately emerging and evolving within a broader Jihadi scene 
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in The Netherlands and our assessment of the availability of information on the contacts among 

the involved actors. Information on the networks follow from 15 (partly overlapping) police 

investigations, covering a range of investigative procedures, including wire taps of telephone 

and internet communications, recordings of in-house communication, transcripts of suspect 

interrogations and witness statements, house searches, and observation reports. Additional 

information was added from court transcripts, interviews with leading police investigators, 

public prosecutors, and criminal defense lawyers (further see De Bie & De Poot, 2016). The 

dataset is not publicly available due to sensitive information, but we were allowed to work on 

it under the condition of assuring information security and anonymity of all involved actors. 

 

Description of cases 

The two networks of Salafi-Jihadi inspired actors operated over a five-year period and were at 

some stage disrupted by law enforcement.  Network 1 was active between 2002 - 2005 and was 

initially formed by mainly young men and women inspired by two older (competing) Syrian 

men teaching their Salafi-Jihadi interpretation of Islam. They frequently met to read the Quran 

and discuss religion, politics, and possible actions. Some were related by kinship, grew up in 

the same neighbourhood and/or went to school together, whereas others had met in local 

mosques known for their Salafi interpretation of Islam. The radical settings in which they 

frequently met also served as a place where many actors initially met. For some of the initial 

actors, and some who joined later, participation became a full time occupation, actively 

reaching out to share their interpretation of Islam and stimulating others to join their activities. 

From the early start on these activities included illegal, ideologically driven activities, including 

a false bomb alert, the threatening of a politician and travelling to foreign conflict areas 

supporting the international Jihad.  

 

Network 2 evolved over a two-year period (2005-2006) and included two small groups of actors 

who prepared for foreign fighting. Both groups were connected by an older man, who already 

was known in local communities as well as by law enforcement for his Jihadi sympathies and 

recruiting activities. He assisted both groups in both religious matters (calling for prayers etc.) 

and more practical affairs (financial resources, visas etc.). The second group within this network 

however became increasingly disappointed in his deliverance, leading eventually to his (much 

discussed) excommunication. Many of the actors involved in network 2 first met while 

attending the lectures of a firebrand preacher teaching a Salafi interpretation of Islam in a local 

mosque. They started meeting frequently outside this mosque as well, in the apartment of the 
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aforementioned older man, and later also in the apartment of a married couple. This couple 

became central in discussing the Jihadi narrative. Although young, the male actor in this couple 

was respected for his knowledge of the Quran and the Arabic language, while his wife was 

actively involved in (digitally) spreading Jihadi material. 

 

As for the number of actors involved, in the first network 57 actors were included and in the 

second network 26. The inclusion of these actors was based on the following criteria: (1) actor 

expresses extremist, Salafi-Jihadi sympathies (or is explicitly facilitating other actors who do 

so), (2) resides in the Netherlands (or in close vicinity, i.e., Belgium), (3) basic information is 

available on the actor’s background characteristics (e.g., age, gender, ethnicity, place of 

residence) and (4) at least some information is available on contacts with other actors included.  

 

For both networks, it was possible to distinguish two periods referring to the situation before 

and after the law enforcement disruption took place. Thus, the delineation between the periods 

in our networks is an event-based split (Campana & Varese, 2012) . For network 1, the terrorist 

action of one particular actor resulted in the police arresting over a dozen actors at the end of 

2004, which constitutes the delineation between the first and the second period in network 1 

(2002-2004 and 2005). Police officers pointed at the stimulating role of two specific actors, 

who were among the initial actors of the network. One was part of the group of arrested actors 

and swore revenge once he was released from prison. The second actor, who stimulated the 

network to continue its (terrorist) activities, reappeared a couple of months after the arrests took 

place. No new actors joined this network after disruption. 

 

During this period (2005) in which the continuing activities of network 1 were observed, 

network 2 emerged, with three actors attempting to support jihad by travelling to a foreign 

conflict area at the end of 2005. Soon after they had left, they were put into local custody and 

sent back to the Netherlands. This event constitutes the delineation between the first and second 

time point in network 2. So while the disruption in network 1 consisted of larger shakedown in 

the form of numerous arrests, the disruption of network 2 was minor in terms of the number of 

directly affected actors. Within the cores of both disrupted networks, several married couples 

actively participated. Some by teaching and spreading the Jihadi narrative and planning other 

activities, others by offering material support, in sharing their apartments or cars.  
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Measures 

For all actors we recorded the information on contacts mostly related to jihadi activities or ideas 

with other actors included in our networks. These contacts constitute the basis of our dependent 

variable – a network of communication among actors. Thus, the ties in our networks represent 

that the two actors were in touch, either in person, by phone, or on the internet (during given 

period).  

 

As an individual attribute relevant to our hypotheses, we included the ethnic background of 

each actor. The largest group in both networks is formed by Moroccans, followed by Syrian, 

Turkish, and native Dutch. The second individual attribute relevant for our hypothesis is a 

binary variable called arrest which captures whether the given actor had previous contacts with 

the police related to (possible) terrorist activities. These contacts include arrests and house 

searches. We use the arrest variable only in models for network 1, as there were no such actors 

in network 2 prior to its disruption and thus it was impossible to include it in the models. The 

last individual attribute, police attention, indicates that the actor was under police attention at 

the start of an investigation. The police attention variable is supposed to control for the initial 

focus of the police, which may positively bias the actor’s observed involvement, sometimes 

called the spotlight effect (Bright et al., 2018; Smith & Papachristos, 2016). The spotlight effect 

might make the initially surveilled actors seem more active in the network, although this activity 

may just be artificially induced by their longer observation.  

 

We also included three dyadic variables in our models. Radical settings refer to joint 

participation of actors in settings, such as phone shops, apartments, in which the actors met on 

a regular basis and shared information. Pre-existing ties denote familial or friendship ties from 

before the jihadi activities. Shared location was included as control variable, measuring actors 

who were jointly located in one of the five municipalities in our data and, thus, having higher 

probabilities to interact because of their spatial proximity.  

   

6.6. Methods 
 

We descriptively analysed both the networks, which is important in itself and allows us to 

answer RQ1 about the change at level of the whole network structure. We applied statistical 

models for network dynamics to investigate the effect of trust-enhancing and risk-reducing 

mechanisms on the change in the network, answering RQ2 about which mechanisms drive the 
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change at the individual level. We subsequently used the information from the data source to 

contextualize our quantitative findings and to reflect on our interpretation of the results.  

 

Descriptive measures 

To capture the change in the overall network structure of the two Dutch Jihadi  networks and 

thus to answer our first research question, we used the following network level indicators (see 

e.g., Borgatti, Everett, & Johnson, 2013; Cunningham, Everton, & Murphy, 2016; Prell, 2011). 

Density is the number of ties in the network relative to the maximum number of possible ties in 

the network. Centralization is the dispersion of the number of ties across actors compared to a 

network with maximally concentrated ties. Transitivity is a ratio of complete triangles to all 

two-paths (triads connected only by two ties). Hence, transitivity descriptively measures 

closure. All these measures range between 0 and 1, where values closer to 1 indicate a denser, 

more centralized or more closed network. The average degree and standard deviation of degrees 

are alternative ways to express the number of ties and their dispersion in the network. Geodesic 

distance is the shortest path length between a given pair of actors in the network and diameter 

is the longest geodesic distance in the network. Shorter geodesic distances indicate more 

cohesion in the network. Isolates are actors with no ties in the network, that is, with a degree of 

zero. Isolates were not included in the calculations of geodesic distances as the path length 

between actors without a path is undefined. We calculated all these metrics using the igraph R 

package (Csardi & Nepusz, 2006). 

 

In order to assess the extent to which our networks resemble a core/periphery structure, we 

used the categorical core/periphery routine in the UCINET software (Borgatti et al., 2002). This 

procedure iteratively tries to partition the actors in the network into two sets (i.e., core and 

periphery). In so doing, it maximizes the similarity between the partitioned data and an ideal 

core/periphery structured network (with core being a complete graph, periphery being an empty 

graph, and remaining ties falling between core and periphery). Subsequently, the correlation 

between the resulting partition and its ideal core/periphery counterpart is calculated.  

 

In order to assess the extent to which our networks exhibit a cell-structure, we first applied a 

subgroup detection algorithm and subsequently assessed the resulting subgroups by calculating 

123 
 

their modularity. We used the edge-betweenness (also known as Girvan-Newman) algorithm36 

to define the groups (Newman & Girvan, 2004). This algorithm tries to identify subgroups in 

the network by successively deleting bridging ties from the network. Isolated components 

created by these deletions are then the subgroups, which corresponds to the concept of a cell-

structure. Modularity is the number of ties falling within subgroups in the network relative to 

the number of ties falling within subgroups in case the ties were randomly reshuffled (Newman 

& Girvan, 2004). Modularity ranges from -1 to 1 with higher values indicating more 

resemblance to the community structure. As a rule of thumb, networks with modularity larger 

than .3 are considered to be subgroup structured (DellaPosta, 2017).  

 

We also described the observed change in the network structure before and after disruption with 

two measures of similarity: Hamming distances and Jaccard’s coefficients. Hamming distance 

is simply the amount of differences between network structure in one point and another, 

whereas Jaccard’s coefficient is a ratio of ties being present at both time points relative to the 

number of ties present in at least one of them. Jaccard’s coefficient is 1 if there is no observed 

change (the networks are identical) and 0 if no tie was preserved between the successive time 

points.  

 

Statistical models 

To answer our second research question about individual level mechanisms, we applied 

stochastic actor-oriented models (SAOMs; Snijders, 1996; Snijders et al., 2010; Steglich, 

Snijders, & Pearson, 2010) to model the tendencies of actors to interact with others in response 

to network disruption. SAOMs represent a class of statistical models for longitudinal data on 

social networks. If there are two observation times, as is the case here, the dependent variable 

in these models is the network at the second time point, and the question is how this came about, 

given the network at the first time point. Changes in ties are assumed in the model to be results 

of a sequence of small incremental changes, so-called micro-steps, regarded as choices by 

actors. A change can be the creation of a new tie, or the dissolution of an existing tie; the latter 

will be interpreted as a choice against maintaining the tie, and the model will be formulated in 

terms of creating and maintaining ties. The relative frequency of opportunities for change by a 

given actor is represented by the rate function. How tie variables change may depend on 

                                                             
36 We also used other algorithms suitable for our data (namely: Louvain, walktrap, and fast-greedy algorithm) 

and the changes in the values of modularity are in the same direction. 
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endogenous network mechanisms (such as closure or preferential attachment), actor attributes 

(such as gender or age), and dyadic attributes (e.g., pre-existing ties). The so-called objective 

function determines the likelihood of specific tie changes, and contains parameters defining the 

importance of these mechanisms. The mechanisms of interest are captured by configurations, 

i.e., small subgraphs that operationalize the mechanism, such as triangles representing closure 

or a tie between two actors of the same type representing homophily. Parameter values indicate 

the contribution of a given type of change to the objective function, where positive values 

indicate that actors have preference for a given configuration, whereas negative values indicate 

a preference against it. Thus, SAOMs allow to disentangle the effect of different mechanisms. 

The objective function may contain evaluation effects, expressing the overall tendencies 

relating to creating and maintaining ties; and also maintenance effects and creation effects, 

differentiating between tendencies to maintain existing or create new ties respectively. 

 

 

Stochastic actor oriented model specification 

effect visual representation interpretation: tendency to… 

degree (density)  create ties (model intercept) 

GWESP 

 

close open triads; closure 

degree activity + 
popularity 

 

concentrate ties around central actors; 
preferential attachment 

dyadic covariate main 
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Because the networks we study are undirected, we used the undirected variant of SAOM 

(Snijders & Pickup, 2017). We used the so-called forcing model37 in which one actor during 

the simulations unilaterally imposes that a tie is created or dissolved. The number and variety 

of theoretically interesting effects is too large given the information available from the data, 

and therefore the analysis proceeded in two steps.  We first estimated a model for general 

preferences of actors, containing only evaluation effects, without differentiating between the 

mechanisms favouring creation of new ties and those favouring maintenance of existing ties. 

Given the available data, it was impossible to estimate parameters for tie creation and tie 

maintenance separately. Therefore in a second step we tested the creation-maintenance 

distinction by so-called score-type tests (Ripley, Snijders, Boda, Vörös, & Preciado, 2019; 

Schweinberger, 2012). These allow testing parameters without estimating them. To assess 

goodness of fit of our models, we used a distribution of 1,000 simulations from our final model 

and compared how well they re-create the observed data in terms of degree distribution, 

geodesic path lengths distribution, and triad census (counts of different configurations 

containing three nodes).  

 

6.7. Results 
Descriptive results  

Whole network measures 
  network 1 (n = 57)  network 2 (n = 26) 
statistic wave 1 wave 2  wave 1 wave 2 
density 0.16 0.05  0.11 0.24 
centralization 0.51 0.27  0.17 0.40 
transitivity 0.42 0.46  0.60 0.52 
avg geodesic distance 2.25 2.03  2.82 1.78 
diameter 5 4  6 3 
avg degree 8.67 2.77  2.69 6.08 
SD degree 7.34 4.21  2.22 4.71 
isolates 0 27  7 3 
core-periphery fit 0.62 0.77  0.59 0.79 
modularity 0.12 0.18  0.5 0.01 
Hamming distance 524  144 
Jaccard coefficient 0.11  0.23 

Table 6.2: Whole network measures of both networks at time point 1 and 2 

 

                                                             
37 We also estimated our models using the unilateral initiative and reciprocal confirmation model and the results 

did not differ substantially.  
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Table 6.2 summarizes the description at the structural level38. Both networks underwent a 

considerable amount of change, which is captured by their Hamming distance and Jaccard 

coefficient. Only 11% of ties remained in network 1, whereas 23% of ties were preserved in 

network 2. This considerable change had two opposite results for some of the network 

indicators. The largest network 1 becomes substantially less dense and less centralized, the 

number of actors with no ties (isolates) increases sharply, and only transitivity slightly 

increases. In contrast, the smaller network 2 becomes more dense and more centralized, more 

actors become connected, and transitivity drops slightly. In both networks, distances among 

connected actors become shorter after the disruption, especially in network 2.  

 

Both networks display a similar evolution considering the structural compositions of 

core/periphery and cell structure. Both networks may be considered as core-periphery 

structured. Prior to the disruption, both networks showed a correlation to ideal core/periphery 

structure around .6. The core/periphery fit of both networks increased considerably after the 

disruption (.77 and .79 respectively), suggesting a further solidification of the core-periphery 

structure. However, modularity as a measure of cell structure tells a bit different story. Network 

1 did not have a cell structure, neither before nor after the disruption. Network 2 starts clearly 

cell-structured, showing high modularity (.5) with two subgroups. After the disruption, the cell 

structure disappears as the two subgroups merge and evolve into a core/periphery structured 

network. 

 

Responding to research question 1, the descriptive results show that the cohesion of network 1 

was strongly affected by the disruption. The only ties that remained relatively intact were those 

in densely interconnected regions of the network, as indicated by the increasing values of 

transitivity and core/periphery fit and by the fact that a substantial amount of ties were 

dissolved, whereas only a handful new ones created and no new actors joined. On the contrary, 

the disruption of network 2 seems to have strengthened its cohesion and further activated its 

remaining members, which is documented by the network measures. Furthermore, network 2 

underwent a transition from a cell-structured network with two subgroups to a core/periphery 

structure, by the creation of several bridges between the previously rather separated subgroups. 

                                                             
38 It is common to visualize networks with sociograms. However, we are not allowed by the data provider to 

release any information that could identify specific actors and thus we are not visualising the network here. 

127 
 

The core-periphery structure in both networks allowed substituting arrested actors with new 

ones in similar structural position, thus allowing the networks to continue functioning.  

 

Model results 

Stochastic actor oriented model results 

  network 1 (n = 57)  network 2 (n = 26) 
effect parameter S.E.  parameter S.E. 
rate 12.71 2.06  4.65 1.27 
degree (density) -3.87 0.63  -1.72 0.74 
GWESP (triadic closure) 2.09 0.48  1.7 0.64 
degree activity + popularity 0.001 0.03  0.02 0.09 
pre-existing ties 2.51 0.55  0.81 0.73 
radical settings 0.08 0.19  0.32 0.26 
same ethnicity 0.34 0.19  -0.1 0.35 
arrested actor -0.08 0.17  - - 
actor under attention -1.06 0.29  -0.99 0.33 
co-location 0.95 0.2  -0.09 0.32 

Table 6.3: Stochastic actor oriented model results for evaluation effects in both networks. T-ratios for convergence 

are not listed, but they were all well below .1 in absolute value indicating good model convergence. 
 

Table 6.3 summarizes the SAOM results. In network 1, apart from the control effects, two 

evaluation effects are statistically significant; GWESP and pre-existing ties. GWESP captures 

triadic closure and its value indicates that when two actors have ties to the same third actor(s), 

the chance they will also have a direct tie increases. Also, actors tend to create connections on 

the basis of their pre-existing ties. None of the remaining substantive effects (degree activity 

and popularity, radical settings, same ethnicity, and actor under arrest) are statistically 

significant. Therefore, the dynamics of network 1 shows no evidence for the mechanisms of 

preferential attachment, radical settings exposure, ethnic homophily, or arrest deterrence. The 

co-location control variable is positively significant in network 1 indicating that actors in this 

network who reside in the same municipality are more likely to cooperate. 

 

In network 2, only the GWESP effect is significant and positive as in network 1, suggesting 

again that triadic closure influences tie formation in a disrupted network. Here, we did not find 

evidence for the translation of pre-existing ties. In terms of control variables, the ego and alter 

effect for police attention is significantly negative in both networks, suggesting that actors under 

initial law enforcement surveillance tend to have fewer ties than other actors, which is quite 

surprising as it is the opposite of the spotlight effect.  
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Score-type tests results - tie maintenance 
network 1 (n = 57) 

effect z-score 
GWESP (triadic closure) -5.4 
degree activity + popularity -2.11 
pre-existing ties -1.7 
radical settings 1.06 
same ethnicity -1.76 
arrest ego and alter 1.43 

 Table 6.4: Score-type test results for endowment effects in network 1 

 

Table 6.4 contains the results of score-type tests to investigate whether there is a difference for 

network 1 between the effects of creation of new ties and maintenance of existing ones. These 

tests are conducted assuming the model of Table 3. We found significant negative maintenance 

effects for GWESP and degree activity + popularity. This indicates that triadic closure and 

translation of pre-existing ties have significantly smaller effects for maintaining ties than for 

creating new ties, when controlling for the model of Table 3. For network 2, we did similar tests 

for tie maintenance as well as tie creation, but no significant effects were found. 

 

Responding to research question 2, we can conclude that triadic closure was the driving force 

behind the change in both networks under disruption. Furthermore, we found support for the 

operation of translation of pre-existing ties into communication ties in network 1, but not for 

network 2. For the other mechanisms, no significant effects were found. The score-type tests 

revealed that triadic closure and preferential attachment in network 1 have a significantly larger 

effect on tie creation than on tie maintenance. For network 2, the score-type tests did not reveal 

such differences. Taken together, when actors face disruption of the network, they tend to act 

in accordance with trust-enhancing mechanisms by creating new collaboration ties especially 

with actors with whom they have pre-existing ties or common third parties. In contrast, for the 

risk-reducing mechanisms, we only found evidence in network 1 for the tendency of actors to 

drop ties proportionately to the number of ties they already have. 

 

The results of the analysis of the whole network structure and the individual-level mechanisms 

can be combined and qualitatively reflected upon. The structure of network 1 changes as a result 

of the disruption – it is becoming less dense, decentralized, and the number of isolated nodes 

increases sharply, maintaining (and slightly strengthening) a core-periphery structure. The new 
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core of the network includes several married couples, with two particularly active male actors. 

These two actors were among the initial actors in network 1. One vowed revenge after his arrest, 

the other was actively reaching out to others, organizing meetings and explaining the Jihadi 

narrative. In order to keep the network functioning, these actors were reaching to the pool of 

their pre-existing contacts and were fostering cooperation among their associates. This is 

supported by significant effects of triadic closure and pre-existing ties on tie formation. 

Interestingly, we find no statistical evidence for tendencies to accumulate ties (preferential 

attachment), despite the contextual information pointing out activities of particular individuals. 

By closely inspecting the degree of each actor before and after disruption, we can say that this 

is likely to be a result of highly central actors in the first time point dropping a lot of their ties 

(even becoming isolated), while other actors taking over the central role by creating a lot of ties 

in the second time point. These two changes might have evened each other out resulting in an 

insignificant preferential attachment effect, combined with a negative result of the score test for 

degree activity + popularity: this corresponds to some central actors losing many ties, while 

also some other central actors gain many ties. 

 

In contrast, the structure of network 2 is becoming more cohesive after the disruption, with an 

increase in density and centralization, abandoning its cell structure in favour of a core-periphery 

structure. One of the couples involved became particularly active by organizing frequent 

meetings in their apartment, and teaching and sharing Jihadi material. After the disruption this 

couple seems to have taken over leadership from the actor who previously brokered between 

the two subgroups. Interestingly, the formation and maintenance of ties in this transition is also 

brought about by triadic closure. This suggests that triadic closure is an important mechanism 

when actors try to try to continue their activities both when they try to withstand the disruption 

as well as when they try to mobilize further. Again, triadic closure drives the evolution of the 

network despite ‘qualitative’ evidence pointing to activity of some visible individuals. It’s not 

only the central actors being active, but also their contacts creating ties among themselves 

which makes the network denser and more core-periphery structured.   
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core of the network includes several married couples, with two particularly active male actors. 

These two actors were among the initial actors in network 1. One vowed revenge after his arrest, 

the other was actively reaching out to others, organizing meetings and explaining the Jihadi 
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in the second time point. These two changes might have evened each other out resulting in an 

insignificant preferential attachment effect, combined with a negative result of the score test for 
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brought about by triadic closure. This suggests that triadic closure is an important mechanism 
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Figure 6.1: Goodness of fit results for degree distribution, geodesic distance distribution and triad census based on 

1,000 simulations. Left-hand side corresponds to network 1, right hand side to network 2. 
 

Figure 6.1 displays the goodness of fit results. The violin plots display how well our models re-

create three macro-properties of our networks – degree distribution, geodesic path lengths 

distribution, and triad census. We conducted 1,000 simulations for each plot. Our data is 

represented by the red dot in each plot and as it can be seen, our data is central or close to being 

central (in the case of geodesic path lengths distribution) in each violin plot indicating 

acceptable fit of our models to the corresponding the data. 
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6.8. Discussion 
 

In this study, we examined the dynamics of criminal networks over time in response to network 

disruption by law enforcement agencies. We argue that it is not only important to map changes 

in the structure as a whole, but also to analyse changes in actor tendencies, captured by 

relational mechanisms that either enhance trust or reduce risk. This is particularly salient when 

actors in criminal networks face disruption. Our analysis of two disrupted jihadi networks 

reveals that the structure of the first network becomes less cohesive and settles in a core-

periphery structure, whereas the second network becomes more cohesive and turns from a cell-

structure into a core-periphery structure. In terms of relational mechanisms, our statistical 

models show that in both disrupted networks, triadic closure is the main driver behind tie 

formation, accompanied by translation of pre-existing ties in the first network. Additional 

analyses reveal that in the first network, more ties are created but also more ties are dissolved 

for central actors. The model results thus complement available contextual information that 

highlights mostly highly active individual actors.   

Some of our results line up with previous research on criminal networks. The important role of 

triadic closure confirms the ideas brought forward by other scholars that actors tend to rely on 

trusted contacts backed up by third parties (Coleman, 1988; Grund & Densley, 2014; Ouellet 

et al., 2017). Also the translation of pre-existing ties into operational ties has been theorized as 

another solidification of criminal ties (Diviák, Dijkstra, et al., 2019a; Erickson, 1981). 

However, for some other expected mechanisms we found no significant support with regard to 

responding to disruption. This includes the role of radical settings, which theoretically should 

provide focal points for radical activities (Wikström & Bouhana, 2017). When controlling for 

other mechanisms, there is no evidence for the effect of radical settings. One explanation is that 

the effect of radical settings is already captured by the triadic closure effect. Radical settings 

stimulate clustering of actors which is reflected by creating closed triangles, similarly to triadic 

closure. However, triadic closure also operates outside of radical settings, which in turn makes 

it a stronger explanation of network dynamics. Alternatively, actors might have avoided 

previous radical settings after disruption due to their fear of being arrested there. Future research 

may specifically focus on radical or convergence settings as a distinct set of nodes in a two-

mode or multilevel network. In a two-mode network, actors in one mode and settings in the 

other would be connected by a tie representing affiliation or attendance. Such a representation 
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responding to disruption. This includes the role of radical settings, which theoretically should 

provide focal points for radical activities (Wikström & Bouhana, 2017). When controlling for 

other mechanisms, there is no evidence for the effect of radical settings. One explanation is that 

the effect of radical settings is already captured by the triadic closure effect. Radical settings 

stimulate clustering of actors which is reflected by creating closed triangles, similarly to triadic 

closure. However, triadic closure also operates outside of radical settings, which in turn makes 

it a stronger explanation of network dynamics. Alternatively, actors might have avoided 

previous radical settings after disruption due to their fear of being arrested there. Future research 

may specifically focus on radical or convergence settings as a distinct set of nodes in a two-

mode or multilevel network. In a two-mode network, actors in one mode and settings in the 

other would be connected by a tie representing affiliation or attendance. Such a representation 
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of actors and settings not only allows to study the structural role of convergence settings more 

fully, but also to consider the attributes of settings.  

It has been often proposed to use SNA to combat terrorist networks (Cunningham et al., 2016). 

However, some of the studies documenting effects of police disruption (Duijn et al., 2014; 

Morselli & Petit, 2007) as well as the present study show that such interventions may trigger 

contradictory unintended consequences, such as the radicalization and increased cohesion in 

network 2 in this study. There is a much wider palette of possible network intervention 

strategies, such as strategies focusing on groups of actors, or rewiring the ties in the network 

(Valente, 2012). First, interventions should not only focus on central actors, but also on the 

network structure as a whole. In a core-periphery network, one central actor may be substituted 

by another one from the core, whereas in cell-structured network, it may be much more 

important to target brokers interconnecting different cells. Second, potential unintended 

consequences triggered by a specific intervention strategy should be considered. A useful 

framework can be derived from Boudon (1982), who described several configurations of 

unintended consequences of social action. Such configurations consider the combination of 

intentions of a given action, the actors who are primarily aimed by a given action, and the actors 

for whom this action may bring unintended benefits or problems. The intention of law 

enforcement may be to target some or all the actors involved in given network. By doing so, it 

may trigger beneficial or detrimental unintended consequences for some (or all) actors. For 

example, law enforcement may target some of the most central actors in a core-periphery 

network with the intention to disintegrate the core and thus to damage the most vulnerable part 

of the network. However, if there are some core actors not targeted, it may incentivize them to 

foster their connections as they have already invested too much effort and time to abandon the 

network, while peripheral actors may be driven away from further participation. The remaining 

strengthened core may in turn radicalize even more and attempt to avenge their fellow 

collaborators.  

As a method for disentangling the relational mechanisms bringing about the change in the 

dynamic network, we used Stochastic Actor-oriented Models, “SAOMs”. These models have 

been criticized by some researchers of covert networks particularly due to the assumption of 

stable node set, which was thought to be incompatible with real-world criminal network data 

(Stevenson & Crossley, 2014). Despite this fact, there have been recent applications of SAOMs 

in this research area (Bright et al., 2018; Cunningham, Everton, & Murphy, 2015) which 

together with the present study prove that the application of SAOMs can be fruitful for the study 
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of criminal and terrorist networks. SAOMs have been developed and mostly applied in the 

context of classroom networks and subsequently in other overt networks such as inter- or intra-

organizational networks. In such settings, the set of actors in the network under study usually 

does not change dramatically over time (i.e., only a few actors leave or join the network) and 

thus the data resemble a panel design. This is the most common, but not unique, data structure 

for the SAOM. Achieving a stable node set is considerably more difficult in criminal networks, 

because these networks usually have a fluctuating membership, and moreover the membership 

is hard to ascertain in the process of data collection. However, even in these cases, SAOMs can 

be meaningfully applied by using the change composition method (Huisman & Snijders, 2003), 

also known as ‘joiners and leavers’ method. This allows the researcher to specify which actors 

were present or absent in any given period and account for this in the modelling. This way, 

some turnover in the node set can be accommodated. 

Even if the actor set is sufficiently stable, there may still be difficulties to fit a SAOM to a 

criminal network data due to another obstacle, most prominently too many changes in ties, 

indicated by high Hamming distances and low Jaccard indices. This was also the case for our 

data. This situation may be redeemed by using appropriate control variables. 

Regarding the control variables, we also controlled for shared location and initial police 

attention. The initial police attention was supposed to control for the spotlight effect (Smith & 

Papachristos, 2016; Bright et al., 2018), denoting the tendency for actors to be focal points of 

the initial investigation and thus to have more ties due to more attention being paid to them. 

Unlike previous studies, we found no evidence of a positive spotlight effect. On the contrary, 

this effect is negative in both our networks, indicating that actors who came first under police 

surveillance were less likely to create and maintain ties. There may be three potential 

explanations for this result. The first potential explanation is a specific police surveillance 

strategy in which the initial set of actors under surveillance might have been used as an 

accessible gateway for getting more information on more prominent yet less accessible actors. 

The second explanation is that the initially monitored actors subsequently became primary 

targets of the disruption resulting in removal of them and their ties from the network, decreasing 

their likelihood of creating or maintaining ties. The last potential explanation may be that these 

actors might have become aware of the surveillance and responded to it by decreasing or hiding 

their activity in the network. These three explanations are not mutually exclusive and so the 

negative police attention effect may also be a result of some of their combination. Our 
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contextual information indicates that a combination of the second and third argument seems 

most likely to at least partly explain the negative effect we found. 

 The fact that data on criminal networks are themselves produced by systematic activity of law 

enforcement makes it important to be able to account for distortions it may introduce into the 

results. Statistical models such as SAOM equip researchers with a powerful tool that can 

address these issues. From a methodological point of view, more frequent application of these 

models may in turn stimulate further development of models, which may be more applicable 

for specific issues pertaining to the area of criminal network studies. One aspect of this is the 

treatment of missing data in network analysis, an affliction of research of covert networks, about 

which there have been recent advances (Krause, Huisman, & Snijders, 2018), from which this 

field may profit in the future. 
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7. Key aspects of covert networks data collection: 
Problems, challenges, and opportunities 39 

 

7.1. Introduction 
 

Covert networks40 are defined by the aim of actors involved in them to avoid detection and to 

remain concealed (Morselli, 2009; Oliver et al., 2014). The fact that actors aim to avoid 

detection affects research on covert networks and also data collection in this area. Primary data 

collection is almost impossible under the assumption that actors aim to avoid detection, because 

reporting on fellow members of the network and activities shared with them would violate their 

secrecy. Thus, researchers have to rely on secondary data from sources such as phone wiretaps, 

police investigation documents, or even media, which bears its own issues and disadvantages. 

The research on criminal networks has already brought revealing insights mainly by identifying 

central actors and describing network structures. As for central actors, previous research 

focused on their roles within the networks or on their individual attributes. Regarding covert 

network structures, previous research investigated their density, centralization, or segmentation 

into subgroups (for a comprehensive review, see Faust and Tita 2019; Bichler, Malm, and 

Cooper 2017). Our ability to generalize findings, point out contradictory results, and innovate 

research relies on our ability to be able to compare results across multiple studies. In order to 

do so, it is necessary to be able to assess to what extent results are comparable. Comparability 

is then dependent not only upon applied measures, but also on the data and the way it was 

processed prior to the analyses. However, the way data is collected, stored, and processed is 

frequently not treated systematically, which complicates not only the assessment of a single 

study, but also our ability to make cross-study comparisons and meta-analyses as a crucial step 

in advancing any field of inquiry (Cumming, 2012). 

In this chapter, I discuss the issues, decisions and complications of data collection on covert 

networks. I argue that being aware of these problems and being transparent about which 

                                                             
39 This chapter is based on: Diviák, T. (2019). Key aspects of covert networks data collection: Problems, 

challenges, and opportunities. Social Networks, in press. 
40 As already mentioned in the second chapter, criminal networks are subtypes of covert networks and since most 

of the problems dicussed in this chapter pertain to not only to criminal networks, but to covert networks in 

general, I use the term covert networks instead of criminal networks unlike in preceding chapters.  
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