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Abstract— Distributed execution of real-time data analytics
such as event stream processing is the key to scalability, per-
formance and reliable detection of situation changes. Although
real-time analytics is highly I/O centric, existing methods
supporting the efficient execution of data analytics functions
mostly rely on traditional compute models that are available
in data centers, e.g., CPU or GPU based processing models,
but treat the network mainly as a blackbox. However, with
recent advances in software-defined networking (SDN) and the
standardization of packet processing pipeline, data analytics
functions can be offloaded to programmable switches and
benefit from hardware acceleration in an easier and more
flexible way than a decade ago. In this paper we focus on the
potential of in-network processing to enhance the performance
of the overall real-time data analytics application. We aim
to contribute to an (i) understanding on how in-network
processing can accelerate real-time data analytics and (ii)
assess what models of in-network computing can accelerate
which event processing functions considering the limitations of
network models compared to traditional compute models. We
motivate the potential and illustrate the research problems in
the context of load balancing which is an important concept in
the data-parallel execution of event processing systems.

Index Terms— Complex Event Processing (CEP), In-network
Computing, Data Plane Programming, P4.

I. INTRODUCTION

Real-time data analytics through continuous data stream
processing require scaling capabilities and high speed pro-
cessing as the workload grows higher. For example, Indus-
trial Internet of Things (IIoT) applications are leveraging 5G
networks to connect hundreds of thousands of sensors [8].
They use data analytics augmented with machine learning
for automation and better efficiency in the manufacturing
process [9]. To support real-time data analytics at scale, ap-
plication architectures have also evolved from the traditional
client/server model to event-driven distributed applications
using the publish/subscribe paradigm. In fact, the distributed
execution, by the decoupling of event producers and data
consumers, is a key feature for ensuring system scalability
and adapting applications to environmental changes. In the
same context, network operators have embraced cloud com-
puting and new networking paradigms along with high per-
formance specialized hardware in their data centers to scale
with the increased demands. The location of data centers has
impact on the latency and the network bandwidth efficiency,
hence application deployment may vary from the core to
the edge network, a.k.a. edge computing. Traditionally, data

center resources have been categorized into compute, storage
and network where networking resources do not participate
in the compute operations but with new paradigms such as
information-centric networking (ICN) and recent advance in
software-defined networking (SDN) the network is moving
from a hardware-centric view to a programmable platform
using domain-specific programming languages [11]. As a
result, compute and network resources are blending in the
cloud-edge spectrum leading to a new research area called in-
network computing [12]. For example, the Internet Research
Task Force created the COIN (Compute In the Network)
[10] research group to study the use cases, requirements and
research challenges of this particular field. New specialized
intensive I/O-capable programmable data planes [7] are suit-
able for data-heavy operations. However, most approaches
on distributed executions of data analytics to date ignore the
network altogether and at best use observable noisy signals
[27] such as latency or packet loss without insight on the
causes and the underlying infrastructure.

In this paper, we argue against network-agnostic deploy-
ments as we believe that considering the network as a
blackbox, when it provides valuable insights and powerful
computational units for efficiently processing and forwarding
event streams, is a wastage. Even with faster and more
reliable 5G networks, challenging real-time data analytics
adaptation can only benefit from hardware acceleration and
a tighter control over its distributed execution especially
when the infrastructure is shared with other applications.
We believe that with software-defined networking and in-
network computing, the network should no longer be seen
as a dumb pipe system with the only responsibility of
carrying packets from a source to a destination but it can
be part of the application deployment solution. Among the
benefits of in-network processing is the reduced latency and
better bandwidth efficiency as shown in [13], in-network
data aggregation results in traffic reduction ratio of 89%
with a decrease of computation time on the server side.
As appealing these initial results are, there is yet a gap
in the understanding of what in-network processing models
can support which kind of data analytics functions. In the
proposed research, we aim to work on how in-network
processing can accelerate real-time data analytics. A starting
point for addressing these research questions is to illustrate
the problem of supporting data-parallel execution in the
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context of complex-event processing (CEP).
The remainder of the paper is structured as follows.

Section II presents the related works. Section III illustrates
the research problems. Section IV describes the methodology
and finally Section V is the conclusion.

II. RELATED WORK

In the context of event-based systems, InetCEP [14] is a
new communication model and a query language for integrat-
ing complex-event processing (CEP) architecture over ICN
for enhanced performance while maintaining extensibility.
SDN has been also gaining interest for example through the
use of programmable TCAMs (Ternary Content-Addressable
Memory) to implement in-network content-based filtering.
In [15], the authors propose to offload publish/subscribe
middleware filtering operations to SDN switches whose flow-
table entries can be configured via the OpenFlow standard
[17] and thereby benefit from line-rate performance and the
flexibility of adapting to constantly changing interests of
producers and consumers thanks to the centralized view of
SDN controller. While in [16], the P4 language [11] was
used for moving the Broker function of publish/subscribe
system from an overlay network to the underlay P4-based
switches. Finally, P4CEP [18] is a toolchain for executing in-
network complex-event processing on smartNICs. It consists
of a language to define complex-event specification rules
using high-level semantics, such as window operator, and
a compiler to generate P4 code.

In domains other than event processing, in-network
caching solution NetCache [28] shows that by efficiently
processing key-value items in the data plane, leveraging
the switch on-chip memory, the throughput of in-memory
key-value stores is improved and the latency is reduced.
Another example is NetChain [29] which demonstrates that
programmable switches can be used to bypass coordination
servers. By processing the data entirely within the network,
NetChain eliminates coordination latency overhead to a half
of an RTT (round-trip time) and achieves higher throughput
compared to a server-based solution. Consensus and trust
systems depict another type of distributed applications for
applying in-network computation as presented in NetPaxos
[30] and [19]. Lastly, in [20], the authors describe an attempt
to run a neural network model in a switch and highlight the
challenges of applying in-network computing to the domain
of artificial intelligence.

These works confirm the potential of offloading functions
of distributed applications to the network yet there is a lack
of understanding and guidelines on how and what network
models can support and accelerate which functions. In the
context of data analytics, our work aims at investigating
models of in-network processing to enable a new generation
of network-aware event stream processing systems.

III. PROBLEM STATEMENT

In complex-event processing (CEP) examples of data
sources (producers) can be Internet user-clicks on a web
browser or IoT devices (i.e., sensors) generating basic-events
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Fig. 1. Complex event processing over in-network computing.

(e.g., temperature or location change). The incoming events
are transported from the event producers to data consumers
via a publish/subscribe messaging service for downstream
processing where application-specific rules are executed by
a rule engine (Operator) leading to the transformation of
a set of incoming streams to a set of outgoing streams of
inferred complex-events (Fig. 1). The results may be used to
trigger actions such as email push notifications or alarms.
Data producers publish events based on topics while data
consumers receive only events of interest based on their
subscriptions. The event subscriptions can be (1) topic-based
(coarse-grained subscription) where messages are delivered
via logical channels defined by the publishers or (2) content-
based (fine-grained subscription) using constraints expressed
in classification rules defined by the subscribers. Message
filtering in event-based system is ensured by a message
Broker. Publishers, Subscribers as well as CEP Operators
may join or leave the system dynamically.

Typically, production-grade CEP solutions are imple-
mented fully in software (e.g. Google Cloud Platform (GCP)
[6] and Apache Flink [5]) where the network is completely
agnostic of the messaging service and it is only used to
forward event streams between data sources and data sinks.
The problem with software-based CEP implementation is
the added latency of event storage and the overhead of
Operator execution on servers. This approach results in
high delays for time-sensitive IoT applications known for
low latency and jitter requirements. Besides, in order to
scale with dynamic and increasing workloads more workers
are deployed resulting in higher cost (more servers and
power usage) and complexity issues (orchestration of micro-
services). Instead, one can leverage in-network processing
resources to benefit from the performance of high-speed
and programmable data planes [24]. Offloading parts of
distributed applications onto the network has been done so
far in an experimental manner using workarounds to bypass
inherent problems with existing network models. One of
the major roadblocks for in-network event processing is the
stateless nature of traditional packet processing [21] while
data analytics are very state-centric. For this reason, some
efforts towards statefulness like FlowBlaze [22] offer to
complement the Match-Action Table (MAT) abstraction with
a Finite State Machine (FSM) to have a better handling of
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the state in the data plane.
In the proposed thesis, our ultimate research goal is

to build a new understanding of in-network programming
models that can support event processing. We envision that
network-centric processing will play a big role for the
efficient execution of distributed real-time data analytics
applications.

Research Goals : We define the following more specific
research goals : (RG1) Assess the limitations of in-network
processing such as the lack of a unified programming model
that support both stateless and stateful operations. (RG2)
Identify real-time data analytics functions that can be good
candidates for in-network performance acceleration. (RG3)
Propose customized Quality of Service (QoS) strategy to en-
sure fairness in a heterogeneous network setting where time-
sensitive event-driven applications share network resources
with other services.

Hypothesis : If we apply in-network processing to offload
functions of real-time data analytics to programmable data
planes then the overall application performance will be en-
hanced and the latency will be reduced. This hypothesis goes
against the end-to-end principle [23] which argues that most
of the times it is better to keep advanced functions at the end-
hosts. This is because the network nodes were too complex
and expensive to change. With today’s programmable data
planes and their new standard packet programming language
we have the flexibility to develop application-specific opti-
mizations in the network with no additional cost.

Research Questions : The following research questions
will be investigated. (RQ1) How in-network processing can
improve the performance of real-time data analytics and
what models of in-network computing can accelerate which
functions ? (RQ2) What are the challenges and limitations of
offloading for example a stateful event stream load-balancing
function to programmable forwarding plane, knowing that
contrary to conventional compute models who are theo-
retically Turing-complete, some network models (e.g., P4,
OpenFlow) are not ? (RQ3) How to ensure QoS guarantees
(such as bounded delay, lossless) when time-sensitive event-
based applications are deployed using in-network processing
and therefore have to coexist with other background services
and share and compete over the same network resources ?

IV. METHODOLOGY

To address the research question (RQ1–3) we take a close
look into the state of the art networking models. We motivate
the potential of in-network processing and illustrate the
related research problems in the context of load-balancing
which has many important implications in the data-parallel
execution of event-processing systems. To work towards a
solution we aim for the following contributions.

A. In-network programming models for real-time data ana-
lytics

One of our goals is to identify in-network programming
models which can accelerate functionalities of complex
event processing. Let’s note that such models have also the

potential to benefit other use cases, e.g., neural networks,
consensus systems.
One of the most popular network programming models is
P4 [11] which offers multiple advantages among which
(1) the flexibility to define new customized protocols and
packet headers with the corresponding match-action pipeline,
(2) the portability to run on various platforms ranging
from software switches to hardware targets, e.g., SmartNICs,
FPGAs and programmable ASICs and (3) the access to
high-performance programmable packet processors such as
Tofino2 [7] that has a processing capacity of 12.8 Tbps.

Other models are also widely used, for instance DPDK
[2] offers multi-core scalability and other frameworks built
on top of it offer higher semantics such as packet vector-
oriented (VPP) and graph-oriented (BESS) processing mod-
els. While DPDK-based programs reside in the user space,
XDP (eXpress Data Path) [1] does not require a full kernel
bypass with the benefit to hook user programs (eBPF) in
conjunction with the Linux networking stack. The choice
of the execution environment will imply that either a run-to-
completion model or a pipeline model will be employed. For
example the P4 programming model is based on a pipeline
model which does not support loops and has limited support
of the state.

CEP applications have their own specific abstractions that
are not inherently supported in current programmable data
planes. Therefore, we need a model for event processing that
not only supports stateful computation but also captures and
exposes new semantics such as sliding window.

B. Stateful and scalable event stream partitioning and load-
balancing

Stream of 
basic event packets

Packet marker indicates start of a new window

CEP
Operator

CEP
Operator

CEP Downstream Processing

Control plane
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Programmable 
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Fig. 2. CEP event window partitioning and load balancing.

For data-parallel execution of event processing, a load-
balancing function can create a bottleneck while partition-
ing the event streams to the pool of available operators.
Therefore, we propose to accelerate the events window
splitting logic by leveraging for example high-performance
P4 programmable switches (Fig. 2). There are some works
on stateful and scalable load-balancing at line-rate using P4
such as Hula [25] and SilkRoad [26] but these solutions
are designed for connection-oriented communications (TCP
flows). In the context of in-network complex-event process-
ing, a stateful event stream load-balancer must ensure the
following properties. (1) Correctness. The window semantic
(time-based, count-based or marker-based) must be properly
executed otherwise the downstream processing may result in
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false negatives (a complex event should have been detected
but it was not) or duplicates of complex event detection. The
per-window consistency property ensures that the result of
parallel processing will be the same as sequential processing.
(2) Adaptability. Due to the dynamic nature of the system,
a CEP load-balancer must react fast to link failures and
changes to the set of available operators as they might be
added or removed at runtime. and (3) Even Distribution.
Finally, while keeping the property of per-window consis-
tency event windows must be evenly distributed. One could
think of Round-Robin scheduling or Weighted Round Robin
if the different workers don’t have the same processing
capacity. These properties can be invalidated when events
are out-of-order. For the load-balancer to behave correctly
we assume that packets arrive in order which might require
a pre-processing of the event streams before arriving at
an in-network processing unit and therefore can reduce the
performance.

C. Evaluation

To validate the effectiveness of in-network programming
models with event stream processing we can implement
different CEP operator algorithms and evaluate how helpful
or challenging the available abstractions are. For the load-
balancing function, the sliding window operator needs to
be implemented to detect the start of new windows and
send events within a window to the same operator. We will
evaluate the load-balancer first at the behavioral level with
focus on correctness and even event distribution. For that
purpose, Mininet [3] can be used to verify the functionality.
We will need to develop an event stream generator where we
can use one of the open datasets of DEBS grand challenge
[4] that are available (e.g., nyc taxi trips dataset). Next, we
want to experiment with representative in-network devices as
we plan to work on a hardware implementation to conduct a
performance evaluation of the load-balancer as well as other
data analytics functions. The throughput and the quality i.e.,
accuracy, of the results is among the evalution metrics that
will be considered.

V. CONCLUSION

This paper argues that with today’s network deep pro-
grammability, which was not as flexible a decade ago, we can
enable novel methods for in-network real time data analytics.
We understand that network-centric processing has not yet
been paid a lot of attention in the area of distributed event-
based systems. With the proposed research goals we hope we
contribute to understanding of network accelerated stream
processing. We also hope that our proposed research will
raise more interest and awareness in the potentials of in-
network processing.
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