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Abstract: This article examines whether the territorial scope of the EU General Data Protection 
Regulation promotes European values. While the regulation received international attention, it 
remains questionable whether provisions with extraterritorial effect support a power-based 
approach or a value-driven strategy. Developments around the enforceability of a ‘right to be 
forgotten’, or the difficulties in regulating transatlantic data flows, raise doubts as to whether 
unilateral standard setting does justice to the plurality and complexity of the digital sphere. We 
conclude that extraterritorial application of EU data protection law currently adopts a power-based 
approach which does not promote European values sustainably. Rather, it evokes wrong 
expectations about the universality of individual rights. 

Issue 3 

 

https://creativecommons.org/licenses/by/3.0/de/deed.en
https://creativecommons.org/licenses/by/3.0/de/deed.en
https://creativecommons.org/licenses/by/3.0/de/deed.en
https://creativecommons.org/licenses/by/3.0/de/deed.en
https://creativecommons.org/licenses/by/3.0/de/deed.en


Section 1. Introduction 

In the recent history of the European Union (EU) few legislative acts gained as 
much attention as the 2016 General Data Protection Regulation (GDPR; Kantar, 
2019). Pursuant to Article 97 GDPR, the EU Commission published an evaluation of 
the regulation on 24 June 2020, in which it states: ‘The GDPR has already emerged 
as a key reference point at international level and acted as a catalyst for many 
countries around the world to consider introducing modern privacy rules. This 
trend towards global convergence is a very positive development that brings new 
opportunities to better protect individuals in the EU when their data is transferred 
abroad while, at the same time, facilitating dataflows’ (European Commission, 
2020a, p. 12). 

On the one hand, the regulation has been hailed as the new global ‘gold standard’ 
(Rustad & Koenig, 2019, p. 366). On the other hand, the attention it receives is sur-
prising when considering the substantive provisions of GDPR in the larger context 
of the historic development of data protection law (Hoofnagle et al., 2019, pp. 
69–72; Rustad & Koenig, 2019, pp. 368–369). Core principles and requirements 
such as Article 5 and 6 GDPR are only incremental improvements of what was al-
ready established across many European countries in the 1970s and 1980s (Ukrow, 
2018, pp. 239–247). Certainly, some novel elements such as a ‘right to be forgot-
ten’ (RTBF; Article 17 GDPR), a right to data portability (Article 20 GDPR), or the re-
quirement for mechanisms to mitigate risks of automated individual decision-mak-
ing (‘artificial intelligence’; Article 22 GDPR) are innovative. However, it is precisely 
these provisions that require more detailed interpretation by courts and national 
data protection authorities via the European Data Protection Board (EDPB). Addi-
tionally, the precise interpretation of these rights is subject to intensive academic 
discourse and scrutiny (see e.g. Wachter et al., 2017). 

Combining the arguments that the core principles of GDPR are well known and 
that the innovative elements require better understanding, one might conclude 
that it is probably not the substantive dimension of the regulation that explains its 
impact (Hoofnagle et al., 2019, pp. 66, 97). Rather, it seems that procedural and ar-
chitectural elements of the framework require attention (Rojszczak, 2020, pp. 
31–34). From an intra-EU perspective, the establishment of the GDPR marks a shift 
towards almost fully harmonised European law, which entails direct effects for the 
individual (‘data subject’). In other words, the role of member states when it comes 
to the interpretation of provisions is being limited with more centralisation (Euro-
pean Data Protection Board, 2018, p. 4). In contrast, the emergence of this ‘unified 
block’ also has consequences for actors outside the EU, especially since the regula-
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tion contains, with Article 3, a provision on territorial scope with considerable ex-
traterritorial effect (de Hert & Czerniawski, 2016, pp. 236–240). 

This contribution analyses central provisions and mechanisms of the GDPR that re-
sult in the extraterritorial effect of the framework. This includes Article 3 of the 
GDPR, as well as the legal regime that enables the European Commission to estab-
lish whether personal data is ‘adequately protected’ in other countries of the 
world. We investigate whether internal unification combined with extraterritorial 
reach is beneficial for the promotion of European values in data flows inside and 
outside the EU in the longer term. While scholars have already started to speculate 
about the effects of extraterritorial application before the applicability of the 
GDPR (de Hert & Czerniawski, 2016, p. 230), recent European and national ju-
risprudence on the RTBF (Gstrein, 2020, pp. 136–139) as well as criticism of the 
seeming lack of rigour of the Irish data protection authority to enforce European 
values in cross-Atlantic relations—as highlighted by the Court of Justice in 
‘Schrems II’ (Tracol, 2020)—raise the question whether the extraterritorial effect is 
not factually overburdening citizens and businesses as well as public institutions 
and political actors. 

Considering options for a better future with high and effective data protection 
standards, we suggest that rather than relying on extraterritorial effect that adopts 
a power-based approach using the ‘Brussels Effect’, the universal protection and 
promotion of European values will be more sustainable when adopting value-
based strategies. These could manifest in enhanced cooperation and traditional 
harmonisation of legal frameworks, with the objective to build broader interna-
tional consensus around central regulatory principles, institutional requirements, 
as well as effective safeguards and remedies for those affected by the abuse of 
personal data. Certainly, some will doubt whether European data protection stan-
dards have the potential to form the basis for a broader multilateral agreement. 
Nevertheless, comparative research already shows that most of the 145 national 
frameworks around the globe regulating privacy and data protection at the end of 
2020 apply the principle-based and technology neutral ‘omnibus model’, replicat-
ing the distinctive essence of European data protection laws in their respective le-
gal systems (Greenleaf, 2021a). In other words, while the extraterritorial effect of 
GDPR is only effective since 2018, countries around the world have already started 
much earlier to enact and upgrade national laws to mirror what is ‘arguably the 
world’s best practice’ (Greenleaf, 2021a, p. 5). 

Therefore, in the area of data protection it might be best for the promotion of Eu-
ropean values if the EU continues to develop and deliver high standards, while ac-
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tively engaging in international fora and multilateral exchange—as long and as far 
as this opens venues to establish value-based governance frameworks. At the 
same time, effective and comprehensive enforcement of existing provisions on 
member states territories is important to maintain credibility. In conclusion, we ar-
gue that extraterritorial application of European data protection law is not a 
preferable strategy to promote European values sustainably. Rather, it evokes 
wrong expectations about the universality and enforceability of individual rights. 

Section 2. The ‘Brussels Effect’ and European values 

In 2012 Anu Bradford introduced the concept of the ‘Brussels Effect’, which de-
scribes ‘Europe’s unilateral power to regulate global markets’ (Bradford, 2012, p. 3). 
She argues that any political actor able to leverage and combine the five factors of 
market size, regulatory capacity, stringent standards (e.g. consistent approach to 
data protection), inelastic targets (e.g. non-mobile consumers), and non-divisibility 
(e.g. mass-production cost advantage for manufacturers and service providers) will 
be able to set the global regulatory standard for a certain regulatory area. Accord-
ing to her theory, the EU was able to increasingly establish such standards since 
the 1990s and therefore has become the ‘global regulatory hegemon’ (Bradford, 
2020, pp. 25, 64). In simple terms, most global corporations adopt the European 
requirements for designing their products and services since this allows them to 
stick to a single regulatory regime. Even if this regime requires more costly adjust-
ments compared to others, producers prefer the EU model since it enables them to 
operate and refine only one mode of production that is globally accepted. There-
fore, products and services designed to comply with EU standards can be marketed 
globally. 

According to Bradford’s studies, examples of areas where the effect can be wit-
nessed include market competition, consumer health and safety, environmental 
law and the digital economy (Bradford, 2020, pp. 99–231). Her analysis includes 
the development of the GDPR with the extraterritorial effect that is relevant in the 
context of this article (Bradford, 2020, pp. 131–169). While all five factors are rele-
vant for the establishment of the GDPR as a global standard, the extraterritorial ef-
fect is mainly created by a combination of market size and the non-mobile ‘data 
subjects’ that represent the inelastic targets in the context of Bradford’s theory. 

For the purposes of this article, we consider the ‘Brussels Effect’ a power-based ap-
proach, since it combines elements of political and economic capability to deter-
mine societal and normative developments in a particular area. The theory empha-
sises economic scale and political influence, which are more important than Euro-
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pean values as such. On a philosophical level, the five factors of the Brussels Effect 
and much of the EU efforts to spread GDPR norms follow the principles of the 
framework developed by Emanuel Kant for the establishment of universal peace. 
Specifically, the second part of the definitive articles that refer to a federal union 
of sovereign republican states joined by common interests in trade rather than in 
global civil rights (Weltbürgerrecht) indicate the means through which joint norms 
should be established—a balance of economic interests rather than a joint belief in 
value (Kant, 1796). We put this power-based approach in contrast to value-based 
strategies that emerge from human rights law, for instance. Kant has been criti-
cised by Cosmopolitan scholars, amongst others by Jürgen Habermas, for failing to 
transcend power politics and for being unable to believe in any moral motivation 
to create and maintain a federation of free states (Habermas, 2000, p. 171). After 
all, Kant’s view of the nature of man is still one that is determined by greed and vi-
olence, albeit one that can be compelled by reason (Zwitter, 2015). 

To define value-based strategies, it is necessary to consider the ‘value’ concept. In 
his seminal work ‘Being and Nothingness’ (L'être et le néant) first published in 1943, 
French philosopher Jean-Paul Sartre suggests that a value is an entity that exists 
in the human mind as what it currently is (Dasein), and as what it lacks (manqué) 
(Sartre, 2020, pp. 136–162). He uses the parable of the moon for illustration. Over 
time, it will appear as a crescent moon and ‘grow’ until it appears as a full disc. Re-
gardless of its present form or colour humans all over the earth refer to this ever-
changing entity as one and the same. This common reference object is also one 
that enables a discourse amongst global citizens. This discourse allows one to 
transcend the provincial limits of particular forms of our lives and specific ethical 
norms onto a level where a biggest common denominator can be universally 
agreed upon. The important difference between norms established through dis-
course rather than through power is the free consent of all parties and their belief 
in that norm. A value-based strategy, founded on the free consent through belief of 
consenting parties, we argue, might be a stronger foundation for realising common 
norms and for establishing lasting relationships between all parties of the agree-
ment. 

Now moving from philosophical considerations to the perspective of European in-
tegration, regional institutions such as the Council of Europe and the EU were his-
torically established to ‘achieve greater unity between the States of Europe 
through respect for the shared values of pluralist democracy, the rule of law and 
human rights' (Polakiewicz, 2021, p. 2). These three overarching categories of val-
ues can also be identified in Article 2 of the Treaty on the European Union, which 

5 Gstrein, Zwitter



contains an overview of the values of the EU. When it comes to human rights in-
cluding privacy, the European Convention on Human Rights (ECHR) has become 
the central legal reference framework in Europe since the Second World War. The 
ECHR is usually described as a ‘living instrument’ since the interpretation of the 
rights (values) it enshrines changes over time (Theil, 2017, pp. 589–590). It is also 
essential for the protection of fundamental rights in the EU, according to Article 6 
paragraph 2 and 3 of the Treaty on the Functioning of the European Union. There-
fore, human rights treaties such as the ECHR and the later developed and corre-
sponding (see Article 53) Charter of Fundamental Rights of the EU (CFEU) enshrine 
ever-changing values that are observed and interpreted on a case-by-case basis by 
institutions, such as the Court of Justice of the European Union in Luxembourg 
(CJEU). From the perspective of EU law, regulatory frameworks, such as the GDPR, 
need to mirror the human rights (or values) enshrined in the ECHR and CFEU (e.g. 
GDPR recitals 1, 2, 4, 104). 

Whereas power-based approaches focus on elements of political and economic ca-
pability to determine societal developments, value-based strategies, such as the 
ECHR and CFEU, emphasise human dignity, which is considered as the root of 
modern human rights law (Petersen, 2020). This common norm established as uni-
versally valid through discourse provides a stronger and longer-lasting foundation 
than a power-based approach which focuses on the means (of power capabilities) 
to achieve norm universality. 

We argue that power-based approaches that result in extraterritorial effect do not 
primarily address the fundamental values at stake. At the same time, this approach 
to extraterritorial application of norms disrespects the sovereignty and rights of 
actors that are subject to it (Kamminga, 2020). Certainly, as in the case of the 
GDPR, some power-based attempts might come with an opportunity to replace 
less dignified approaches to data protection—such as the protection of personal 
data as a mere consumer right (Bradford, 2020, pp. 140–141)—with ones that do 
address it with human dignity at their core (see also Art 1 CFEU). In other words, 
we acknowledge that the GDPR has had a very positive influence for the strength-
ening of data protection rights. However, this emphasis on the substance of the 
right (or the essence of the value) is not a given. In the case of the data protection 
regulation it is the result of an incremental development of substantive privacy 
and data protection standards, that took place for more than fifty years. This 
process started with the first regional data protection law in Hesse in Germany in 
1970 and continues since then on many different political and institutional levels 
(González Fuster, 2014, pp. 213–248; Greenleaf, 2021a, p. 3; Ukrow, 2018, pp. 
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239–340; van der Sloot, 2014, pp. 307–310). 

In conclusion, the outcome of the extraterritorial application of a power-based ap-
proach will only enable to govern European values inside data flows for as long as 
the political actor promoting this position is (1) able to align the ‘effect’ factors 
and (2) requires the value-promoting outcome through the regulatory framework. 
The Brussels Effect and all of its alleged benefits are potentially exchangeable 
with a ‘Beijing Effect’ to name just one example. Bradford herself doubts that the 
Chinese authorities will be able to achieve similar authority, essentially since the 
relative growth rate of the Chinese economy might be more similar to those in EU 
countries by the time the institutional capabilities are reached to create the effect. 
At the same time, the average age in the future Chinese society will be higher and 
the Brussels Effect will have already influenced standards all over the world, in-
cluding China itself (Bradford, 2020, pp. 266–270). One of the core differences 
might be that many norms spread extraterritorially by the EU might already more 
closely align with universal normative principles and, therefore, might be more 
readily accepted. Even if the Brussels Effect will not disappear anytime soon, the 
question still remains whether the value of data protection and privacy can be 
guaranteed on a high level should the EU and its member states change their po-
litical priorities. Before going on to illustrate this conflict between a power-based 
approach and a value-based strategy in the case studies below, we consider the 
extraterritorial effect of the GDPR by analysing its legal architecture. 

Section 3. Legal architecture and extraterritorial 
application 

In 2016 the GDPR replaced the Data Protection Directive 95/46 EC of the European 
Community from 1995 (DPD). Data flows have become increasingly global and rel-
evant for business and governance since the time the DPD was drafted and negoti-
ated. This created the need for more detailed regulation (Kuner, 2010, pp. 
246–247) and the requirement to reconsider territorial scope when developing 
new legal frameworks (de Hert & Czerniawski, 2016, p. 230). The territorial restric-
tion of application has gradually been loosened to address the changed technicali-
ties around the collection, storage, processing and sharing of personal data. In fact, 
Svantesson rightly flags that the term ‘territorial scope’ has become misleading on 
the one hand, while remaining essential for the applicability and enforceability of 
the GDPR on the other. Hence, territorial scope should not be understood literally. 
Rather, the concept expresses how GDPR positions itself in the international data 
sphere, particularly when it comes to the protection of personal data created 
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through the monitoring and profiling of persons by corporations and public enti-
ties (Svantesson, 2019, p. 74). In this section we analyse Article 3 GDPR, which de-
fines the territorial scope of EU data protection law. Additionally, we briefly 
analyse Article 44-50 GDPR, which regulate transfers of personal data from the EU 
to third countries and international organisations, with a particular focus on the 
adequacy decisions as specified in Article 45 GDPR. This article sets forth the pro-
cedure and standards that allow the European Commission to assess if non-EU 
countries and territories have an adequate level of data protection when compared 
with the GDPR (Kuner, 2019, p. 774). 

3.1. Article 3 GDPR 

In principle, Article 3 and the corresponding recitals 22-25 of GDPR trigger territo-
rial application via two elements: the presence of a relevant establishment of a 
controller or processor on EU territory, or the targeting or monitoring of data sub-
jects associated with the EU (Van Alsenoy, 2018, pp. 78–79). Article 3 GDPR con-

sists of three paragraphs. 1 In summary, paragraph 1 remains relatively close to the 
historic nucleus of Article 4 DPD, whereas paragraphs 2 and 3 shift the focus clear-
ly beyond the territory of the EU (Svantesson, 2019, pp. 85–95). 

Keeping in mind that the EU is first and foremost an economic community, the 
point of departure of territorial scope is an establishment on the territory of the 
EU, which is effectively exercising activities in which personal data is being 
processed. Both criteria named in Article 3 have been subject to considerable ju-
risprudence of the CJEU in cases such as Google Spain (C-131/12), Weltimmo (C-230/
14) and Verein für Konsumenteninformation (C-191/15) (Van Alsenoy, 2018, pp. 
80–83). This might have sparked the desire of policymakers to expand the territor-
ial scope further once it was clear the DPD would be replaced with GDPR. Hence, 
Article 3 paragraph 1 GDPR includes not only the ‘controller’ of the data process-
ing operation, but also the ‘processor’. The EDPB attempted to clarify these con-
cepts through non-legally binding guidelines which were adopted on 2 September 
2020. There it states that a controller must decide on both purpose and means of 
the use of personal data, whereas a processor processes data on behalf of the con-

1. 1. This Regulation applies to the processing of personal data in the context of the activities of an estab-
lishment of a controller or a processor in the Union, regardless of whether the processing takes place in 
the Union or not.2. This Regulation applies to the processing of personal data of data subjects who are 
in the Union by a controller or processor not established in the Union, where the processing activities 
are related to:(a) the offering of goods or services, irrespective of whether a payment of the data subject 
is required, to such data subjects in the Union; or(b) the monitoring of their behaviour as far as their be-
haviour takes place within the Union.3. This Regulation applies to the processing of personal data by a 
controller not established in the Union, but in a place where Member State law applies by virtue of pub-
lic international law. 
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troller, providing technical and organisational support. A processor can be a natur-
al or legal person, as well as a public authority, agency or another body (European 
Data Protection Board, 2020a, pp. 3–4). Finally, an element of extraterritorial ap-
plication was added to paragraph 1 by stating that the rules of GDPR apply regard-
less of whether processing takes place on Union territory or not (Van Alsenoy, 
2018, pp. 79–80). 

Nevertheless, the most radical shift towards extraterritorial application comes in 
paragraph 2 of Article 3 GDPR. While the heritage provision in the DPD took the 
use of certain equipment as reference point, the GDPR focuses on data gathering 
from European data subjects. As mentioned in recital 14 of the GDPR, the concept 
of data subject is not limited to natural persons with EU citizenship, permanent 
residence, or any other legal status (European Data Protection Board, 2018, p. 14). 
The framework applies to any data subject in the Union if the goods or services are 
offered to this individual, regardless of where the offer ‘comes from’, or whether 
goods or services provided are ‘free’. Furthermore, GDPR also applies if data sub-
jects are ‘monitored’ in their behaviour. While the formulation of the paragraph 
makes clear that the intention of the drafters of the GDPR was to give it an extra-
ordinarily broad territorial scope, it also creates considerable challenges when try-
ing to interpret and apply it (Svantesson, 2019, p. 95). As noted by Gömann, ‘it 
seems unlikely that the monitoring approach of Article 3(2)(b) GDPR will in prac-
tice provide for much more than a declaration of political intent’ (Gömann, 2017, p. 
588). With such a broad coverage, it is difficult to think of an operation involving 
personal data carried out by a significant actor in the international data sphere 
which is not within the territorial scope of GDPR, as most globally available digital 
services and platforms will at least potentially have to consider that they target EU 
data subjects. 

Moving on to Article 3 paragraph 3 GDPR, the historic background and the corre-
sponding recital suggest that this provision has a specific and limited scope which 
only relates to the communication of EU member states with their diplomatic mis-
sions and consular posts. This also seems to be confirmed by the EDPB in the 
guidelines on territorial scope adopted on 12 November 2019, where the exam-
ples mention a consulate of an EU member state operating in the Caribbean, or a 
cruise ship serving customers on the high sea (European Data Protection Board, 
2018, pp. 22–23). Nevertheless, since the legally binding text of the provision it-
self is not very specific or limited and seems to be based on questionable interpre-
tations of public international law (Svantesson, 2019, pp. 92–95), it is not helpful 
in limiting and precisely understanding the territorial scope of GDPR either. 
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The extensive territorial scope of the GDPR makes it difficult to define its effec-
tive—or even intended—reach. Any significantly limiting factor to the scope is 
missing. Certainly, EU legislators attempted to create a framework for comprehen-
sive protection of the rights of data subjects with an eye towards establishing a 
level economic playing field for competition in data-driven services across the EU 
and worldwide (European Data Protection Board, 2018, p. 4). However, this results 
in a situation where global actors in the digital sphere—such as large digital plat-
forms or manufacturers of consumer electronics which market their products in 
several regions—have to decide whether GDPR applies in its entirety with all com-
pliance requirements for their operations, or not at all. This conclusion is in line 
with the power-based approach that we defined in Section 2. Therefore, it is fair to 
state that with such an extensive territorial scope, GDPR is a polarising factor in 
the international data sphere, with actors outside the traditional scope of EU regu-
lations having to comply with one of the most demanding data protection regula-
tions globally. While it allows the EU to demand high standards when it comes to 
the protection of individual rights, it also raises questions on legitimacy, practicali-
ty, as well as legal certainty and enforceability. 

Briefly addressing the aspects of legitimacy and practicality, de Hert and Czerni-
awski (2016, p. 240) proposed to establish a ‘centre of gravity’ test for the applica-
tion of the GDPR, using factors such as minimum connection of the activity, pur-
pose and enforceability. Similarly, a ‘layered approach’ can be found in the work of 
Svantesson. This entails consideration of the harm being caused for individuals by 
a specific data operation, taking into account how essential the infringed provi-
sions of GDPR are, as well as balancing the cost and effects of enforcement with a 
final proportionality assessment (Svantesson, 2019, pp. 95–96). 

When it comes to legal certainty and enforceability, there have been demands to 
deliver more guidance on key terms since the drafting of Article 3 GDPR (Van 
Alsenoy, 2018, p. 97). As we showed throughout this section, the EDPB has at-
tempted to respond to those with Guidelines 07/2020 on the concepts of con-
troller and processor, as well as with guideline 03/2018 on territorial scope. Never-
theless, these guidelines are ultimately not sufficient for two reasons: First, they 
themselves do not provide the amount of detail required. As guidelines, they need 
to keep a relatively high level of abstraction, frequently merely clarifying the ap-
plicable provisions and recitals within the regulation. However, it is the vague na-
ture and wording of the articles in the GDPR that is the key problem. Secondly, the 
guidelines are not of legally binding nature. While it is commendable that Euro-
pean data protection authorities try to establish certainty, the authority to shape 
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EU law is vested with the legislative bodies (European Parliament and European 
Council), and the authority to interpret it rests with the CJEU according to Article 
19 paragraph 1 TEU. 

3.2. International data transfers and adequacy decisions 

To be able to comprehensively analyse the case studies in Section 4 we also have 
to consider the regime that regulates international data transfers. According to Ar-
ticle 44 GDPR, personal data can only be transferred out of the EU if the principles 
of the regulation are upheld. Chapter V contains Articles 44-50 GDPR to regulate 
such transfers and, according to Kuner, establishes a three-tiered structure that 
puts adequacy decisions at the top, appropriate safeguards in the middle and dero-
gations at the bottom (Kuner, 2019, p. 774). An adequacy decision can be roughly 
described as a ‘data bridge’, which has the purpose of facilitating the international 
flow of data. The main advantage is that it renders other individual agreements 
creating a legal basis for transfers unnecessary. Examples for such alternatives are 
standard contractual clauses, binding corporate rules, or individual consent for sin-
gle instances of data collection and processing. If the EU Commission finds that 
there is an adequate protection of personal data in another country, this simplifies 
business activities and other data-driven cooperation. 

From a legal perspective, adequacy decisions are implementing acts issued by the 
European Commission, based on an assessment of the formal level of protection of 
personal data in another country. In other words, they do not involve the European 
Council (ministers of member states) or the European Parliament, but the Commis-
sion has to consult the EDPB (Greenleaf, 2021b, p. 23; Kuner, 2019, p. 785). As we 
will further outline in the second case study, the case law of the CJEU has become 
increasingly influential in outlining the criteria for adequate protection in coun-
tries outside the EU. This is especially the case with regard to the ‘Schrems I’ 
(C-362/14) and ‘Schrems II’ (C-311/18) judgments dealing with complaints against 
European Commission adequacy decisions known as ‘Safe Harbour’ and ‘Privacy 
Shield’ in regard to transatlantic data flows with the United States. These heavily 
influenced interpretation and application of the GDPR and a detailed description 
of them in the context of extraterritoriality is appropriate (Tzanou, 2020, pp. 
100–114). Since there is currently some uncertainty on how the criteria that were 
developed by the CJEU in these judgments could best be implemented and en-
forced (e.g. by the Irish Data Protection Authority against Facebook, Busvine & 
Humphries, 2021), it became unavoidable to start a process of updating alterna-
tives such as standard contractual clauses for international data transfers of pri-
vate corporations (Boardman, 2020). Additionally, the EDPB adopted guidelines for 
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international data transfers between public bodies in application of Articles 46 
paragraph 2a and 46 paragraph 3b GDPR on 15 December 2020 (European Data 
Protection Board, 2020b). For the purposes of this article, we will not discuss them 
in further detail since the effects around the declaration of adequacy are most rel-
evant. 

We acknowledge that from a legal perspective an adequacy assessment only cov-
ers whether personal data can leave the EU, which raises the question whether ad-
equacy decisions actually have extraterritorial effect. However, we argue that such 
a mono-disciplinary analysis neglects their political and economic character. Tak-
ing an interdisciplinary perspective, adequacy decisions do have extraterritorial ef-
fect since they provide an incentive—along the lines of the power-based ap-
proach—to update or revise national data protection laws. This has most recently 
been demonstrated in the cases of Japan and South Korea, which both have updat-
ed and aligned their national laws with the GDPR in attempts to have privileged 
access to the EU single market (Greenleaf, 2021b, p. 23). The adequacy decision for 
Japan was adopted on 23 January 2019 and is the first under the GDPR framework 
(Commission Implementing Decision (EU) 2019/419), while the talks with South 
Korea were successfully concluded on 30 March 2021 (European Commission, 
2021c). Both adequacy assessments are part of a larger political package that 
mainly consists of a Free Trade Agreement. Fahey and Mancini argue that the 
Japanese adequacy decision was a ‘side-product of the EU-Japan Economic Partner-
ship Agreement […]: despite the EU’s initial goal of excluding data from the trade 
negotiations, Japan insisted on data dialogues and the EU eventually accommodat-
ed the demands’ (Fahey & Mancini, 2020, p. 99). Certainly, rigid fundamental 
rights-inspired interpretations of data protection may create possibly unwelcome 
burdens for certain political branches of the EU itself (Ryngaert & Taylor, 2020, p. 
7). However, this demand for flexibility in political negotiations with international 
partners raises doubts as to whether the EU is able to consistently apply European 
values such as human rights when scrutinising adequacy. At least the question of 
standardisation of adequacy procedures emerges, which could help to guide the 
Commission in producing more consistent adequacy assessments. This necessity 
for more procedural standardisation is not only visible in the context of the second 
case study in section 4.2 that covers the persistent uncertainty in transatlantic da-
ta flows as the United States effectively refuses to directly safeguard the rights of 
EU data subjects through changes of their laws and institutions. As Drechsler 
(2020) outlines, the difficulty to assess adequacy on the basis of values—such as 
the EU human rights catalogue—also exists when considering the larger context of 
the EU data protection package that includes the EU Law Enforcement Directive 
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2016/680. 

Section 4. Case studies 

We will now consider whether extraterritorial application of the GDPR promotes 
European values or power in the context of two case studies. We propose that dis-
cussion of the developments around the RTBF is particularly relevant since this in-
dividual right has been hailed as one of the central mechanisms that enables indi-
viduals to control personal data, although the vague territorial scope was a chal-
lenge from inception (Ausloos, 2020, pp. 98–104). The question of territorial scope 
and platform governance has also come up in the prominent Glawischnig-Piesczek 
case (C-18/18) that was decided by the CJEU on 3 October 2019. This case origi-
nated in 2016, when the former leader of the Austrian Green Party Eva Glawis-
chnig-Piesczek started a procedure against another Facebook user that insulted 
her on the platform. The user posted inappropriate comments that criticised the 
political position of Glawischnig and the Green Party on migration issues (Kuczer-
awy & Rauchegger, 2020, pp. 1496–1498). Questions around the responsibility 
and role of Facebook in removing this inappropriate content from the platform led 
to the CJEU case, with the result that identical and similar comments needed to be 
deleted for all users globally. This finding was finally implemented by the Austrian 
courts with a decision of the high court of last instance from 15 September 2020 
(Oberster Gerichtshof, 2020b, 2020a). While some aspects of this case show simi-
larities to the discussion around the territorial scope of a RTBF, the case is not rel-
evant in the context of this article since it does not relate to the GDPR or data pro-
tection. The relevant legal frameworks in the Glawischnig-Piesczek case include the 
EU eCommerce Directive (especially Article 15 paragraph 1 of Directive 2000/31/
EC), the EU Directive on Copyright in the Digital Single Market 2019/790, as well 
as, potentially, the proposed EU Terrorist Content Regulation and the proposed EU 
Digital Services Act (Kuczerawy & Rauchegger, 2020, pp. 1495–1496). In order to 
keep the analysis focused and remain in the GDPR framework we have therefore 
decided not to further elaborate on this case. Finally and additionally to what has 
been outlined in section 3.2., discussion of the adequacy regime is particularly rel-
evant since it allows one to outline the intended territorial scope of GDPR, as well 
as how the EU positions itself in data protection related matters against other in-
fluential actors, such as the United States. 

4.1. Extraterritoriality and the ‘right to be forgotten’ 

One of the key promises of GDPR was the effective and comprehensive protection 
of individual rights in the digital sphere. This relates not only to traditional as-
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pects such as transparency, fairness and notification (van der Sloot, 2014, pp. 
310–314), but also to more novel and challenging scenarios such as the deletion 
of personal data from the entirety of the internet. This RTBF for the digital age 
was first envisaged by Viktor Mayer-Schönberger in 2007 (Mayer-Schönberger, 
2011, p. ix), and subsequently integrated in the first proposal for GDPR by the Eu-
ropean Commission as an extension of a ‘right to erasure’ at the beginning of 2012. 
Since that time much has been written about the desirability of a RTBF, as well as 
the final Article 17 GDPR (Ausloos, 2020). 

Well before GDPR was finished, the discussion on how to operationalise a RTBF 
started to crystallise around the responsibilities of search engine operators (SEOs) 
on how to structure links in search results. This affected Google in particular due 
to its market dominance in the EU. In the seminal Google Spain judgment of 13 
May 2014 (C-131/12) the interpretation of the concepts of processor and controller 
by the CJEU was central (Van Alsenoy, 2018, pp. 81–83), as well as the balancing 
act between privacy and freedom of expression (Gstrein, 2017, pp. 9–10). While 
territorial scope has also been an issue in Google Spain, this aspect took the spot-
light more recently in the case of Google vs CNIL, which was decided in Luxem-
bourg on 24 September 2019 C‑507/17 (see Samonte, 2020, pp. 841–844). In prin-
ciple, there are three options for territorial scope; delisting can be limited to EU 
territory, enforced as a universal norm which has to be applied globally on all ver-
sions of a search engine and for all users, or implemented ‘glocally’ (Padova, 2019, 
pp. 21–29). This last approach does not mean that a service has to have servers 
physically on EU territory, but that measures such as geolocation of the user based 
on the monitoring of Internet Protocol (IP-)Addresses or GPS-location could be 
used to determine the physical position of the user and serve/hide search results 
accordingly. This could potentially result in the necessity to reduce the privacy of 
users when using a search engine, while being able to uphold local or cultural ex-
pectations of one region (e.g. not showing swastikas in search results in countries 
where this is forbidden for political and historical reasons). The extent to which 
this affects other regions varies with the detailed technical and organisational im-
plementation, which is largely left to SEOs (Powles & Chaparro, 2015). 

Briefly summarising the complex procedure, the French data protection authority 
(Commission Nationale de l'Informatique et des Libertés or CNIL) was not satisfied 
with the implementation of the delisting of links in search results adopted by 
Google in the aftermath of the Google Spain judgment from 2014. The argument 
of CNIL essentially boils down to the universality of an individual right enshrined 
in GDPR. According to the authority, such a right can only truly manifest itself if 

14 Internet Policy Review 10(3) | 2021



enforced on all versions of a search engine, even those operated outside the EU. If 
links to search results are not removed on all versions, an individual travelling 
back and forth between France and the United States who is seeking personal in-
formation about a business partner for instance, could access controversial infor-
mation easily when in the United States, while this is more difficult in France. Such 
extraterritorial application of the GDPR was heavily contested (Keller, 2018) and 
Google itself tried to limit the territorial reach of delisting to the European ver-
sions of its search engine. Additionally, it adopted some technical measures to tie 
search results to regions, such as the analysis of user IP-addresses. After fighting 
over the implementation of delisting in French courts, the issue went back to the 
CJEU (Gstrein, 2020, pp. 130–133). 

In contrast to the ground-breaking judgment from 2014, the 2019 decision of the 
CJEU took place in greatly changed circumstances. The GDPR was finalised and in 
force, which brought considerable requirements for corporations and public insti-
tutions to comprehensively overhaul their privacy policies and data practices (Lin-
den et al., 2020, p. 62). Concordantly, even the European Commission acknowl-
edges in its review of GDPR from June 2020 that the enforcement of the regulation 
is a challenge for data protection authorities (European Commission, 2020a, p. 5). 
Given the EU-internal pressure not to overburden institutions of member states by 
making them guardians of data subject rights all over the globe, plus the external 
pressure not to interfere too strongly in international data flows and business, the 
restraint in Google vs CNIL makes sense politically. 

However, courts like the CJEU are supposed to interpret the law, and not to make 
political decisions. Nevertheless, the judges essentially avoided defining further 
the substantive nature and territorial scope of delisting in Google vs CNIL. While 
the Grand Chamber around president Lenaerts seemed to favour a ‘glocal’ ap-
proach, it did not provide any firm interpretations and left a space of discretion for 
the authorities of member states (see paragraphs 64-72 of C‑507/17). This vacuum 
of guidance on the European level was quickly seized by the German Federal Con-
stitutional Court, which published two judgments on the RTBF shortly after the 
CJEU, on 6 November 2019. The German judges did not only further define the 
substantive nature in the context of the German legal order, they also sent an im-
plicit message to the rest of the EU: digital rights such as a RTBF ought to be 
shaped through dialogue between the EU and its member states, and not be the 
product of a hierarchy with Brussels/Luxembourg at the top (Gstrein, 2020, pp. 
136–139). 

One can interpret these events from an intra EU perspective, where they demon-
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strate that progressive and consistent leadership on data flow-related rules is es-
sential for European institutions to be able to shape the dynamic of events, as well 
as preserving European unity. At the same time, however, such focus on internal 
power struggles misses the point that the RTBF is not a European concept. While 
the EU and the jurisprudence of the CJEU has certainly been instrumental in mak-
ing the RTBF a broadly known concept, it exists in many countries around the 
world and similar protections are enshrined in the majority of data protection 
frameworks of G20 member states (Erdos & Garstka, 2021, pp. 308–310; Gstrein, 
2020, pp. 141–143). Hence, ‘the robust realization of a RTBF online will certainly 
require transnational consensus-building and coordination extending well beyond 
the EU Member States’ (Erdos & Garstka, 2021, p. 296). In the context of this arti-
cle, we interpret this finding as a call for the development of a value-driven strate-
gy to achieve more international consensus on the substantive dimension and ter-
ritorial application of the right. 

4.2. Inadequacy of data bridges without pillars 

As outlined in Section 3.2., one of the central tools for positioning European digi-
tal space in relation to other regions is adequacy decisions, which are regulated in 
Article 45 GDPR. Currently, the EU Commission has fourteen adequacy decisions in 
place (e.g. for Switzerland, Israel, Japan and two for the United Kingdom), with the 
likely positive decision for South Korea imminent at the time of writing (European 
Commission, 2021a). However, the most discussed and contested decisions so far 
are those relating to the United States. Two adequacy decisions by the Commission 
have already been declared void by the CJEU, most recently bringing an end to the 
‘EU-US Privacy Shield’ with the judgment in Schrems II from 16 July 2020 (C-311/
18; (Tracol, 2020, p. 1). 

While the end of Privacy Shield was not surprising for many experts, it created 
considerable uncertainty for more than 5,300 companies that relied on it as a legal 
basis for their data transfers (Propp & Swire, 2020). According to the Annual Gov-
ernance Report 2019 of the International Association for Privacy Professionals 
(IAPP), the Privacy Shield was used by 60 percent of the respondents and only sur-
passed by standard contractual clauses used by 88 percent (IAPP, 2019). However, 
the discussion as to which extent Schrems II also invalidates the use of alternatives 
to an adequacy decision is still ongoing among legal experts, and the onus to 
prove compliance with legal requirements is on businesses and public institutions 
transferring data between the regions (Irion, 2020; Propp & Swire, 2020). Ad hoc, a 
combination of standard contractual clauses and additional technical and organi-
sational measures (e.g. use of strong encryption) seem like a viable strategy (Chris-
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takis, 2021b; Tracol, 2020, pp. 9–11; European Data Protection Board & European 
Data Protection Supervisor, 2021). 

Schrems II has many aspects worth analysing, but in the context of this article we 
focus on the consequences of the judgment for the territorial scope of GDPR. As 
the CJEU reiterates at paragraph 52 of the judgment, the territorial aspect is essen-
tial since, according to the complaint of Austrian digital rights activist Max 
Schrems, the United States ‘did not ensure adequate protection of the personal da-
ta held in [their] territory against the surveillance activities in which the public au-
thorities were engaged.’ The investigation of such a claim puts the CJEU in a deli-
cate position for two reasons. 

First, any scrutiny of the Privacy Shield entails the necessity of an assessment of 
the protection of personal data of EU data subjects when it comes to surveillance 
by US authorities. Whereas the CJEU refrained in 2015 from analysing and dis-
cussing the details of US law (e.g. Section 702 of the Foreign Intelligence Surveil-
lance Act or Executive Order 12333) in Schrems I and instead focused on the char-
acteristics of a valid adequacy decision, Schrems II contains detailed findings on 
the necessity and proportionality of some US surveillance programmes (see C-311/
18 paragraphs 165, 166, 178 to 184, 191 and 192; (Tracol, 2020, p. 7; Tzanou, 
2020, pp. 109–114). Hence, it may not be entirely surprising that the judgment has 
also been described as a ‘mix of judicial imperialism and Eurocentric hypocrisy’ 
(Baker, 2020). Secondly, the CJEU lacks the competency to carry out a similar as-
sessment on the situation regarding governmental surveillance for a member state 
of the EU (Christakis, 2021a). While the EU Fundamental Rights Agency has high-
lighted in a research report that intelligence laws in European states remain com-
plex, with potential to improve oversight as well as effective individual remedies 
(European Union Agency for Fundamental Rights, 2018, pp. 9–10), Article 4(2) of 
the Treaty on the EU excludes national security from the competences of EU insti-
tutions. 

The CJEU certainly tries to leverage the power of European data protection law 
through the Schrems II judgment to create higher protection standards for EU data 
subjects. However, remembering the fierce defence of the autonomy of EU law in 
the CJEU opinion on the accession to the European Convention on Human Rights 
in 2014 (Halberstam, 2016), it seems unlikely that the Grand Chamber of the CJEU 
is not following a carefully considered strategy. The question is to which degree 
this is a value- or power-based strategy, and we will return to this aspect and al-
ternatives in the discussion and conclusion. 
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Regardless of the answer, the current levels of legal and political uncertainty make 
it increasingly attractive to keep personal data in the EU (Tracol, 2020, p. 11). 
While the European Commission has announced to start work on a third iteration 
of the EU-US data bridge (European Commission, 2020b), it is also obvious that the 
pillars of this bridge will only stand if political concessions are made on the Amer-
ican side with regards to the establishment of effective and accessible individual 
remedies for GDPR data subjects. In other words, the judgments in Schrems I and 
Schrems II gradually build pressure on the United States to change their own regu-
latory framework and institutions in a way that could be similar to Japan and 
South Korea. At the same time the question emerges if the European Commission 
might be more inclined to grant adequacy if the question of data protection be-
comes part of a larger political package that might involve economic benefits. Po-
tentially, the perspective of adequacy could result in an upgrade of the US privacy 
regime, which could embrace some or all of the basic principles of the GDPR. Al-
ternatively, some US-based commentators are optimistic that the requirements of 
Schrems II can be met with relatively little adjustment and reconfiguration of exist-
ing judicial and administrative institutions (Propp & Swire, 2020). Whichever route 
the European Commission and all actors involved choose, ultimately any new 
framework will most likely have to stand another test of the CJEU. 

Section 5. Discussion 

As Van Alsenoy puts it, ‘[e]xtraterritoriality and data protection make for a contro-
versial mix. Different attitudes towards privacy, coupled with a lack of global con-
sensus on jurisdictional boundaries, fuel an intense debate among those advocat-
ing jurisdictional restraint and those emphasizing the need to ensure effective 
protection’ (Van Alsenoy, 2018, p. 77). As has been shown in section 3.1., Article 3 
GDPR is a vague provision that creates legal and political uncertainty. The current 
design of the legal framework results in friction when it comes to the precise 
scope of individual rights and makes it challenging to guarantee consistency and 
stability in international data flows. Additionally, adequacy decisions and the GDPR 
regime regulating international data flows might be strongly influenced by eco-
nomic policy, which comes with the danger that the underpinning values of GDPR 
are consistently respected and protected by the EU. For instance, Greenleaf criti-
cised the lack of consistency and level of rights protection of the draft agreement 
for the Japanese adequacy decision, questioning whether there is a discounted ver-
sion of adequacy under certain circumstances (Greenleaf, 2018b). While one might 
welcome that it was possible for the two systems to open up to each other 
(Miyashita, 2020, p. 13), the question arises which kind of institutional safeguards 
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are in place to guarantee consistent application of high data protection standards. 
The procedure to assess adequacy seems to lack standardisation as shown by a 
comparison with South Korea (Greenleaf, 2018a). In order to avoid the negative 
side effects of a power-based approach the EU system currently relies on members 
of civil society such as Max Schrems to check the decisions, which leads to lengthy 
legal procedures with uncertain outcomes. 

At the same time, as the existence and increasing number of jurisdictions outside 
the EU and the United States with a RTBF demonstrates, there might be more po-
tential for international harmonisation and consensus on the rights of data sub-
jects than expected. While there seems to be little desire to have a power-based 
European leadership on data protection, the principles and rights enshrined in the 
GDPR inspire legislators across the world to adopt similar provisions. Even some 
US states such as California have recently begun to update their regulatory frame-
work, which also takes into account some GDPR features and principles (Rothstein 
& Tovino, 2019, p. 5; Chander et al., 2021). 

5.1. Alternative multilateral frameworks 

Treaties that qualify individual rights as the object of fulfilment are special agree-
ments in public international law. In their traditional form, they create a triangular 
relationship between participating states and their citizens. The duty-bearer re-
mains the state, which is obliged to respect and protect the stipulated rights of the 
individuals it is responsible for (Zwitter & Lamont, 2014, pp. 363–365). Hence, 
such treaties ultimately create substantively harmonised national legal frame-
works, which hinge on reciprocity and mutual respect as methods of enforcement 
on an international level. This guarantees the sovereignty of states, yet makes it 
challenging to enforce individual rights if remedies are not effective on a national 
level, or if the cause of infringement lies beyond the territory of the state. While 
there is an emerging realisation that privacy should be treated as a universal hu-
man right and guaranteed across and beyond territorial borders, the manifestation 
of this insight still requires time (Irion, 2020). 

When searching for existing frameworks capable of the establishment and har-
monisation of high data protection standards at the global level the only existing 
and legally binding international treaty is the Council of Europe Convention 108 
for the protection of individuals regarding automatic processing of personal data 
(Cannataci, 2018, pp. 21-22). The Convention has been discussed as a global stan-
dard in contrast to portraying the GDPR as a gold standard (Mantelero, 2020, pp. 
1–3). The recently overhauled ‘Convention 108+’ shares many principles, individual 
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rights and features with the GDPR but allows each signing state to adopt corre-
sponding national laws which further define the principles. This modernised 
framework was opened for signature in Strasbourg on 25 June 2018 (Ukrow, 2018, 
p. 240). States which are not members of the Council of Europe can also join it. As 
of September 2021, 30 states have signed Convention 108+, of which 13 have al-
ready ratified it (Council of Europe, 2021). Hence, a potentially more sustainable 
and multilateral strategy than power-based extraterritorial application to promote 
European values inside international data flows might be to emphasise value-dri-
ven harmonisation more strongly, focusing on an open mind that seeks to identify 
common denominators where they exist. However, the relationship between the 
EU and the Council of Europe is complex. Polakiewicz recently highlighted again 
the lack of consistency, transparency and clarity when it comes to voting rights and 
speaking rights of the EU, as well as financial arrangements (Polakiewicz, 2021, p. 
18). 

5.2. A future without allies? 

While the cases presented in this article focus almost exclusively on the current 
relationship between the EU and the United States, it also needs to be added that 
the data flows to and from other countries and regions increasingly face similar 
challenges. For instance, during the work on this article adequacy decisions have 
been adopted with regards to the United Kingdom, addressing the consequences 
of Brexit. This process was launched by the European Commission on 19 February 
2021 and the EDPB presented opinions relating to a GDPR and EU Law Enforce-
ment Directive adequacy decision on 16 April 2021 (European Commission, 2021b; 
European Data Protection Board, 2021). On 28 June 2021 the Commission an-
nounced the adequacy decisions which are based on the GDPR and the Law En-
forcement Directive. It remains to be seen how fruitful the relationship between 
the two parties can become over the long term, especially in areas where the Unit-
ed Kingdom might seek to deviate in data protection standards governing the de-
velopment of data-driven services, or opt for extensive data use for surveillance 
(European Commission, 2021d; Korff, 2021). It does seem possible that the Council 
of Europe will gain a more important role in the relationship between EU member 
states and the United Kingdom after Brexit, especially when it comes to safeguard-
ing the right to privacy of individuals which is also protected by the ECHR frame-
work. 

Additionally, the intense economic cooperation of many EU countries with the Peo-
ple’s Republic of China leads to questions around the treatment of data flows and 
the standards used when it comes to personal data. In June 2020, reports emerged 
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of a court case in the German town of Düsseldorf in which a former manager of 
Huawei was not given access to personal data stored by the company in China that 
might have been relevant to support his position in the case. The labour court 
found that Huawei needs to pay €5.000 in immaterial compensation for the dam-
age suffered by the former employee, which was based on Article 5(2) in connec-
tion with Article 82 GDPR. However, it remains to be seen whether this decision of 
first instance (ArbG Düsseldorf v. 5.3.2020 - 9 Ca 6557/18) will be confirmed as 
there was an appeal by Huawei (Wybitul, 2020). 

The question of how to guarantee effective enforcement of high data protection 
standards certainly remains essential. As the CJEU judgments on the EU-US ade-
quacy decisions and the surrounding political and societal developments have 
demonstrated over the last years, the current approach to establish European val-
ues inside data flows exceeds the capabilities of GDPR on the one hand and re-
duces its implementation increasingly to a battlefield on the other. This does not 
only reveal that the promises on the universality of the rights of a data subject en-
shrined in the regulation are not realistic. Additionally, such a limited approach al-
so fails to address the overarching issue, which is that the protection of personal 
data under current circumstances is systematically threatened. While it should be 
welcomed that GDPR re-emphasised the importance of data protection and that 
EU data protection authorities now have more competences and powers to address 
an urgent problem, it is also clear that the fulfilment of the task is overwhelming. 
One should not forget that ‘[t]he need to ensure trust and the demand for the pro-
tection of personal data are certainly not limited to the EU. Individuals around the 
world increasingly value the privacy and security of their data’ (European Commis-
sion, 2020a, p. 2). 

It is also noteworthy that those public institutions which try to provide certainty 
are the national data protection authorities in the form of the EDPB, as well as the 
CJEU. However, as has been shown throughout this article, the powers transferred 
to them by constitutional law and the EU treaties limit their possibilities. The 
function of the court is to interpret European law and the core task of data protec-
tion authorities is to independently monitor the situation and enforce the legal or-
der when necessary. This requires that the legal frameworks in place are designed 
in a way that is consistent and serves a clear purpose which is based on funda-
mental constitutional provisions and values such as human rights. In that regard, 
the extraterritorial effect of GDPR and the associated enforcement can only over-
whelm the authorities and come with undesired side effects. This brings us to the 
last point, which is the lack of political leadership. Specifically, more attention 
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needs to be paid to craft clear legal provisions that establish certainty, even if this 
means that an EU-internal compromise is harder to achieve throughout legislative 
negotiations. It is clear that extraterritorial application and unilateral standard-
setting face severe limitations with the potential to harm the original cause in the 
long-term. At the same time, while there are a limited number of options available 
to establish reliable multilateral governance frameworks for the protection of per-
sonal data, there is still the potential for more cooperation that must be explored 
and acted upon. 

5.3. Limitations of the value versus power dichotomy 

Throughout this article we have treated power-based and value-based approaches 
as mutually exclusive. We have done this in order to highlight that the GDPR 
should not uncritically be considered as the only positive force for the establish-
ment of high and universal global privacy and data protection standards. We have 
outlined our thinking in the preceding sections and flagged areas and cases where 
we believe that caution is warranted when applying and enforcing the GDPR. As 
we have shown in the introduction and throughout by referring to the work of 
Greenleaf and others, consensus around the substantive core of the regulation is 
increasingly building. At the same time, European institutions are overburdened in 
globally enforcing the regulation and political tensions are building, which threat-
ens consistency and the credibility of the EU. 

Nevertheless, treating power and value-based approaches as mutually exclusive 
falls short of the complex reality of internet governance. In order to shape digital 
spaces, states are not able to rely on traditional patterns of territorial sovereignty 
and depend more strongly on private actors and their powerful platforms. It has 
been argued that the GDPR is one of the most powerful symbols of a ‘digital con-
stitutionalism’ of the EU through which it aims to protect essential values such as 
human rights and democracy even beyond the borders of the member states. How-
ever, the question remains whether in a next phase this leads to what De Gregorio 
describes as ‘privacy universalism’—including a lack of legal certainty and imperial 
tendencies—or ‘digital humanism’ with human dignity at the core (De Gregorio, 
2021, pp. 63–70). We would very much opt for the latter, which—in the European 
context—has been achieved after the Second World War through the establishment 
of multi-level governance mechanisms with international, supranational and na-
tional layers that mutually reinforce efforts to promote values and check power. 
Institutions such as the ECtHR or the CJEU were able to control institutions and 
authorities of the other layers in cases where values were threatened. In a long-
term perspective since the Second World War this system has worked reasonably 
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well for a Europe that goes beyond the EU. Ideally, a similar dynamic could also be 
established gradually on a global level. In our view, the mutually reinforcing 
process that led to the establishment of the substantive principles of the GDPR 
with influences from the international, supranational and national layers is as im-
portant as the legislative end product. 

Certainly, the international community has so far achieved too little when it comes 
to the development of detailed international standards for privacy protection. We 
are not ignoring the fact that the proceedings in multilateral fora can be dominat-
ed by power-based approaches failing to deliver the desired results. Organisations 
such as the United Nations can be heavily influenced by single actors who lever-
age their power and influence to undermine sincere discussions about values and 
principles. Nevertheless, also the EU and its member states will only be able to 
sustainably pursue a value-based strategy if their own political interests are bal-
anced and checked by institutions and actors from all different governance layers. 
Finally, as we have outlined above, a value-based strategy based on the free con-
sent and belief of the involved parties might be a stronger foundation for realising 
common norms and for establishing lasting relationships. A recent report on inter-
net and jurisdiction in Latin America and the Caribbean formulated it in the fol-
lowing way: Is there room for cross-fertilization, or is this mere replication? (Eco-
nomic Commission for Latin America and the Caribbean (ECLAC) et al., 2020, p. 15). 
In order to deliver answers to this question political actors within and beyond Eu-
rope would have to decide on and engage in international fora where constructive 
exchange is possible. 

Section 6. Conclusion 

This article has explored whether extraterritorial application of the GDPR is pro-
moting European values inside data flows. While the regulation has received con-
siderable attention internationally and has had a positive influence on the level of 
data protection globally, we argued that the significant extent of extraterritorial 
application in the GDPR is not a viable long-term strategy to guarantee respect, 
protection and promotion of European values. Rather than keeping the function of 
GDPR limited to the essential issue—the protection of personal data—it transforms 
the regulation into a battlefield for legal, economic and political conflicts. 

As we have discussed in the analysis of the legal architecture of Article 3 GDPR, 
the provision contains vague language and is difficult to interpret and implement. 
It contains passages that read like political statements (Gömann, 2017, p. 588), 
which requires additional interpretation from the EDPB, the CJEU and academics. 
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However, any one of these parties lacks the democratic legitimacy to make such 
far reaching decisions, which are essential for the applicability of the regulation. 
This becomes particularly apparent in the discussion about the territorial scope of 
the RTBF. Additionally, the failed attempts to establish an adequate framework for 
data transfers between the EU and the United States demonstrates that there is 
still a considerable gap between the normative aspirations in the regulation and 
the political reality. It is not impossible to bridge this gap and the consistency of 
the CJEU in upholding high standards for data protection as well as increased de-
mands of civil society to protect personal data make it unlikely that convenient 
political trade-offs will create lasting solutions. 

Ultimately, the question remains whether the next evaluation report of the GDPR 
by the European Commission—which is planned for 2024 (European Commission, 
2020a, p. 14)—will reflect on a governance strategy of the digital sphere that is 
driven by the protection of power or the promotion of values. The creation of the 
latter is not only dependent on upholding and further clarifying existing frame-
works but also on the creation of safe venues for substantive dialogue to establish 
broader international consensus, as well as the commitment to high and effective 
protection of human rights, which are guaranteed internationally regardless of in-
dividual privilege or status. 
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