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1. DATA PROTECTION AND THE HEALTH CARE SECTOR: AN 
INTRODUCTION

Discussions on the development of modern technologies often go hand in hand 

with questions relating to privacy and data protection.1 This is not an unexpected 

development, because technology nowadays impacts almost every aspect of our 

(private) lives. We have so-called smart products in our houses; our cars are 

becoming more and more automated and even our cities become ‘smart’.2 As a 

consequence, large amounts of (personal) data are being generated and processed 

by, most of the time, commercial companies.

In health care, a similar situation occurs.3 Traditionally, the health care sector 

is a very closed and homogenised sector, especially regarding the personal data of 

patients. The personal data needed for treatment of patients used to stem from 

the doctor – patient relationship. As time progressed, both health care and health 

protection have become increasingly important for individuals in their day-to-

day life. As a consequence, (commercial) companies now perceive ‘health’ as a 

very promising market, which shows: well over 320.000 health and fitness apps 

are available via the major app-stores (Apple, Google and Microsoft).4 Fitbit has 

over 25 million active users worldwide,5 the Nike app registers over 1.8 million 

1 See for example: G. Noto La Diega and I. Walden, ‘Contracting for the ‘Internet of Things’: 
Looking into the Nest’, Queen Mary School of Law Legal Studies Research Paper No. 
219/2016, available via: <https://ssrn.com/abstract=2725913>; M. Jones and K. Meurer, ‘Can 
(and Should) Hello Barbie Keep a Secret?’, IEEE Ethics 2016, available via: <https://ssrn.
com/abstract=2768507>; J.E. Cohen, ‘Internet Utopianism and the Practical Inevitability of 
Law’ (2019) 18(1) Duke Law & Technology Review, available via <https://advance-lexis-
com.proxy-ub.rug.nl/api/document?collection=analytical-materials&id=urn:contentItem:5
WXW-X461-JBM1-M49N-00000-00&context=1516831> (accessed 6 may 2020).
2 For more information on smart products see for example: R.H. Weber, ‘Internet of Things: 
Privacy Issues Revisited’ (2015) 31(5) Computer Law & Security Review 618-627. For more 
information on automated vehicles see for example: N.E. Vellinga, Legal Aspects of Automated 
Driving, On Drivers, Producers, and Public Authorities, Ridderprint BV 2020. For more information 
on smart cities see for example: S. Ranchordas, ‘Nudging Citizens through Technology in 
Smart Cities’ 2019 (33) International Review of Law, Computers & Technology, DOI:10.2139/
ssrn.3333111.
3 See for example: N.P. Terry, ‘Information Technology’s Failure to Disrupt Healthcare’ 
(2013) 722(13) Nevada Law Journal, DOI:10.2139/ssrn.2118653.
4 See for different statistics on mHealth: <https://www.statista.com/topics/2263/mhealth/> 
(accessed 7 May 2020).
5 <https://www.latimes.com/business/story/2019-11-01/google-to-buy-fitness-wearables-
giant-fitbit-for-about-2-1-billion> (accessed 7 May 2020).
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1workouts per month6 and 1 billion activities were uploaded on the Strava app 

from January 2019 till February 2020.7 New possibilities are also added to health 

and fitness apps, for example the new iPhone health app feature is developed 

to give doctors easier access to the generated data.8 This illustrates that health 

applications (‘apps’) and wearables are an important part of our contemporary 

society.

Health apps and wearables are not only a popular concept in individual health 

care. The recent Covid-19 pandemic has shown that apps and wearables were also 

considered a popular mechanism in trying to monitor and control the spreading 

of the virus. There has been an interesting development in the discussions in this 

field as well as an interesting development in the perception of these technologies, 

as governments have seen the use of these technologies as a logical next step in 

monitoring and controlling the pandemic.9 Just as in individual health care, large 

technology companies such as Google, Facebook and Apple spotted an interesting 

business opportunity and even worked together in developing technology that 

state governments could use for their own Covid-19 apps.10

As a consequence of the popularity of commercial health apps and wearables, 

the tried and trusted homogenic structure of health data within a health care 

setting is subjected to change. Data sources are getting more heterogeneous 

which creates not only new data flows but also poses legal, ethical and practical 

6<https://www.mobilemarketer.com/news/nikeplus-app-woos-mobile-users-with-free-
music-and-training/516407/> (accessed 7 May 2020).
7<https://blog.strava.com/press/strava-milestones-50-million-athletes-and-3-billion-
activity-uploads/> (accessed 7 May 2020).
8<https://www.theverge.com/2021/6/9/22526024/apple-health-app-data-medical-
record-iphone-doctor-access> (accessed 11 August 2021).
9 See for example: Australia <https://www.health.gov.au/resources/apps-and-tools/
covidsafe-app>, the United Kingdom <https://www.ncsc.gov.uk/information/nhs-covid-
19-app-explainer>, Germany <https://www.bundesregierung.de/breg-de/suche/corona-
warn-app-1747738> and the Netherlands <https://www.rijksoverheid.nl/onderwerpen/
coronavirus-app> (last accessed 27 May 2020).
10See for example: <https://www.theverge.com/interface/2020/5/21/21265079/apple-google-
covid-19-exposure-notification-bluetooth-limitations-contact-tracing-isolation>, 
<https://www.theguardian.com/technology/2020/may/20/apple-google-phone-app-
trace-coronavirus> and <https://www.politico.com/news/2020/04/10/apple-google-team-
up-coronavirus-179215> (last accessed 24 May 2020). Both Google and Apple are also 
working on a technology in which a user would no longer need an app but could simply 
activate the technology that is part of the operating system of their smartphones. 
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questions.11 Furthermore, the generated health data not only transcends the realm 

of the closed context of personal medical records but also that of geographical 

borders. Legislative bodies worldwide try to deal with this reality, not only when 

it comes to data protection but also when it comes to other questions regarding 

the use of apps and wearables in a medical context.12

The questions regarding the development and use of health apps and 

wearables do not only impact legislative bodies. Health care institutions grapple 

with questions on whether they can use commercial health apps and wearables in 

a medical setting. The question whether they can ‘use’ these apps and wearables 

for medical diagnosis is not only related to legislation but is also related to 

technology. Although the sensors used by commercial health apps and wearables 

are improving rapidly, they are, most of the time, not calibrated or regularly 

tested and, as a consequence, not always suited for use in a medical setting. The 

reliability of the results provided by these technologies is therefore dubious.

Finally, besides legislative bodies and health care institutions, the technology 

sector faces challenges on to the development of health apps and wearables. With 

the different legal regimes all over the world, it is hard, if not impossible, to 

develop an app or wearable that complies with differing legislative demands 

across the globe. Furthermore, due to the fact that commercial health apps 

and wearables are used more often within a medical setting, it is important for 

technology companies to know the specific demands the health care sector has 

when it comes to the use of health apps and wearables. These demands are not 

only related to data protection, but are also linked with, for example, medical 

confidentiality, reliability and validation or results.  

All these questions from the different sectors involved is what inspired this 

PhD thesis. Many of these questions concern fields other than law, but the role of 

11 Solon Barocas and Helen Nissenbaum, ‘Big Data’s End Run around Anonymity and Consent’, 
in: Julia Lane, Victoria Stodden, Stefan Bender, Helen Nissenbaum, Privacy, Big Data and the 
Public Good (Cambridge Books Online 2014), DOI:10.1017/CBO9781107590205.
12 Both the European Union and the Council of Europe, the two major European legislators, 
renewed their legal instruments relating to data protection, which originated from last 
century. The Council of Europe updated their Convention 108 and the European Union’s 
General Data Protection Regulation (GDPR) entered into force on 25 May 2018. Furthermore, 
the European Union updated their Medical Device Regulation which was planned to enter 
into force in May 2020. This was delayed with a year due to the Covid-19 pandemic. Outside 
the European Union, for example in the U.S., the state of California followed the European 
trend with the California Consumer Privacy Act 2018 (CCPA) on 29 June 2018. The CCPA will 
entered into force on 1 January 2020.



Introduction

17   

1law can nevertheless be essential in fi nding an answer to these questions. The law 

can set boundaries on what is allowed, demand certain technical provisions and 

can protect the interests of those involved. 

Due to the many legal issues that surround the use of (commercial) health 

apps and wearables in a medical setting, it is unfeasible to answer all the 

questions in one thesis. Therefore, the research needs to be delineated. In the 

next paragraph, the choices made in this delineation are explained.

2. SCOPE OF THE RESEARCH

Technology impacts health care, both individual health care and public health, 

as seen during the recent Covid-19 pandemic. Diff erent technologies have 

impacted the health care sector in the last decades, ranging from the introduction 

of computers within hospitals, to the development of medical devices such as 

CT scans and, more recently, commercial health apps and wearables. With the 

development of all these technologies come diff erent legal questions, this is no 

diff erent for the health care sector. Especially questions regarding data protection 

and liability have been frequently raised since the 1960s. 

Figure 1.1: An impression of diff erent technologies used in a health care setting (non-exhaustive 
overview).
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Figures 1.1 and 1.2 show that there are many relevant questions to consider, 

concerning the delineation of the health care sector itself, the diff erent technologies 

and regarding matters of law. 

Figure 1.2: Legal aspects impacting the use of technology in health care.

Regarding the use of technologies, this research focuses on both commercial 

health apps and wearables as well as non-commercial health apps and wearables, 

that are developed for the medical sector specifi cally.

Furthermore, there is a diff erence between health care concerning individual 

health and concerning public health. This research focusses mainly on individual 

health. However, the individual health care sector itself is also very broad which 

could impact the diff erent legal questions as well. Therefore, whenever necessary, 

the research concentrates on the use of these modern technologies in particular 

in the rehabilitation sector.13 This is especially true for chapters 3 and 4 of this 

research. Finally, regarding the legal issues, this research mostly concentrates on 

13 The rehabilitation sector treats patients with diff erent medical backgrounds and was 
therefore chosen whenever delineation of the health care sector was important.
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1the data protection questions, although there is also attention for a more technical 

regulation, more specifi cally the medical device regulation.

As mentioned in the introduction to this chapter, the processing of personal 

data collected via modern technologies such as apps and wearables are not bound 

by domestic borders. As a consequence, there is not one legal system that impacts 

the processing of these kinds of data. It would, however, be an infeasible task to 

study all the diff erent legal systems worldwide. Due to the fact that the writer of 

this thesis resides in Europe, this research focuses mainly on the European legal 

framework regarding health data and medical devices. However, given that most 

of the commercial health apps and wearables developed in the last fi ve years that 

were used for this research where developed in the U.S., this research also aims to 

glance across the European borders towards the U.S.. 

Figure 1.3: Delineation of this research with respect to the diff erent legal systems.

The legal framework concerning the development and use of health apps 

and wearables did not develop simultaneously. While some parts of the legal 

framework already existed before anybody had even heard of terms such as ‘apps’ 

and ‘wearables’, other parts were changed because of rapidly evolving technologies. 

Furthermore, reality has shown that apps and wearables use personal data of data 
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subjects from all over the world and process these data, most of the time, in 

different parts of the world. Consequently, different parts of the legal framework 

where either created or adjusted over time to match this new reality in which 

health apps and wearables are very much part of peoples’ daily live.  

3. RESEARCH QUESTIONS

The previous paragraph started the process to delimitation of this research, not 

only with regard to technology, but also regarding the legal framework that 

applies to health apps and wearables. Given that regulation concerning digital 

health is scattered and disjointed, the main research question of this study is:

What is the role of law in the regulation of personal data concerning health 

generated and processed by apps and wearables in Europe?

It is important to note that the legal framework can be quite extensive. Therefore, 

this research limits itself to two legal frameworks within the European region. 

Although the focus of this research is on data protection legislation by the 

European Union, it also analyses Council of Europe data protection law as applied 

by the E.U. member states and explores how these two legal systems influenced 

each other. In the final chapter, this research also glances across the E.U. border 

at the United States’ federal data protection legislation concerning health data 

processed in the context of health apps and wearables.

The main research question is addressed through several sub-questions. 

To answer these sub-questions, whilst keeping the main question in mind, this 

thesis is organised in different parts. The different parts each address specific 

sub-questions. Where part I is a general introduction, focusing mostly on the 

development of the term ‘data concerning health’, parts II, III and IV deal 

with different components of the legal framework: the General Data Protection 

Regulation, the Medical Device Regulation and the way the European concept of 

‘data concerning health’ is protected in the U.S., respectively. 

Part I: Introduction to the protection of data concerning health in Europe

This first part is an introduction to the concept of data concerning health. Part I, 

furthermore, gives an historic overview of how the term ‘data concerning health’ 

emerged and developed, roughly since the 1950s. 
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1This part will answer the following question:

Is the notion of ‘data concerning health’ sufficiently protected by lawmakers 

in Europe?

This question will be answered via several sub-questions, among which:

1. What is the current legal framework in Europe regarding data protection 

of health data drafted by the E.U and the Council of Europe?

2. How did (the need for) this legal framework emerge and how did it develop 

over the last 70 years?

3. What is data concerning health and what falls outside of its scope?

Part II: Data protection of health data processed via health apps and 
wearables in practice

Part I investigated the way that data concerning health processed via health apps 

and wearables are protected by data protection regulation in Europe. Subsequently, 

the second part of this thesis investigates the use of health apps and wearables in 

practice relating to the main data protection regulation in Europe, the GDPR. Most 

(commercial) health apps and wearables use privacy policies to ask for consent 

from the data subjects for the processing of health data. As a result, before being 

able to use a health app or wearable, the data subject must consent to the use of 

their personal data in the way described in the privacy policy. 

The second part of this thesis explores this method in light of the GDPR to answer 

the question:

Does the current situation, where privacy policies are used as a basis to 

lawfully process data concerning health, offer adequate protection to data 

subjects?

To answer this question, the following sub-questions are reviewed:

1. What safeguards does the GDPR provide for data subjects regarding data 

protection of health data?

2. How do developers of health apps and wearables apply the GDPR in 

practice?

3. For what purposes does the health care sector, more specifically the 

rehabilitation sector, use personal health data and is it possible to align 

health data collected via commercial health apps and wearables with those 

purposes?



Chapter 1  

22

Part III: Medical Devices

Questions regarding data protection are not the only questions that affect the 

use of (commercial) health apps and wearables within the health care sector. 

Therefore, this part of the thesis reviews another section of the legal framework; 

both the new Medical Device Regulation and the In Vitro Medical Device Regulation 

(IVMDR)14 are discussed. This chapter furthermore compares the MDR with the 

GDPR to investigate how these two parts of the legal framework regarding health 

apps and wearables interact.

The question this part tries to answer is: 

Do the Medical Device Regulation and the General Data Protection Regulation 

reinforce each other when it comes to health apps and wearables?

This question necessitates the answering of the following sub-questions.

1. Are commercial health apps and wearables considered to be medical 

devices under the Medical Device Regulation? 

2. How does the outcome of the previous question impact the use of 

commercial health apps and wearables in a health care setting?

Part IV: Transfer of data

Personal data that are being processed via (health) apps and wearables are not 

always stored and processed on devices owned by the data subjects themselves. 

This raises the question of whether the so-called ‘transfer’ of personal data from 

the device to, for example, a cloud server is considered to be transfer in the sense 

of Chapter V GDPR. Furthermore, it is inherent to modern technologies such as 

(health) apps and wearables that personal data crosses the borders of jurisdictions 

easily. The apps and wearables that were used for Part II of this research mostly 

transfer personal data to the U.S., a so-called ‘third country’ according to the 

GDPR. The differences in data protection regulation between the E.U. and U.S. 

regimes poses a challenge for those developing health apps o wearables for both 

the E.U. and the U.S. markets. Therefore, this part of the thesis takes the European 

14 Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017 
on in vitro diagnostic medical devices and repealing Directive 98/79/EC and Commission 
Decision 2010/227/EU.
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1concept of ‘data concerning health’ as a starting point and investigates how this 

term is protected on a U.S. federal level.

Part IV of this thesis answers the following question:

Does chapter V of the GDPR apply to the ‘transfer’ of personal data 

generated via a (commercial) health app or wearable?

This question will be answered using the following sub-questions:

1. Does the notion of transfer in the GDPR take into account the way personal 

data are being processed by (commercial) health apps and wearables? 

2. How does the outcome of the previous question impact the use of 

commercial health apps and wearables that process personal health data 

in third countries (non-EU-countries)?

3. How is the European concept of ‘data concerning health’ protected in the 

U.S. legal system?

Part V: Conclusion

This part will be used to reflect on the different sub-questions and to formulate 

an answer to the main research question.

4. SOURCES AND METHODOLOGY

For this research, it is important to understand that there are differences in 

the way the health care sector, the technology sector and the legal sector view 

the development and use of health apps and wearables. Attending conferences, 

reading articles from the different scientific research fields and collaborating 

with the different research fields in research projects have helped strengthen this 

knowledge. The latter also gave valuable insights into the way other research 

fields deal with the practical reality of the fact that health apps and wearables 

are here to stay and can, in some cases, be a real improvement to both individual 

health care and public health.

In answering the different sub-questions, it will be necessary to use different 

sources and a differing methodology. The sub-questions of the first part of this 

thesis will use a discourse analysis approach of the term ‘data concerning health’ 

to better understand why this term is being used in law and what it comprehends. 
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The first question of the second part will be answered via descriptive legal 

research, combined with evaluative legal research.15 In answering the questions 

of the third part of this research descriptive research will be combined with 

reflective research. Methods to be used in these two parts are doctrinal analyses 

of legislation, preparative work on legislation, policy documents, case law and 

legal literature, all dating back to the 1950s.16 This descriptive legal research is 

furthermore combined with both analytical and applied legal research, helping to 

explain the how and why of the terminology used in the law and of the increase 

in use of health apps and wearables in practice. 

In the second part of this research attention shifts to practical reality with 

regard to the development and use of health apps and wearables. The GDPR puts 

in place several safeguards when it comes to using personal data. This research 

aims to investigate how these safeguards17 are upheld in practice In other words, 

this research compares practical reality, how things are, to the legal reality of 

the GDPR, how things should be according to law. To conduct this part of the 

research, privacy policies of (commercial) health apps and wearables will be 

analysed and compared to the demands set by Articles 13 and 14 GDPR. Empirical 

research methods, more specifically explorative quantitative legal research, will 

be used to conduct this part of the research. This is necessary, because due to 

the large number of health apps in the three major app stores,18 it is unfeasible 

to investigate the privacy policies of all health apps and wearables. Furthermore, 

because the health care sector itself is very broad this research focusses on the 

medical rehabilitation sector for this part of the research. The rehabilitation sector 

is chosen because it is a relatively broad sector, treating patients with different 

medical backgrounds. It is, therefore, anticipated that its input would lead to a 

broad variety of used health apps and wearables.

15 E.J. Koops, ‘A taxonomy for descriptive research in law and technology’, Law and technology 
(2013).
16 L. Webley, ‘Qualitative Approaches to Empirical Legal Research’ in: P. Crane and H.M. 
Kritzer, The Oxford Handbook of Empirical Legal Research (Oxford Handbooks Online 2012); 
Qualitative Methods for Law and Society Research—An EUI Research Guide, available via 
<https://www.eui.eu/Documents/Research/Library/ResearchGuides/Law/EUI-Law-and-
Society-Qualitative-Methods-Reading-List-April-15.pdf> (accessed 22 May 2020).
17 The safeguards given by Articles 13 and 14 of the GDPR were analysed for this part of the 
research.
18 The three major app stores used for this research are: Apple’s Appstore, Google’s Play 
Store and Microsoft’s Microsoft Store.
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1Explorative quantitative legal research in Part II of this thesis

Three local rehabilitation centres in the Netherlands have shown interest in this 

research and offered their cooperation. Physicians will be asked what (health) apps 

and wearables they would like to use for treatment of their patients. This helps 

to gain insight in the use of health apps and wearables in medical practice. All 

apps and wearables that are mentioned by at least one physician will be used for 

this research. The nature of this research will be rather explorative and therefore 

the outcome of the legal analysis cannot be used for statistical generalisation for 

the whole health care sector.19 The observations from this part of the research are 

used to answer sub-question 2 and 3 of Part II of this research.

Part IV of this research deals with the legal concept of ‘transfer’ within the 

meaning of Chapter V of the GDPR. This part of the research explores the way 

personal data are being processed by health apps and wearables and questions 

whether this processing could also be seen as ‘transfer’ of personal data. To answer 

this question, the concept of ‘transfer’ is both studied from a legal perspective and 

from a more technical perspective using general knowledge of transfer of data.20 

To gain a better understanding of the technical concept of ‘transfer’, an exchange 

of views with technology experts is indispensable. Therefore, active participation 

in the ITU Kaleidoscope conference ‘ICT for Health: Networks, standards and 

innovation’ in the Fall of 2019 is aimed for.21

Part IV of the research also studies the transfer of personal data to another 

country, in this case the U.S.. One could say the legal concept of ‘transfer’ as 

opposed the technical concept. Due to the different legal systems in the U.S. and 

the E.U., it is not always clear if health care institutions can use (commercial) 

health apps and wearables that are developed in the U.S in the E.U., and vice versa, 

for treatment purposes. Therefore, this part of the research takes the European 

concept ‘data concerning health’, discussed in the first part of this research, 

as a starting point and explores how this concept is protected under U.S. data 

protection laws, on a predominantly federal level. In a way, this research seeks to 

19 Robert Yin, Case Study Research, Design and Methods (5th edn, Sage Publicatons: Thousand 
Oaks 2014), p. 40 and onwards.
20 Wendy Schram, ‘How to carry out interdisciplinary legal research. Some experiences with 
an interdisciplinary research method’ (2011) 7(1) Utrecht Law Review.
21 Information on this conference can be found via: <https://www.itu.int/pub/T-PROC-
KALEI-2019> (accessed 23 May 2019).
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‘transplant’ the European concept into U.S. law.22 Next, this part of the research 

explores solutions to bring the two different legal data protection systems closer 

together, believing that this would be beneficial to health care institutions, app 

and wearable developers, and patients. Large parts of the research on the U.S. 

legal system will be conducted in the U.S., so as to benefit from the knowledge 

of different experts in the field of U.S. health data protection and to get a better 

understanding of the U.S. legal system regarding health care in general.23

5. LEGAL FRAMEWORK

In the European region, both the Council of Europe and the European Union have 

had a significant impact on the protection of health data over the last decades 

through different legislations. Therefore, the largest part of this research focused 

on the legal protection of health data as regulated by data protection laws in 

Europe, more specifically by the European Union and the Council of Europe. 

However, as it is inherent to (personal) data to easily cross borders, this research 

also expanded across Europe’s borders. Because it is not feasible to study all legal 

systems in the world, the focus of this research of so-called third-countries is on 

the United States (U.S.).24

5.1. Council of Europe

The Council of Europe has issued several recommendations, resolutions and 

conventions since the 1970s that in one way or another aim to protect both so-

called sensitive data and health data. All of these recommendations, resolutions 

and conventions are based on the European Convention on Human Rights (ECHR)25 

of 1950, which in turns has been inspired by the Universal Declaration of Human 

22 K. Zweigert and H. Kötz, ‘An introduction to comparative Law’, Oxford 1998 (third edition).
23 This part of the research was made possible by funding from Fulbright, Prins Bernhard 
Cultuurfonds, Jo Kolk Studiefonds and Groninger Universiteitsfonds., which enabled me to 
conduct this research as a visiting scholar at the University of Maryland, Law and Health 
Care Program under the supervision of prof. dr. Frank Pasquale. 
24 See for the scope of this research paragraph 2 of this Introduction.
25 Convention for the protection of Human Rights and Fundamental Freedoms and Protocol 
(1950). Official original text is available via <https://www.echr.coe.int/Documents/
Archives_1950_Convention_ENG.pdf> (accessed 6 May 2020).
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1Rights (UDHR) of the United Nations (U.N.) of 1948.26 Both the UDHR and the 

ECHR address the concept of ‘privacy’.27 Nonetheless, it took another twenty years 

before the Council of Europe acknowledged the concept of sensitive data28 and 

over thirty years before they focused on the protection of heath data in general, in 

Convention 108, and medical data specifically, through Recommendation (81) 1.29

Convention 108 was the first internationally binding instrument for data 

protection in Europe and immediately set the tone with regard to non-sectoral 

data protection, a concept embraced by most future legislation on European level. 

Convention 108 was a general data protection convention where ‘personal data 

concerning health’ was part of the special category of data, the so-called sensitive 

data. In addition, Recommendation (81) 1 was issued in 1981. This recommendation 

can be considered as a sectoral recommendation. Recommendation (81) 1 focused 

on the protection of ‘medical data contained in medical records established in 

the context of the doctor-patient relationship or in health records established for 

other purposes.’30 The 1997 successor of Recommendation (81) 1 can be deemed 

a non-sectoral recommendation again because it applies to ‘the collection and 

automatic processing of medical data’ and as such does not demand that the data 

are established in the context of a doctor – patient relationship.31 An explanation 

for the ‘switch’ back to this non-sectoral approach can be found in the preamble 

of Recommendation (97) 5, where the Committee of Ministers acknowledged that 

medical data are being processed outside of the doctor – patient relationship and 

acknowledged this might harm that relationship.32 

The Convention 108 has since been modernised. In 2018 the Committee of 

Ministers agreed on the consolidated text of the so-called Modernised Convention 

26 Official text is available in over 500 languages via < https://www.un.org/en/universal-
declaration-human-rights/> (accessed 6 May 2020).
27 Article 12 UDHR protects ‘privacy, family, home or correspondence’ whereas Article 8 ECHR 
protects the right to a ‘private and family life’.
28 Via Resolution (73) 22 & Resolution (74) 29.
29 Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data, European Treaty Series - No. 108, Strasbourg, 28.I.1981 and Recommendation 
(81) 1 on Regulations for Automated Medical Data Banks.
30 Explanatory Memorandum Recommendation (81) 1, Scope and purpose of the regulations, 
no. 21.
31 Article 2 (1) Recommendation (97) 5.
32 Explanatory Memorandum Recommendation (97) 5, Introduction, no. 9 & 10.
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108 or Convention 108+.33 Furthermore, the Council of Europe is working on 

an update for Recommendation (97) 5.34 Both the updated Convention and 

Recommendation have, again, a non-sectoral approach.

Overall, the Council of Europe has been rather active regarding data protection 

in Europe, especially in the 1970s and 1980s. This is in contrast to the European 

Union as discussed below.

5.2 European Union

After the Council of Europe’s Convention 108 of 1981, one-third of the European 

Community still had not adopted national privacy rules, despite the European 

Commission’s encouragement to member states to sign Convention 108.35 It was 

not until the late 1980s that the European Commission changed its opinion in 

this on-going debate, leading to the presentation of the first draft of its so-called 

Privacy Directive in 1992.36 The aim of this directive was to ensure harmonisation 

of data protection rules within the European Union (E.U.). Whether this change 

of heart was prompted by the possible threat to the internal market posed by 

scattered data protection laws or because the E.U. considered data protection 

important, remains unclear.37

33 Modernised Convention for the Protection of Individuals with Regard to the Processing of 
Personal Data. Official text available via: <https://search.coe.int/cm/Pages/result_details.
aspx?ObjectId=09000016807c65bf> (accessed 7 May 2020).
34 Introductory Report for Updating Recommendation R(97) 5 of the Council of Europe on 
the Protection of Medical Data, T-PD(2015)07. Official text available via: <https://rm.coe. 
int/CoERMPublicCommonSearchServices/ DisplayDCTMContent?documentId=0900001680 
6a601a>(accessed 8 May 2020).
35 See Commission Recommendation 1981 OJ. (L246) 31. For literature on this topic see for 
example: D. Bach and A. Newman, ‘The European Regulatory State and Global Public Policy: 
Micro-Institutions and Macro-Influence’ (2007) 14(6) Journal of European Public Policy 827-
46. 
36 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on 
the protection of individuals with regard to the processing of personal data and on the free 
movement of such data [1995] OJ L 281/31. For literature on this topic see for example: A. 
Newman, ‘Protectors of Privacy. Regulating Personal Data in the Global Economy’ (2008) 
Cornell University Press 91.
37 D Kelleher and K Murray, ‘EU Data Protection Law’ (2018) Bloomsburry Professional 4.
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1After more than twenty years, the General Data Protection Regulation (GDPR)38 

replaced the Privacy Directive in 2018. The GDPR came into force in May 2018 

after a period of two years in which organisations were given time to align their 

business operations with the GDPR. This thesis mostly focuses on the GDPR and 

its approach to data protection regarding data concerning health. This has been 

done by investigating the rationale behind choosing the term ‘data concerning 

health’ as well as looking into data subjects’ right. Regarding the latter, the GDPR 

has several new rights that also impact the processing of sensitive data, including 

data concerning health.39

Although the focus of the thesis is mostly on the GDPR, the newly drafted 

Medical Device Regulation will also be given attention.40 The MDR was supposed 

to go into effect as of May 2020. However, due to the Covid-19 pandemic, the E.U. 

decided to postpone its entry into effect until May 2021.41 The fast technological 

developments, coupled with two scandals involving medical devices,42 helped pave 

the way for new European regulation on medical devices.43 The MDR classifies 

software as a medical device44 and as such this could impact (commercial) health 

apps and wearables. Given the definition of ‘medical device’ in the MDR, health 

apps focusing on the prediction of a disease can now also be considered to be a 

38 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) [2016] OJ L 119/1.
39 Articles 9, 13 and 14 GDPR.
40 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 
on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and 
Regulation (EC) No 1223/2009, and repealing Council Directives 90/385/EEC and 93/42/EEC.
41 Article 123 MDR in conjunction with Article 1 (8,a) Regulation (EU) 2020/561 of the 
European Parliament and of the Council of 23 April 2020 amending Regulation (EU) 2017/745 
on medical devices, as regards the dates of application of certain of its provisions.
42 The first scandal was related to the French company Poly Implant Prothèse (PIP), which 
produced around two million sets of breast implants over the course of 20 years, between 1991 
and 2010. PIP had used industrial silicone, instead of the approved medical grade silicone. 
The second scandal was related to metal-on-metal hip replacements with higher average 
failure rates and the release of metals, such as cobalt and chromium, into the bloodstream. 
For more detail on these scandals see paragraph C.2 of Chapter 5 of this thesis.
43 Commission Proposal for a Regulation of the European Parliament and the of the Council 
on Medical Devices and Amending Directive 2001/83/EC, Regulation (EC) No. 178/2001 and 
Regulation (EC) No. 1223/2009, COM (2012) 542; Commission Proposal for a Regulation of 
the European Parliament and of the Council on In Vitro Diagnostic Medical Devices, COM 
(2012) 541.
44 Regulation 2017/745, Annex VIII, Rule 11.
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medical device.45 However, the preamble of the MDR contradicts this by stating 

that software intended by the manufacturer for general purposes is not a medical 

device, even if such software ends up being used in the medical context.46 As a 

consequence, software intended for so-called ‘lifestyle’ or ‘wellbeing’ purposes is 

not a medical device and does therefore not have to comply with the MDR, leaving 

these commercial health apps and wearables largely unprotected from a medical 

device perspective.

Within the E.U., the impact of legislation of the Council of Europe and the 

European Union on the protection of data concerning health over the last decades 

is undeniable. However, it is inherent to modern technologies that the personal 

data processed by these technologies easily cross borders. Many of the commercial 

health apps and wearables are being produced in the U.S., not in Europe. Therefore, 

this research also explores how the European concept of ‘data concerning health’ 

is protected in the United States, focusing mainly on a federal level.

5.3 United States 

In the U.S., personal health information is protected by the Health Insurance 

Portability Act of 1996 (HIPAA).47 The HIPAA Privacy Rule does not have as long 

a history as health data protection in Europe, since it has been applicable from 

the beginning of this century, as of 2002 to be precise. In contrast to the non-

sectoral approach in Europe, the U.S. chose for a sectoral approach regarding data 

protection. Therefore, protection of personal data in for example health services 

is different than in financial services.

This research will, in addition to HIPAA, explore which other federal laws 

are relevant in relation to the European concept of ‘data concerning health’. 

Therefore, the Substance Abuse and Mental Health Service Administration Law 

(SAMHSA)48 and the Genetic Information Nondiscrimination Act (GINA),49 are 

discussed Part IV of this research. Moreover, several state laws can influence the 

protection of citizens of a specific U.S. state. One eminent example is the new 

California Consumer Privacy Act (CCPA).50

45 Regulation 2017/745, Article 2(1).
46 Regulation 2017/745, Recital 19.
47 Health Insurance Portability Act of 1996 (HIPAA). Pub. L. No. 104-191, 110 Stat. 1936 
(1996).
48 42 C.F.R. § 2.1 – § 2.67. 
49 Pub. L. No. 110-233, 122 Stat. 881 (2008).
50 California Civil Code §1798.100.
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16. STRUCTURE

This thesis is composed of five parts, each highlighting an equally important part 

of the challenges associated with the use of (commercial) apps and wearables 

in the health care sector. The chapters in this study have all been written as 

articles that have been published or are pending review to be published. These 

articles have been published as separate papers in different scientific journals 

and conference proceedings. Most articles have been peer reviewed and have 

thus benefitted from the knowledge of (anonymous) experts in the field of data 

protection in general and digital health more specifically. Unfortunately, this 

does mean that small parts of repetition, especially when it comes to describing 

the current research field regarding digital health, could not be avoided. The 

journals in which the articles have been published, have been chosen based on 

their scope and the audience they reach. The articles are reproduced in this thesis 

in the format in which they were published. The first four parts of the thesis 

are followed by an epilogue in which any legal changes are monitored and new 

insights are discussed. The epilogues, furthermore, function as a link between the 

five different parts of the entire thesis.

The first part of the thesis serves as an introduction to the field of data 

protection regarding data concerning health, the term used by the GDPR. This 

part includes this introduction as well as Chapter 2. The latter was published 

as an article in the European Data Protection Law Review51 and investigates the 

development of the different terms that are used to refer to describe (parts of) the 

official legal term ‘data concerning health’ in the GDPR, whether that is (personal) 

health data, wellness data, medical data or even the combination ‘medical welfare 

data’. By going back till the 1950s, this article studies the different written 

regulations, conventions and recommendations by both the European Union and 

the Council of Europe and reveals why all these different terms are used to describe 

the concept of ‘data concerning health’, especially focussing on the personal data 

that are processed by (commercial) health apps and wearables.

Part II of this thesis, comprising Chapter 3 and 4, compares the privacy 

policies of thirty (health) apps and wearables. For these two articles, three 

rehabilitation centres in the Netherlands were asked for input on which (health) 

51 Trix Mulder, ‘The Protection of Data Concerning Health in Europe’ (2019) 5(2) EDPL 209-
220, DOI:10.21552/EDPL/2019/2/10.
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apps and wearables they either already use in practice or would like to use. Chapter 

3 was published as an article in the European Journal of Law and Technology52 and 

compares the privacy policies of the health apps and wearables to obligations 

set by Articles 13 and 14 of the GDPR. Chapter 4 was published in the conference 

proceedings of the multidisciplinary conference on the futures of eHealth53 and 

focusses specifically on a key concept in data protection: purpose limitation. 

In Europe, there is a difference between health apps and wearables that are 

developed specifically for the medical sector and those that are not. Therefore, the 

third part of the thesis, consisting of Chapter 5 which was written as a chapter for 

a book on healthtech law and regulation,54 focusses on health apps and wearables as 

a medical device. This chapter is an analysis of the new European Medical Device 

Regulation (MDR) and the impact of this regulation on the use in medical practice 

of both health apps and wearables that are developed specifically for the medical 

sector and those that are not developed specifically for this sector. Furthermore, 

this article also compares the obligations of the MDR to the obligations set by the 

other, relatively new, European regulation: the GDPR. 

The fourth part of this thesis analyses the concept of transfer of personal 

data in a broad sense. Chapter 6 was published as an article in the conference 

proceedings of the ITU conference on ICT for health.55 This article deals with 

transfer in the technical sense and compares the transfer of personal data 

processed by a health app or wearable to the term ‘transfer’ as it is defined by 

the GDPR. This kind of transfer is inherent to the use of personal data by the 

modern technologies that are studied in this thesis. Another way for personal 

data to be transferred is closely linked to the difference between technology and 

law. Where law is linked to jurisdictional borders, technology is not. Therefore, 

technology developed in, for example, the United States can be used in Europe 

and vice versa. Inherent to these technologies is also that the personal data that 

52 Trix Mulder, ‘Health Apps, their Privacy Policies and the GDPR’ (2019) 10(1) EJLT [3].
53 Trix Mulder, ‘Processing Purposes’ (2019) The futures of eHealth. Social, ethical and legal 
challenges, Alexander von Humboldt Institute for Internet and Society 39-46, DOI:10.5281/
ZENODO.3296915.
54 Trix Mulder, ‘The Impact of the European Medical Device Regulations on the Development 
and Use of mHealth Apps in Europe’ (2020) HealthTech: Law and Regulation, Edward 
Elgar Publishing.
55 Melania Tudorica & Trix Mulder, ‘The GDPR Transfer Regime and Modern Technologies’ 
(2019) Proceedings of ITU Kaleidoscope: ICT for Health: Networks, standards and 
innovation 211-218.
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1are being processed can easily travel across jurisdictional borders. Since different 

jurisdictions have different legal cultures and different legal histories, it is hard 

for health care institutions to determine whether or not they can use a health app 

or wearable developed in another jurisdiction. For this reason, Chapter 7 compares 

the European concept of ‘data concerning health’ formulated by the GDPR to U.S. 

legislation in this area. This chapter was written as an article for the Journal of 
Health Care Law & Policy.56 The article suggests a possible solution for the legal 

differences that have been identified so as to make it less complicated for both the 

technology sector and the health care sector to either develop or use each other’s 

technology. 

Finally, in the fifth part of this thesis the most important conclusions of this 

thesis are summarised, so as to provide an answer to the main research question 

of this thesis. 

56 Trix Mulder, ‘Filling Gaps Between EU and US Data Protection Laws’ (submitted for 
publication, pending review) JHCLP.
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ABSTRACT

More and more, medical practitioners use modern technologies such as apps 

and wearables in their treatment plan. The GDPR defines these kinds of data as 

‘data concerning health’. However, also the term ‘medical data’ is being used. 

Furthermore, the Council of Europe uses terms such as ‘personal health data’ 

and ‘medical welfare data’. Using all these different terms makes it difficult to 

understand what is protected by these terms and what is not. This article gives an 

historical overview of the evolution of the protection of data concerning health, 

which also leads to a discussion on the current broad definition and offers possible 

solutions for the use of (the term) ‘data concerning health’. 

1. INTRODUCTION

If 2018 proved one thing, it is that data protection is very much alive. Both the 

European Union and the Council of Europe updated their regulations on data 

protection, which dated back to the previous century. Both updates introduced 

numerous changes in the processing of personal data in general and as such 

also affected the field of health. Even before the development of Information 

and Communication Technologies (ICTs), the healthcare sector has used patient 

files. Nowadays, most of these patient files are digital. With the rise of ICTs, 

legal aspects of computing in the healthcare sector became an important factor.57 

For example, many questions arose on liability, the use of diagnosis systems by 

laymen and a patient’s right to privacy. 

Although the consolidation of ICTs as an information tool was not the first 

time questions on privacy were raised,58 their introduction into our society did 

increase the interest in the topic of privacy in general. It may not have been 

technically feasible in the Seventies and Eighties, but in 2019 people are able 

to track almost all their activities using modern technologies such as apps and 

wearables. There are, for example, apps that track how much someone exercises 

during the day; other apps measure food intake and there are even apps which 

measure someone’s heartrate and blood pressure. The arrival of wearables made 

57 RN Freed, ‘Legal Aspects of Computer Use in Medicine’ (1967) 4 LCP 674.
58 SD Warren and LD Brandeis, ‘The Right to Privacy’ (1890) 4 HLR 193; WH Taft and Supreme 
Court of the United States, ‘U.S. Reports: Olmstead v. United States’ (1927) 277 U.S. 438 
<https://www.loc.gov/item/usrep277438/> accessed 1 March 2019.
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self-tracking even easier.59 People can use wearables to measure almost everything 

that happens without being consciously aware of it. In this manner, by wearing 

something that someone would have worn anyhow, for example a watch or even 

glasses in the near future, people can track their day-to-day life.60 

Since people are able to measure so much about themselves in their daily 

lives, it is not surprising they would want to share this data with a practitioner 

when needed. This leads to the situation that data used by practitioners nowadays 

originates from different sources: from patient files and from data collected by 

patients themselves. The use of heterogeneous data sources breaks boundaries 

creating new information flows and risks for privacy.61 It is, however, the question 

whether the privacy of these data flows are sufficiently protected by the new legal 

framework of the General Data Protection Regulation (GDPR).62 

The European Union replaced Directive 95/46/EC from 1995 with the GDPR 

while the Council of Europe modernised Convention 108 from 1981.63 Both legal 

instruments deal with the protection of personal data, both instruments have a 

special categories of personal data and both instruments believe that data that 

reveals information about someone’s health status should be given extra protection 

and should therefore be part of the special categories of data. Where the GDRP 

uses the term ‘data concerning health’ the modernised version of Convention 

108 does not use a definition but merely says that the processing of personal data 

for the information they reveal relating to health should only be allowed when 

appropriate safeguards are enshrined in law.64 Therefore, the question is whether 

both legal instruments protect the same phenomena? And if so, why did they 

choose different wordings to protect the same thing? Using different terms for the 

59 B Mittelstadt, ‘Ethics of the health-related internet of things: a narrative review’ (2017) 
19 EIT 157-175.
60 M Niezen, ‘Baas in eigen lichaam’ (2019) 11 De Groene Amserdammer; eHealth, Wellbeing 
& Ageing Newsletter, 23 February 2017.
61 S. Barocas, & H. Nissenbaum. 2014. Big Data ’ s End Run around Anonymity and Consent. In 
L. Julia, et al., eds. Privacy, Big Data and the Public Good. Cambridge; New York: Cambridge 
University Press: 44–75.
62 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation).
63 Modernised Convention for the Protection of Individuals with Regard to the Processing of 
Personal Data.
64 Article 4(15) GDPR and Article 6(1) Modernised Convention 108.
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same phenomena could make it harder for practitioners to decide whether or not 

they can and will use these data for their treatment of a patient. This is especially 

interesting since data protection law in Europe has already been labelled a ‘dead 

letter’ with regards the protection they offer for an individual in practice.65

This article answers the question why different terms are used in European 

data protection regulation to protect ‘health data’. In developing an answer, 

attention is given to the origins of the protection of personal data in general and 

health data specifically. Giving such a historical overview of the evolution of the 

protection of personal data is indispensable to understand the choices made by 

both the European Union and the Council of Europe in 2018. By looking back in 

time, it might be possible to learn from what happened in the past and to apply 

this knowledge on new technologies, for example apps and wearables. In any 

case, we will have better understanding of what is going on.

2. A HISTORICAL OVERVIEW OF HEALTH DATA PROTECTION 
IN EUROPE

Before zooming in to health data, this section delves into the history of privacy 

and data protection in general in Europe. The legal acknowledgment of privacy as 

a human right can be traced back to the Universal Declaration of Human Rights 

(UDHR) of the United Nations (UN) in 1948.66 Inspired by the example of the 

UDHR, the Council of Europe followed in 1950 with the adoption of the European 

Convention of Human Rights (ECHR).67 Both regulations address the concept of 

‘privacy’ but make no distinction between privacy in general and data protection. 

Moreover, the ECHR does not recognise data protection as a standalone right.68 The 

European Union followed much later, in 2000, with their Charter of Fundamental 

Rights of the EU, in which they do recognise data protection as a standalone 

right.69

65 BJ Koops, ‘The Trouble with European Data Protection Law’ (2014) 250 IDPL 250.
66 <https://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf> accessed 1 
March 2019.
67 RCA White and C Ovey, ‘The European Convention on Human Rights’ (2010) OUP 4.
68 J Kokott and C Sobotta, ‘The distinction between privacy and data protection in the 
jurisprudence of the CJEU and the EctHR’ (2013) 3 IDPL 222 <https://doi.org/10.1093/idpl/
ipt017> accessed 13 November 2018.
69 Art. 7 of the Charter deals with the respect for private life, while Art. 8 protects personal 
data.
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2.1 The Recognition of Sensitive Data by the Council of Europe

From the 1970s on it became clear to countries that new technologies will have 

an impact on the amount of personal data that can easily be processed.70 The first 

European legislator to take action on this matter was the Council of Europe. The 

first legal instruments to make a distinction between different types of personal 

data are the Council of Europe’s resolutions from 1973 and 1974.71 These two 

resolutions dealt with the protection of the privacy of individuals in relation to 

electronic data banks in the private sector and the public sector, respectively.72 

Remarkably, the level of protection for sensitive data is not the same for both 

sectors. The annex from the private sector resolution mentions in the first article 

that ‘… in general, information relating to the intimate private life of persons 

(…) should not be recorded or, if recorded, should not be disseminated.’ However, 

Article 3 of the public sector resolution speaks about the processing of ‘information 

relating to the intimate private life of individuals,’ and sets several requirements 

for the processing of these types of data. The resolution for the private sector 

states that sensitive information should not be recorded, or at the very least not 

be disseminated, whereas the resolution for the public sector only states that the 

existence of electronic data banks which process sensitive information must have 

been provided for by law and that specific law ‘must clearly state the purpose of 

storage and use of such information.’73 

One could ask which of the two resolutions established a higher level of 

protection with regards sensitive data. At first sight it seems that data controllers 

in the private sector were subject to stricter rules, since they could not record 

information on the intimate private life of persons, while the public sector could 

as long as they complied with the requirements. On the other hand, the private 

sector recommendation only proclaims that if information on the intimate private 

life of a person is recorded it should not be disseminated. We could than easily 

conclude that the private sector regulation offered more room for manoeuvre 

70 PM Regan, ‘Legislating Privacy. Technology, Social Values and Public Policy’ (1995) UNCP 
25.
71 Resolution (73) 22 & Resolution (74) 29.
72 There has been a lot of discussion on the application of data protection law to public and 
private actors. See for an interesting overview of this discussion: O Lynsky, ‘The Foundations 
of EU Data Protection Law’ (2015) OUP 14-30; A Newman, ‘Protectors of Privacy: regulating 
personal data in the global economy’ (2008) CUP 84-87.
73 Art. 3 paragraph b Resolution (74) 29.
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than the public sector one, which prescribes a set of requirements for processing 

sensitive data. Maybe this is due to the fact that in the 1970s it would have been 

logical to believe that the public sector had more personal data than the private 

sector.74 Anyhow, the regime for data relating to the ‘intimate private life of 

individuals’ was as of 1973 / 1974 stricter than for other kinds of personal data. 

2.2 Regulation of the Concept of Medical Data and Data 
Concerning Health by the Council of Europe

Over the years, the Council of Europe drafted several legal instruments as regards 

the protection of data concerning health and medical data. 1981 was an important 

year in this regard, since the Council of Europe issued both the Convention for the 

Protection of Individuals with regard to Automatic Processing of Personal Data,75 

better known as Convention 108, and Recommendation (81) 1 on regulations 

for automated medical data banks. Convention 108 was the first internationally 

binding instrument for data protection in Europe and ended the different regimes 

governing data processing in the public and the private sector.76 Although 

recommendations are not binding, Recommendation 81 (1) followed Convention 

108’s example and also combined the rules for the private and public sector.77 This 

meant that after almost a decade, the private and public sectors were treated as 

equals again by the Council of Europe as of 1981. 

74 Traditionally there have been two approaches with regards to privacy protection via data 
protection legislation. Although both do not make the distinction between the private and 
the public sector as such, it is interesting to see these approaches. Firstly the ‘sectoral 
approach’ which is the way the US protects personal data. This approach only provides data 
protection in specific areas (e.g. the banking sector). Secondly the ‘omnibus approach’ which 
is more in line with the European way of data protection as of the 1980s. This approach is a 
more general approach of data protection in which it does not matter which sector processes 
the personal data. See for example: O Estadella-Yuste, ‘The Draft Directive of the European 
Community regarding the Protection of Personal Data’ (1992) 41 ICLQ 175.
75 Convention for the Protection of Individuals with regard to Automatic Processing of 
Personal Data, European Treaty Series - No. 108, Strasbourg, 28.I.1981.
76 Art. 3 paragraph 1 Convention 108.
77 F Benoit-Rohmer and H Klebes, ‘Council of Europe Law – Towards a pan-European legal 
area’ (2005) CoE Press 22.
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2.2.1 Convention 108 Before 2018 and the Concept of Data Concerning 
Health

As is traditionally the case in Europe, Convention 108 is a general data protection 

convention, and it maintains the special categories of data created by the earlier 

resolutions.78 The original version of Convention 108 dealt with personal data in 

general and recognised a special category of data with a specific regime for the 

processing of that kind of data. Personal data concerning health was part of that 

special category of data.79 The convention’s explanatory report mentions that the 

term ‘personal data concerning health’ was studied carefully by the Committee of 

Experts on Data Protection for Recommendation (81) 1.80 Unfortunately, I did not 

manage to find the report of the Committee of Experts on Data Protection where 

this was, supposedly, said. There is, however, no mention of the term ‘personal 

data concerning health’ in Recommendation (81) 1; neither in the recommendation 

itself, nor in the explanatory memorandum. Despite this, the explanatory report 

for Convention 108 does point out that ‘personal data concerning health’ includes: 

‘…information concerning the past, present and future, physical or mental health 

of an individual. The information may refer to a person who is sick, healthy or 

deceased. This category of data also covers those relating to abuse of alcohol or the 

taking of drugs.’81

Here the Council of Europe chooses to protect information rather than data. 

The consequence of this definition is that information may also refer to a person 

who is healthy at the moment, but has had health problems in the past or is likely 

to get health problems in the future. Moreover, information concerning past and 

future physical and mental health is included. Consequently, this means that if 

a practitioner uses data in a treatment plan this data is always data concerning 

health, irrespective of the source of the data. Furthermore, combining data sets can 

make data that does not appear to be data concerning health at first, still become 

78 Ibid (100); L Determann, ‘Healthy Data Protection’ <https://ssrn.com/abstract=3357990> 
accessed 13 June 2019.
79 Art. 6 Convention 108.
80 Explanatory Report to Convention 108, Special categories of data, no. 45.
81 Explanatory Report to Convention 108, Special categories of data, no. 45.
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data concerning health after all. For example, some health insurance companies 

could use data from their clients concerning, among other things, primetime 

television viewing and frequency of purchase of general apparel in order to predict 

individual risk levels.82 Strictly speaking, that kind of data does not directly concern 

the health situation of people, but, according to the explanatory memorandum, 

it becomes data concerning health once it is used to predict a health risk in the 

future.83 As with the protection given by Recommendation (81) 1, this again leads 

to the situation that the data itself is not protected, only if the data is used to gain 

information on someone’s health does it become data concerning health.

2.2.2 Recommendation (81) 1 for Dedical Data Banks and its Explanatory 
Memorandum

Recommendation (81) 1 for medical data banks applies according to Article 1.1 of 

the recommendation to: 

‘… automated data banks set up for purposes of medical care, public health, 

management of medical or public health services or medical research, in which 

are stored medical data and, as the case may be, related social or administrative 

data pertaining to identified or identifiable individuals (automated medical data 

banks).’84

These automated data banks are called ‘medical data banks’. The explanatory 

memorandum clarifies that the scope of the recommendation concerns: ‘medical 

data contained in medical records established in the context of the doctor-patient 

relationship or in health records established for other purposes.’85 It seems we 

can draw the conclusion from this that medical data can be recorded in medical 

records, which are part of the doctor-patient relationship, but medical data 

82 S Garla/A Hopping/R Monaco and S Rittman, ‘What Do Your Consumer Habits Say 
About Your Health? Using Third-Party Data to Predict Individual Health Risk and Costs. 
Proceedings’ (2013) SAS Global Forum <http://support.sas.com/resources/papers/
proceedings13/170-2013.pdf> accessed 13 November 2018.
83 Another example: F Pasquale, ‘Redescribing Health Privacy: the Importance of Information 
Policy’ (2014) 103 HJHLP 127.
84 Article 1.1 Recommendation (81) 1.
85 Explanatory Memorandum Recommendation (81) 1, Scope and purpose of the regulations, 
no. 21.
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can also be recorded in health records, which are not part of the doctor-patient 

relationship. This data is, however, still medical data and both medical records 

and health records are part of medical data banks.

The recommendation furthermore makes a distinction between different 

kinds of data that could be processed in medical data banks. The reason for this 

is the fact that different kinds of people have access to the data. The distinction 

made is between (1) identifiers and data relating to the identity of persons, (2) 

administrative data, (3) medical data and (4) social data. Regarding medical 

data and social data, a remark was made that suggests that there is a distinction 

between ‘objective’ and ‘subjective’ data.86 The recommendation itself does not 

give definitions of these four terms, nor of the terms ‘objective’ and ‘subjective’ 

data. The explanatory memorandum gives an explanation for some of these terms. 

According to the explanatory memorandum medical data includes: ‘information 

concerning the past, present and future, physical or mental health of an individual, 

as well as related social or administrative information.’87 It is not surprising that 

the given definition is not limited to the doctor-patient relationship, since the 

explanatory memorandum already stated that medical data can be both part of 

medical records and of health records.88 What is surprising is that the definition 

states that social and administrative data are also elements of medical data, while 

in the recommendation medical data was separated from administrative and 

social data. This is confusing, since now the question arises whether social and 

administrative data are part of medical data or whether they are not. 

A few paragraphs later, the explanatory memorandum explains the terms 

objective and subjective medical and social data with examples. Temperature, blood 

group, treatment prescribed, social background and profession are mentioned as 

objective data, whereas probable diagnosis, likely development of the disease, 

behaviour and aptitudes are examples of subjective data.89 Again, it seems that 

these examples are not limited to the doctor-patient relationship. Although the 

explanatory memorandum does not formally define the terms medical records 

and health records, it is clear that medical data can be part of both records and 

86 Art. 4.2 Recommendation (81).
87 (no 21).
88 Ibid. & Explanatory Memorandum Recommendation (81) 1, Introduction, no. 3.
89 Explanatory Memorandum Recommendation (81) 1, Recording of data, no. 35.
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that medical records are used within the doctor-patient relationship, while health 

records are not.90 There are however also non-medical records that contain 

medical data; the recommendation uses the examples of insurance or employment 

records, which are not covered by Recommendation (81) 1.91 

To sum it up: according to Recommendation (81) 1 medical data can be part of 

three types of records: medical records, which are used within the doctor-patient 

relationship and are covered by Recommendation 81 (1); health records, which are 

used outside the doctor-patient relationship and are covered by Recommendation 

(81) 1; and finally non-medical records, which seem to be used outside the doctor-

patient relationship and are not covered by Recommendation (81) 1. What is, 

however, very confusing is that it is not clear which medical data is still part of 

health records, and which medical data is part of non-medical records; and thus 

what medical data is covered by Recommendation (81) 1 and what medical data is 

not.

2.2.3 The Next Step in Protecting Medical Data: Recommendation (97) 5

After 1981 several recommendations were adopted which dealt with the use of 

personal data in different types of files.92 However, none of these recommendations 

dealt with medical data specifically. It was not until 1997 that the Committee 

of Ministers adopted Recommendation (97) 5 on the Protection of Medical 

Data, which replaced Recommendation (81) 1. This replacement was necessary, 

since progress was made in both medical science and information technology, 

a conclusion already drawn by the Council of Europe’s Project Group on Data 

Protection in 1990.93 In the preamble, the Committee of Ministers mentioned the 

increasing use of automated processing of medical data by information systems 

and signalled that this data is not only used for medical care, medical research, 

hospital management and public health, but is also used outside the health care 

sector. The general purpose of regulation should be to guarantee that medical data 

90 (no 21).
91 Explanatory Memorandum Recommendation (81) 1, Scope and purpose of the regulations, 
no. 23.
92 E.g. Recommendation (83) 10 on scientific research and statistics, Recommendation (89) 2 
on employment records, Recommendation (90) 19 on payment, Recommendation (95) 4 on 
telecommunication services and Recommendation (99) 5 on privacy on the Internet.
93 Explanatory Memorandum Recommendation (97) 5, Introduction, no.13.
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is used in a way that the data subject’s privacy and dignity are respected mainly 

because the content of the medical files may harm the patient if it is used outside 

the doctor-patient relationship.94

Recommendation (97) 5 for the first time gives a definition of the term 

medical data in the recommendation itself. It is referred to as ‘all personal data 

concerning the health of an individual (…) also data which have a clear and close 

link with health as well as to genetic data.’95 This again leads to the situation that 

medical data does not seem to be limited to the doctor-patient relationship, since it 

is ‘all personal data concerning the health of an individual.’ The recommendation 

applies to anybody who processes medical data automatically, whether this is 

done routinely or occasionally and whether or not it is for a legitimate reason. 

This means the principles are applicable to ‘the collection or the processing of 

medical data for the purpose of medical treatment, the assessment of the health 

situation or the fitness of a person, preventive care, health consultation, scientific 

research, rendering social assistance or reimbursement of insurance, as well as 

for the purpose of identifying an individual.’96

The definition in Recommendation (97) 5 is the most comprehensive definition 

possible, according to the explanatory memorandum. The drafters saw the need 

to go beyond the relationship between doctor and patient in order to cover any 

person likely to keep medical data.97 In doing so, the recommendation assumes 

that medical data goes beyond the doctor-patient relationship. Besides this, 

medical data also includes any information that can give an idea of an individual’s 

medical situation, and Recommendation (97) 5 mentions the examples of use for 

‘insurance purposes, such as personal behaviour, sexual lifestyle, general lifestyle, 

drug abuse, abuse of alcohol and nicotine and consumption of drugs.’98

2.2.4 A Comparison: Convention 108, Recommendation (81)1 and 
Recommendation (97) 5

The Council of Europe issued two legal instruments in one year: Recommendation 

(81) 1 and Convention 108. Recommendation (81) 1 was replaced in 1997 by 

94 Explanatory Memorandum Recommendation (97) 5, Introduction, no. 9 & 10.
95 Art. 1 Recommendation (97) 5.
96 Explanatory Memorandum Recommendation (97) 5, Scope, no. 60 & 61.
97 Explanatory Memorandum Recommendation (97) 5, Definitions, no. 37.
98 Explanatory Memorandum Recommendation (97) 5, Definitions, no. 38.
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Recommendation (97) 5. Even though Recommendations (81) 1 and (97) 5 only 

deal with medical data while Convention 108 deals with data protection in general, 

it might be interesting to compare the definition of data concerning health from 

the original version of Convention 108 with the definitions of medical data used 

in Recommendations (81) 1 and (97) 5.99 Comparing these three definitions shows 

that they appear to be very much the same. On the other hand, this does not mean 

there is no distinction at all:
 

Data concerning health in the original version of Convention 108: ‘…

information concerning the past, present and future, physical or mental health 

of an individual. The information may refer to a person who is sick, healthy or 

deceased. This category of data also covers those relating to abuse of alcohol or the 

taking of drugs.’100

Medical data in Recommendation (81) 1: ‘information concerning the past, 

present and future, physical or mental health of an individual, as well as related 

social or administrative information.’

Medical data in Recommendation (97) 5: ‘all personal data concerning the 

health of an individual (…) also data which have a clear and close link with health 

as well as to genetic data.’

Firstly, comparing the definitions of medical data from the recommendation of 1981 

and 1997 to the description given in by the convention in 1981 to data concerning 

health reveals some rather interesting changes. As we can see, in Recommendation 

(81) 1 the term ‘information’ was used, which was in line with the previous 

recommendations and the ECHR.101 However, in 1997 the definition does not use 

the term ‘information’ but used the term ‘data’ instead. One could think that the 

two terms are interchangeable, but it very much the question whether this indeed 

is the case, since only if data are interpreted it leads to information.102 This means 

99 As stated in the opening paragraph of this section, the modernised version of Convention 
108 does not use the term ‘data concerning health’. This is why the modernised version is 
not used in this comparison and why it will be discussed in the next chapter.
100 Explanatory Report to Convention 108, Special categories of data, no. 45.
101 See Resolution (73) 22, Resolution (74) 29 and article 8 ECHR.
102 Eg RL Ackoff, Ackoff’s Best (John Wiley & Sons 1999) 170; M Kanehisa/S Goto/Y Sato/M 
Kawashima/M Furumichi and M Tanabe, ‘Data, information, knowledge and principle: back 
to metabolism in KEGG’ (2014) 42 (D1) Nucleic Acids Research <https://doi.org/10.1093/
nar/gkt1076> accessed 13 November 2018.
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that as of 1997 data concerning the health of an individual was protected even 

without it being information yet. The protection of data is in this situation not 

depending on how the data is used, but on the content of the data itself, whether 

it is being used to gather information on someone’s health or not. This does make 

sense, since it might be easier to enforce if the data itself is protected rather than 

making protection depended on how the data is used. 

Since Recommendation (97) 5 is still in effect today, we can conclude that 

the term medical data is also applicable outside the doctor-patient relationship.103 

The explanatory memorandum of Recommendation (97) 5 also mentions that 

principles of the recommendation are applicable to ‘the assessment of the health 

situation or the fitness of a person, [and] preventive care…’104 Projecting this 

description on the current situation of self-measuring via data provided by apps 

and wearables, one could believe that such data also should qualify as medical 

data and the processors of the data generated by the app maybe even as health-

care professionals. 

However, this is not the opinion of the EU’s European Data Protection Board 

(EDPB).105 They described the term medical data in 2015 as being part of health data 

but believe that medical data is only the data on the health status of an individual 

when it is generated in a professional, medical context.106 This seems logical, 

since this definition of the term medical data is consistent with the way the term 

is used in general language, although it is not in line with the definition used by 

the Council of Europe. The conclusion then is that the European Union and the 

Council of Europe work with different definitions of the same term, although the 

European Union does not use the term medical data in their legislated instruments, 

they use ‘data concerning health. 

Interestingly enough, the term data concerning health used in Convention 

108 applies to ‘information concerning the past, present and future….’ This means 

that, according to the Council of Europe, there is indeed a difference between the 

scope of protection given by the term ‘data concerning health’, which offers 

103 The Council of Europe is currently working on an update of Recommendation (97) 5, the 
report for this update will be discussed in paragraph 4 of this article. 
104 Explanatory memorandum Recommendation (97) 5, Scope, no. 62.
105 Previously known as the Article 29 Working Party.
106 Article 29 Working Party (A29WP), Annex by letter – health data in apps and device, 2015 
p. 2.
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protection in cases where data leads to information, and the scope of protection 

given by the term medical data, where the data itself is protected apart from the 

fact whether this data leads to information on a person’s health. 

The question is what this distinction between information and data entails 

for the protection of data concerning health and medical data in practice. If, for 

example, someone had a stroke and uses an app with pictures for groceries to help 

him improve his self-reliance, this data is not being labelled as medical data nor 

as data concerning health since this data does not have a close link to health nor 

does it lead to information on someone’s health. However, if a physician uses this 

data to monitor the health progress of a person, it might still not be medical data 

but it becomes, according to the definition of Convention 108, data concerning 

health. From a data protection point of view this leads to the strange conclusion 

that, according to the Council of Europe, in some cases a doctor deals with data 

concerning health, while at the same time this data is not medical data. Time to 

find out how the European Union deals with this.107

 
2.3 The European Union’s Directive 95/46/EC and the Term Data 
Concerning Health

Although one-third of the European Community did not adopt national privacy 

rules, despite the Council of Europe’s Convention 108, the European Union did 

not act on calls for supranational action regarding data protection laws.108 The 

European Commission did acknowledge that data protection was a necessary part 

of the protection of an individual and therefore encourages member states to sign 

Convention 108. However, the European Commission did not see any reason at 

first to take action themselves. They were of the opinion that Convention 108 

was an appropriate legal instrument to create a uniform level of data protection 

in Europe.109 However, by the end of the 1980s the debate on the topic of data 

107 Officially the regulation of the European Union only uses the term ‘data concerning health’, 
but explanatory documents also use the term ‘medical data’ to explain ‘data concerning 
health’. 
108 AL Newman, ‘Protectors of Privacy. Regulating Personal Data in the Global Economy’ 
(2008) CUP 84-85.
109 Commission Recommendation 1981 OJ. (L246) 31.
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protection in Europe changed and in 1992 the European Commission presented the 

first draft of the new European Privacy Directive.110 However, there are opinions 

that the purpose of this Directive was not to provide data protection rules, but 

rather ‘to ensure harmonisation of those rules so as to avoid any interference with 

the internal market.’111

In 1995 Directive 95/46/EC came into effect. This Directive uses the term 

‘data concerning health’. Article 8 of the Directive labelled ‘data concerning 

health’ as a special category of data. As we saw in the previous paragraph, this 

is comparable to the Council of Europe’s position on this matter. The Directive 

prohibited the processing of sensitive data, unless the exceptions in paragraphs 

2 or 3 of Article 8 are met. One of those requirements, which is interesting in 

light of this paper, applies to processing that is necessary for purposes of 

preventive medicine, medical diagnosis, the provision of care or treatment, or 

the management of health-care services.112 The Handbook on European data 

protection law describes these kinds of data as ‘medical data’.113 This description 

of medical data is the clearest description given yet, although it is not an official 

legal term in the Directive. Under the Directive, medical data seemed to be related 

to data in the doctor-patient relationship only and seemed to include data that 

is not medical data but is used by a doctor in a treatment plan. This makes the 

definition of medical data under Directive 95/46/EC clearer than the definitions 

given by the Council of Europe. In contrast, it is not yet clear what was covered by 

‘data concerning health’ in the Directive.

In the original proposal for the Directive,114 ‘data concerning health’ included 

‘information on [someone’s] past, present and future state of physical and 

mental health and information on drug and alcohol abuse.’115 This description 

does not seem to be limited due to the use of the word included and it matched 

the description used by the Council of Europe in Convention 108. Therefore, it can 

be concluded that medical data, according to the EU, is a specific category of data 

within the grander definition of ‘data concerning health’. 

110 (no 53) 91.
111 D Kelleher and K Murray, ‘EU Data Protection Law’ (2018) BP 4.
112 Art. 9 paragraph 2 under h GDPR.
113 European Union Agency for Fundamental Rights & Council of Europe (2014) Handbook on 
European Data Protection Law.
114 COM (90) 314 final.
115 Ibid (36 and 62).
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It might seem that by defining the term ‘data concerning health’ as data 

that leads to information on someone’s health, the offered protection is more 

limited as compared to the situation where the data itself is protected, regardless 

of whether it leads to information. However, it is the question whether this is 

true. For one thing, the term ‘information’ is a very broad term, which can lead to 

a very broad interpretation. This conclusion is supported by the judgment of the 

Court of Justice in their 2003 Lindqvist case.116 Although the Lindqvist judgment 

was under the Directive, it is safe to presume that the same term ‘data concerning 

health’ used by the current the General Data Protection Regulation (GDPR) should 

also be interpreted broadly. The case dealt with the question whether ‘the fact 

that an individual has injured her foot and is on half-time on medical grounds’ 

constitutes as data concerning health under the Directive. The Court decided that 

this was indeed the case, given that a wide interpretation of this term was of 

importance in light of the purpose of the Directive.117 The European Union updated 

Directive 95/46/EC and as of May 2018 the GDPR is in place.

3. THE CURRENT PICTURE: DATA CONCERNING HEALTH, 
(PERSONAL) HEALTH DATA AND MEDICAL WELFARE DATA

The GDPR uses the term ‘data concerning health’, as did the Directive. In that 

respect, the European Union is consistent. However, to explain wat is covered by 

‘data concerning health’ and ‘medical data’ other term such as ‘personal health 

data’ and ‘medical welfare data’ are being used. This paragraph will examine 

these terms.

3.1 The GDPR and the Concept of Data Concerning Health

Data concerning health in the GDPR is part of the special categories of data. Article 

4 paragraph 15 provides the definition of data concerning health in the GDPR; 

it may be the broadest definition yet, since it includes: ‘personal data related 

to the physical or mental health of a natural person, including the provision of 

health care services, which reveal information about his or her health status.’ 

116 ECLI:EU:C:2003:596.
117 ECLI:EU:C:2003:596 para. 50 & 51; R Wong, ‘Data Protection Online: Alternative Approaches 
to Sensitive Data?’ (2007) 2 JICLT 10.
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The conclusion can be that this definition includes all the collected personal data, 

as soon as this personal data is used to gain information on the health status 

of a person. Therefore, it is very much the question whether or not personal 

data is considered to be sensitive data if it is not used to reveal information on 

someone’s health. Malgieri and Comandé rightly wonder: “… should any data 

capable of (including very indirectly or with very complex data mining) revealing 

and individual’s heath status be considered health data?”118 Reading the definition 

in the GDPR the answer should be ‘only if it is used for that’. 

As stated in the preamble of the GDPR, data concerning health includes 

information on a disease, a disability and even a disease risk, independent of the 

source.119 Although the examples mentioned in the preamble are all related to 

medical practice, the word includes makes it clear that this list is not limitative. 

This means that not only data collected from a source that is a medical device falls 

in the category of data concerning health, if the source is a non-medical device 

the data is also still part of the definition of data concerning health. This is also 

the conclusion of the Article 29 Working Party, now known as the European Data 

Protection Board (EDPB).120

In 2015 the European Commission asked the Article 29 Working Party ‘to 

clarify the scope of the definition of data concerning health in relation to lifestyle 

and wellbeing apps.’121 The Working Party did so in an annex to the letter where 

they did not use the term ‘data concerning health’, but chose to use the term 

‘health data’. This leads to think that, according to the Working Party in 2015 

health data and data concerning health meant the same thing. The Working 

Party also included the term ‘medical data’ in the description. It is their opinion 

that medical data is part of the broader category of health data. According to the 

Working Party, medical data is only generated in a professional, medical context,122 

whereas the definitions of medical data in the Council of Europe instruments 

seemed to be reaching beyond the doctor-patient relationship. The Working Party 

thus concludes that health data a.k.a. data concerning health is much broader 

than just medical data. For example, the Working Party analyses the term ‘disease 

118 G Malgieri and G Comandé, ‘Sensitive-by-distance: quasi-health data in the algorithmic 
era’ (2017) I&CTL 26:3, 229-249.
119 Recital 35 GDPR.
120 (no 43).
121 European Commission, letter 5 February 2015.
122 (no 43).
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risk’ mentioned in the proposal for the new GDPR, and eventually also included in 

the final version of the GDPR, as referring to data concerning the potential future 

health status of an individual. In their opinion this includes:

‘… information about a person’s obesity, high or low blood pressure, hereditary 

or genetic predisposition, excessive alcohol consumption, tobacco consumption 

or drug use or any other information where there is a scientifically proven or 

commonly perceived risk of disease in the future.’

In other words, data which is not health data in itself can be qualified as such as 

soon as it is used to identify disease risks. This again makes the definition of health 

data context-dependent, since only personal data which reveals information on 

someone’s health status is seen as data concerning health. 

The example used by the Working Party are so called ‘sad’ messages on social 

media, which are being used to determine if someone suffers from depression.123 

On the other side, the Working Party believes that data from an app that only 

measures how many steps someone takes and does not combine this data with 

other data on the data subject, if this data is not used in a medical context, the 

collected data cannot be categorised as data concerning health.124 On a European 

Union level it is thus important that the data is used to gain information on a 

person’s health and it is irrelevant whether the data itself is related to a person’s 

health. Here again it is the question whether this is enforceable in practice. 

Frank Pasquale already suggested in 2014 that maybe ‘the use of certain types of 

data in certain situations’ should be prohibited.125 This solution might have been 

interesting for the drafters of the GDPR. Of course, in that case, other question 

arise regarding how to limit and describe the situations, which are again open to 

interpretation. However, I do believe that looking at data concerning health in 

that way could solve most of the questions practitioners have regarding the use of 

commercial health apps and wearables in medical practice.

Interesting enough the definition of data concerning health in the GDPR does 

not mention that information concerning the past and future health of a person 

is also included, while this is explained that way both in the preamble and by 

123 Art. 4 paragraph 15 GDPR.
124 Article 29 Working Party, Annex – health data in apps and devices, 2015 p. 3.
125 F Pasquale, ‘Redescribing Health Privacy: the Importance of Information Policy’ (2014) 
103 HJHLP 127
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the Article 29 Working Party. As we saw, the Article 29 Working Party decided 

to use the term ‘health data’ in their explanation, rather than using the GDPR-

term ‘data concerning health’. On the one hand, this is logical since health data 

might be considered a simpler term for the same thing, but on the other hand it is 

confusing because why not use the term that is used in the GDPR, especially with 

the next chapter in mind, where we see other terms that are used to describe and 

distinguish from the terms ‘medical data’ and ‘data concerning heath’.

3.2 (Personal) Health Data, Medical Welfare Data and the Position 
of the Council of Europe

Besides the terms ‘medical data’ and ‘data concerning health’ used in the context 

of the Council of Europe and the EU, the 2015 report for updating Recommendation 

(97)5 introduces an additional term: health data. As seen above, the Article 29 

Working Party uses the same term in the same year. Where the Article 29 Working 

Party uses the term ‘health data’ as a synonym for ‘data concerning health’, this 

is not the case for the Council of Europe. 

3.2.1 Report for Updating Recommendation (97) 5

What strikes at first is the statement that patients these days are active and 

wish to control their own treatment, data and data processing, even if they do 

not realize the full implications of this.126 As stated in the introduction to this 

article, these days the data used for health treatment originates from different 

sources. Sometimes the source is a non-medical app or wearable that patients use 

themselves in order to measure their own health progress. Later in time, when the 

person becomes a patient, this patient might want to hand over this data to the 

practitioner in the hope that the information can help the recovery process. The 

update report starts with the statement that as of now, the term ‘health data’ will 

be preferred instead of ‘medical data’ and is defined as ‘data capable of disclosing 

a person’s state of health.’127 The reason given by the Report for changing the 

term from medical data to health data refers to the proposal of the European 

Parliament and the Council for the new GDPR in 2012. Strangely enough, looking 

126 Introductory report for updating Recommendation R (97) 5 of the Council of Europe on the 
protection of medical data, 2015 p. 3.
127 Introductory report for updating Recommendation R (97) 5 of the Council of Europe on 
the protection of medical data, 2015, p. 4.
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at this proposal, the term ‘health data’ can not be found. The proposal for the new 

GDPR uses the term ‘data concerning health’, not the term ‘health data’. 

The update report furthermore states that ‘health data’ is broader than ‘medical 

data’, since the concept of health data cannot be limited to the sole indication of a 

complaint, but is much broader than that. According to the report personal health 

data covers: 

‘all information relating to the identification of the patient in the care system or 

the device used for gathering and processing health data, all information obtained 

during a medical check or examination including biological samples and genome 

data, all medical information such as an illness, a disability, a risk of illness, a 

medical record, a clinical treatment or the physiological or biomedical condition 

of the person concerned, irrespective of its source, whether originating for example 

from a doctor or other health professional, a hospital, a medical facility or in vitro 

diagnostic testing.’128

Then the report goes on and introduces a new term, medical welfare data. This is:

‘all data generated by professionals practising in the general welfare and 

medical welfare sector, participating in the medical care of the person concerned 

by, for example, helping to characterise his/her state of health. For the sake of 

simplification, the term personal health data also covers the term medical welfare 

data.’129

To summarise, the report for updating Recommendation (97) 5 introduces two 

new terms: (personal) health data and medical welfare data. In the definitions we 

see that (personal) health data is the umbrella term, which also covers medical 

welfare data. I will first analyse the definitions of (personal) health data and 

medical welfare data, before moving on to the term used in the modernised 

version of Convention 108. What exactly do these concepts entail?

128 Ibid.
129 Ibid.
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3.2.2 (Personal) Health Data and Medical Welfare Data

First, the term medical welfare data, since this term is part of the umbrella term 

(personal) health data. It is important that medical welfare data is about data 

itself, since ‘data’ is used, not ‘information’. Furthermore, it is clear that the term 

welfare data can only relate to data that is generated by professionals who practise 

general welfare and medical welfare. This leads to the conclusion that someone 

who is not a patient cannot generate this kind of data, since the main criterion 

is that a professional who practises general or medical welfare is generating the 

data. 

It seems that the data has to be generated by the professionals themselves 

or at least in a setting where the professional is a part of generating the data. 

This seems to exclude data generated by patients themselves before seeing a 

professional. This suggests that if a patient generates data on their own, that 

data is not covered by term medical welfare data, even if the data is later used 

by a professional. It is the question whether the definition covers data that is 

generated by a patient after the practitioner has recommended the use of an app 

in the treatment process. From a legal point of view, this is not necessarily of real 

importance, since medical welfare data is also part of the term (personal) health 

data. This is why it is important to investigate the term (personal) health data 

before drawing any conclusions.

How does the term (personal) health data differ from the terms medical data 

and data concerning health? The definition shows that the (personal) health data 

covers all information that can identify the patient in the care system and also 

all information that is obtained during a medical check. The term medical check 

seems to relate to the doctor – patient relationship; otherwise the term ‘health 

check’ instead of ‘medical check’ would have been more logical.

Health data is related to ‘information’ instead of ‘data’ and all medical 

information is covered by the term and the examples mention, among other 

things, illness and the risk of illness. Especially the latter is of interest: for 

instance, information about the heart rate of patients can indicate a risk of illness. 

If you are about to get sick, your heart rate will be higher a couple of days before 

actually feeling sick. This means that even when someone measures his or her 

heart rate themselves (without a doctor’s intervention), the resulting data would 

still be considered medical information. It is not necessary that this risk of illness 

is being determined by a doctor or that the device used is a medical device. 
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The latter can also be derived from the last part of the definition: irrespective 

of its source. If the source is a commercial app or wearable, it could still be medical 

information. It is, on the other hand, necessary that the heart rate is actually 

being used to indicate that someone is more likely to become sick, otherwise it 

would be medical data not medical information. Besides these questions of data 

protection, Mittelstadt justly notices that if commercial health apps are being used 

in a medical context, the practitioner has to be sure that the apps are scientifically 

reliable.130

Also covered by the term is information on a clinical treatment. This does 

not mean that only the fact that you have been to the doctor, is already part of 

your (personal) health data. If, for instance, GPS information shows that someone 

visited a doctor, this data is only (personal) health data when it is used to draw the 

conclusion that this someone is indeed receiving treatment; because this newest 

term does not protect data, but information. Strangely enough, this is not the case 

for medical welfare data, where data is protected. This makes it very confusing to 

understand what is part of what.

Finally, in the modernised version for Convention 108 the Council of Europe 

did not use a term at all. There personal data, which is used for the information 

they reveal relating to health is labelled as a special categories of data. This kind 

of data can only be processed if appropriate safeguards are enshrined in law.131 

The draft explanatory report makes clear that this means that data itself is not 

protected, but only the use of this data, if this data is used to extract health 

information from.132 

To conclude, it can be said that although the description of (personal) 

health data in the Report for updating Recommendation (97)5 from the Council 

of Europe differs from the description of the term data concerning health in the 

new European General Data Protection Regulation (GDPR), in substance they are 

the same. Both descriptions protect information on a patient’s health, in a broad 

sense of the word, not data that does not lead to information. This is also in line 

with the modernised version of Convention 108, which chose not to use a term 

at all but simply protects data which is used to extract information on a person’s 

health. 

130X B Mittelstadt, ‘Ethics of the health-related internet of things: a narrative review’ (2017) 
19 EIT 158.
131X Art. 6 modernised version Convention 108.
132X Draft explanatory report modernised version Convention 108, no. 58 p. 10.
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4. DISCUSSION

As seen above, the definition of data concerning health under the GDPR is the 

broadest definition yet. But even before the GDPR, several different terms were 

used to explain data concerning health or to elaborate on the term. 

4.1 Use One Term: ‘Data Concerning Health’

This article tried to find an answer to the question whether it is sensible use 

different terms to explain the same concept, namely data concerning health. It 

turned out that the different terms overlap in definitions and make it even harder 

to understand what exactly is part of data concerning health and what not. It is 

therefore very much the question if introducing new terms helps to understand 

the concept of data concerning health. For example, whether medical data is 

used within the doctor – patient relationship or beyond that relationship, and 

whether such data can still be regarded medical data or lifestyle data is not of 

importance from a data protection point of view. If the data can be categorised as 

data concerning health it is sensitive data and may not be processed according to 

the new GDPR unless the exceptions mentioned in the GDPR apply. Therefore, a 

clear definition of data concerning health will be very valuable.

4.2 Delineating the Use of Data Concerning Health

From the beginning, European legislators struggled with the definition of data 

concerning health. It was hard for them to determine what is covered by the 

definition and what is not. This, in turn, led to the situation that nothing was left 

out of the definition. Therefore, the current definition is so broad, especially in 

combination with modern technologies such as apps and wearables that it seems 

to cover almost all personal data, as soon as that data is used to gain information 

on someone’s health. 

Taken into consideration the fact that in some cases it depends on how the 

personal data is used, before one can determine whether the personal data is 

considered to be data concerning health, it is very much the question whether 

a definition this broad can be enforced. Therefore, it might offer little to no 

protection in practice. What could be an interesting solution, however, is Frank 

Pasquale’s suggestion that ‘the use of certain types of data in certain situations’ 
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should be prohibited.133 According to him, data concerning health should not ‘even 

enter the calculus of decisionmaking’ in for example the employment and basic 

banking services.134 Traditionally, the US have sector- and harm-specific laws, 

such as Health Insurance Portability and Accountability Act (HIPAA), while the 

EU traditionally have general data protection laws which apply to all sectors.135 

However, in my opinion, the solution offered by Pasquale can also be of interest for 

European Data Protection Laws. Especially, if this solutions is used in combination 

with the first solution: only use one term to describe ‘data concerning health’. 

In that case, the definition of the term can be very broad, while it still offers 

sufficient protection to people in practice.

4.3 A Way Forward

The European Data Protection Board feels that it is important that special 

measures are taken to protect data concerning health136 and I agree with this. 

Data concerning health is sensitive data and therefore there should be restrictions 

for processing these kinds of data. However, to offer protection in practice it is 

important the provisions of the GDPR can be enforced. I therefore believe that 

we should start with (1) only use one term to describe data concerning health 

and (2) further discuss when data concerning health can be processed. In doing 

so, we do not have to delineate the current definition of data concerning health. 

Although I am aware that these two steps do not solve all the issues regarding 

the protection of data concerning health,137 I do believe that if we are willing to 

address these two points, the protection of fundamental rights and freedoms of 

individuals regarding data concerning health might be one step closer.

133 F Pasquale, ‘Redescribing Health Privacy: the Importance of Information Policy’ (2014) 
103 HJHLP 127
134 Ibid (124).
135 L Determann, ‘Healthy Data Protection’ <https://ssrn.com/abstract=3357990> accessed 
13 June 2019.
136 The EDPB uses the term ‘health data’ instead of ‘data concerning health’.
137 There are, for example, also very important discussions on the concept of ‘informed 
consent’ and ‘control solutions’. 



The Protection of Data Concerning Health in Europe

61   

2

EPILOGUE 1: DEVELOPMENTS ON THE CONCEPT OF ‘DATA 
CONCERNING HEALTH’

Almost two years have passed between finishing Chapter 2, in March 2019, and 

writing this epilogue during the winter of 2020. In that period, we had to deal 

with the Covid-19 pandemic during which many countries turned to technology, 

for instance to a Covid-19 mobile application, to help manage and control the 

pandemic.138 The use of such apps will be discussed further in the epilogue to Part 

II of this thesis. In addition to the pandemic, there are two legal developments 

that could influence the use of the term ‘data concerning health’ in Europe. One of 

those legal developments is the guidelines issued by the European Data Protection 

Board (hereafter: EDPB) that deal with the processing of data concerning health 

for scientific research in the context of the Covid-19 pandemic.139 Secondly, a 

recommendation text by the United Nations (hereafter: UN) Special Rapporteur 

on the Right to Privacy should be discussed.140 Although Chapter 2 of this thesis 

focusses solely on the development of the term ‘data concerning health’ in 

Europe, the chapter does acknowledge that the Council of Europe’s European 

Convention of Human Rights (ECHR)141 is inspired by the Universal Declaration 

of Human Rights (UDHR) of the UN.142 Although the UDHR does not solely target 

Europe, it does influence European data protection laws. The same is true for 

the recommendation text issued by the UN Special Rapporteur. The text aims to 

inspire legislators worldwide and is therefore also of interest to this epilogue.

138 See for an overview of different countries with different apps: <https://www.
technologyreview.com/2020/08/10/1006174/covid-contract-tracing-app-germany-
ireland-success/> last accessed 27 September 2020.
139 Guidelines 03/2020 on the processing of data concerning health for the purpose of 
scientific research in the context of the COVID-19 outbreak, adopted on 21 April 2020, 
European Data Protection Board, available via: <https://edpb.europa.eu/sites/edpb/files/files/
file1/edpb_guidelines_202003_healthdatascientificresearchcovid19_en.pdf> last accessed 
4 October 2020.
140 Recommendation on the Protection and Use of Health-Related data, Mandate of the United 
Nations Special Rapporteur on the Right to Privacy –Task Force on Privacy and the Protection of Health-
Related Data, last 6 November 2019, available via:  <https://www.ohchr.org/Documents/
Issues/Privacy/SR_Privacy/FINALHRDDOCUMENT.pdf> last accessed 2 September 2020.
141 RCA White and C Ovey, ‘The European Convention on Human Rights’ (2017) OUP 4.
142<https://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf> last 
accessed 12 September 2020.
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1. THE MEANING OF ‘DATA CONCERNING HEALTH’

Chapter 2 of this thesis describes how the concept of ‘data concerning health’, as 

used by the General Data Protection Regulation143 (hereafter: GDPR), has developed 

since the 1950s. The focus of the chapter is solely on Europe. Therefore, only the 

legal framework provided by the European Union and the Council of Europe are 

discussed. These two legal frameworks already show a wide variety of different 

terms that are used to explain the concept used by the GDPR: ‘data concerning 

health’. The chapter showed that the current concept of ‘data concerning health’ 

is very broad; almost every kind of personal data could become data concerning 

health sooner or later. That has led to the need to distinguish different layers 

of ‘data concerning health’ within this concept. The aim was to provide a 

clearer understanding of what is and what is not considered ‘data concerning 

health’. However, in practice these explanations did not clarify the concept of 

‘data concerning health’ at all. On the contrary, it only made the concept more 

incomprehensible. 

One of the conclusions reached in Chapter 2 is, therefore, that it is important 

to continue to aim to delineate the term ‘data concerning health’. This is especially 

important as European legislators seem to be afraid to make choices when it 

comes to the meaning of the term ‘data concerning health’, as demonstrated in 

Chapter 2 by the development of this concept. This, in turn, led to the fact that 

the definition given under the GDPR is the broadest definition of ‘data concerning 

health’ yet. New guidelines by the EDPB, issued in April 2020, only confirm this. 

As described in Chapter 2, under the GDPR the definition of ‘data concerning 

health’ is all “personal data related to the physical or mental health of a natural 

person, including provision of health care services, which reveal information 

about his or her status.”144 The European Court of Justice (ECJ) already ruled in 

2003, 15 years before the GDPR, that ‘data concerning health’ must be interpreted 

broadly.145 However, Chapter 2 has shown that this, among other things, has led 

143 See for the definition of data concerning health: Article 4 paragraph 15 GDPR.
144 Article 4 under 15 GDPR.
145 The predecessor of the GDPR, Directive 95/46/EC, also used the term ‘data 
concerning health’. According to the ECJ in the Lindqvist judgment the term ‘data 
concerning health’ needed a wide interpretation in light of the purpose of the directive 
(paragraph 50). Available via: < https://eur-lex.europa.eu/legal-content/EN/TXT/
HTML/?uri=CELEX:62001CJ0101&from=EN>, last accessed 4 October 2020.
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to a situation where almost everything is considered to be data concerning health 

nowadays, at one point or another in the data’s lifecycle. Consequently, the idea 

behind giving extra protection to so-called sensitive personal data146 is no more 

than that: an idea which has almost no effect in practice.

In their guidelines of April 2020 regarding the processing of data concerning health 

for the purpose of scientific research in the context of the Covid-19 outbreak, the 

EDPB mentions in the paragraph on ‘definitions’ that data concerning health can 

stem from different sources.147 The four sources are, according to the EDPB:

“1. Information collected by a health care provider in a patient record (such as 

medical history and results of examinations and treatments).

2. Information that becomes health data by cross referencing with other data 

thus revealing the state of health or health risks (such as the assumption that a 

person has a higher risk of suffering heart attacks based on the high blood pressure 

measured over a certain period of time).

3. Information from a “self check” survey, where data subjects answer questions 

related to their health (such as stating symptoms). 

4. Information that becomes health data because of its usage in a specific context 

(such as information regarding a recent trip to or presence in a region affected with 

COVID-19 processed by a medical professional to make a diagnosis).”148

It is surprising to see that in two instances the EDPB refers to ‘health data’ 

instead of ‘data concerning health’, leaving us to believe that both terms are 

interchangeable.149 Furthermore, the example given to explain the second source 

is dubious. After all, the assumed higher risk of a person suffering a heart attack 

as well as the high blood pressure readings on which the higher risk is based, 

are both considered to be data concerning health in itself; either because the 

raw sensor data is data concerning health (in this case the high blood pressure 

146 Recital 5 of the GDPR states that “personal data which are, by their nature, particularly 
sensitive in relation to fundamental rights and freedoms merit specific protection as the 
context of their processing could create significant risks to the fundamental rights and 
freedoms.”
147 Paragraph 3.1 “Data concerning health”, Guidelines 03/20, p. 5.
148 Ibid.
149 Both for the second and the fourth source the EDPB uses the term ‘health data’.
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measures) or because the data says something about the health status, now or in 

the future, of a person (in this case the assumption that a person has a higher 

risk of suffering a heart attack).150 Therefore, it is not relevant whether or not 

the data has been cross-referenced with one another. The example given by the 

EDPD would have been more clear if the EDPB used an example in which two 

sets of information are cross-referenced that are not (both) considered to be data 

concerning health in itself.151

The fourth source mentioned by the EDPB corresponds to the findings of 

Chapter 2, that every kind of data can become data concerning health depending 

on how the data is used. The example the EDPB uses concerns personal data, 

which are not data concerning health in itself. These data are used by a medical 

profession to reach a diagnosis. When that is the case, the non-sensitive personal 

data automatically become data concerning health and therefore sensitive personal 

data. The result of this line of thought is that this kind of data receives the extra 

protection measures provided for by the GDPR in relation to sensitive data. Due to 

the pandemic, a recent trip of a person can become sensitive data. Although this is 

in line with the findings of Chapter 2, it also shows the importance of delineating 

the term ‘data concerning health’. As long as everything could be or could become 

data concerning health, it is difficult, if not impossible, to ensure the protection 

the GDPR gives to this kind of sensitive personal data in practice. After all, if all 

data are or could be considered to be a special category of data, that reality detracts 

from the idea behind the concept of ‘special categories of data’. Therefore, even 

if it follows earlier recommendations and guidelines of the Article 29 Working 

Party,152 the predecessor of the EDPB, the above mentioned interpretation of ‘data 

concerning health’ really stretches the meaning of the term to its limits.

150 See for example recital 35 GDPR and Article 29 Working Party, Annex – health data in apps 
and devices, 2015 p. 5, available via <https://ec.europa.eu/justice/article-29/documentation/
other-document/files/2015/20150205_letter_art29wp_ec_health_data_after_plenary_
annex_en.pdf>, last accessed 4 October 2020.
151 See for such an example Guidelines 08/2020 on the targeting of social media users, 
adopted on 2 September 2020, in the paragraph 8.1.2 on Inferred and combined special 
categories of data (p.30/31).
152 Article 29 Working Party, Annex – health data in apps and devices, 2015 p. 5, 
available via <https://ec.europa.eu/justice/article-29/documentation/other-document/
files/2015/20150205_letter_art29wp_ec_health_data_after_plenary_annex_en.pdf>, 
last accessed 4 October 2020.
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2. THE TERM ‘DATA CONCERNING HEALTH’

The second chapter, furthermore, showed that the different terms that are used to 

describe ‘data concerning health’ overlap each other, which makes it even harder 

to understand the concept of ‘data concerning health’.153 This article raises the 

concerns that using all these different terms undermines the understanding of 

‘data concerning health’. Interestingly enough, instead of using the term ‘data 

concerning health’, the recommendation of the UN Special Rapporteur on the 

Right to Privacy introduces yet another term: health-related data.154

The introduction of a new term and accompanying definition in the 

recommendation 155 can be explained by the text’s aim to appeal to jurisdictions 

worldwide, its scope goes beyond Europe. As elaborated upon in Chapter 7 of 

this thesis, jurisdictions outside of Europe use different terms with different 

definitions to address the European concept of ‘data concerning health’ and is 

some instances there is no similar concept used.156 Therefore, it is understandable 

that the suggested recommendation of the UN Special Rapporteur tries to find a 

term that appeals to several, if not all, jurisdictions worldwide. Without a doubt, 

this is a very challenging concept. However, whether yet another term helps in the 

understanding of concept of ‘data concerning health’ in Europe remains doubtful

In different parts of the world different terms are being used to describe the 

European concept of ‘data concerning health’. The Covid-19 pandemic has shown 

that a virus does not know nor respect the borders of individual jurisdictions. The 

same goes for technology. However, technology is not only helpful in fighting a 

153 In some cases, the same term even has different meanings. Especially interesting in this 
situation, are the definitions of the term ‘data concerning health’ in the Council of Europe’s 
Convention for the Protection of Individuals with regard to Automatic Processing of Personal 
Data of 1981 (also known as Convention 108) and the European Union’s GDPR.
154 Article 3 of the Recommendation.
155 The definition is: “all personal data concerning the physical or mental health of an 
individual, including the provision of healthcare services, which reveals information about 
this individual’s past, current or future health. Genetic data is health related data in the 
understanding of this recommendation. Health-related data concerning but not limited to 
data resulting from testing, such as a prenatal diagnosis, pre-implantation diagnostics, or 
from the identification of genetic characteristics, whether or not regarded as the health-
related data of the mother, must be protected to the same level as other health-related 
data.”
156 Chapter 7 compares the European concept of ‘data concerning health’ formulated by the 
GDPR to U.S. legislation. It can only be expected that other jurisdictions also have their own 
way of protecting ‘data concerning health’ in one way or another.
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pandemic. Technology has already shown to be very useful in individual health 

care as well. It would be ideal if one term with one definition would be used 

worldwide. In order to achieve this, it is of pivotal importance that there is some 

sort of consensus within Europe first when it comes to the delineation of the term 

‘data concerning health’. 

3. CONCLUSION

Technology can support doctors in setting up treatment plans for their patients. 

This was already recognised by lawmakers in Europe in the last century.157 With 

the rise of commercial companies in health care technology, it has become 

increasingly important to regulate the use of personal data in the health sector.158 

For health-related regulation to be effective, it is essential that health care workers 

understand the basics of the regulations. And although we are far removed from 

a worldwide concept of ‘data concerning health’, it is nevertheless important to 

make sure that within Europe we agree on the term and definition. However, after 

almost two years since finishing Chapter 2 of this thesis, nothing has changed 

substantially in this area. That is why the recommendations given in Chapter 2 to 

move forward159 are still as relevant today as they were two years ago.

Part I of this thesis showed that the term ‘data concerning health’ is 

a very broad concept and it pointed out the difficulties that come with that 

reality. Combining that finding with both a health care sector that increasingly 

uses modern technology in the treatment of patients and the involvement of 

commercial companies in the development of such modern technologies, leads us 

to the second part of this thesis. Part II of this thesis explores the use of modern 

technologies in health care in practice. As mentioned in the introduction to this 

thesis, it is not feasible to conduct research into all modern technologies used in 

157 See for chapter 2 of this thesis for a detailed description of different regulations on using 
technology for medical treatment.
158 In the last decade several commercial companies focused on developing technologies for 
the health care sector. See for example: <https://www.philips.com/global>, <https://www.
apple.com/healthcare/>, <https://health.google/>, <https://orionhealth.com/global/> and 
<https://www.microsoft.com/en-us/industry/health>, accessed 26 September 2020.
159 The recommendations that were given in the Chapter 2 are: (1) only use one term to 
describe data concerning health and (2) further discuss when data concerning health can be 
processed.
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all the different parts of the health care sector. Consequently, Part II only focusses 

on the use of (commercial) health apps and wearables in the rehabilitation sector 

in the Netherlands. By analysing privacy policies of (commercial) health apps and 

wearables, the second part of this thesis explores whether the protection provided 

by the GDPR to data concerning health is indeed realised in practise.





PART II
LEGAL PROTECTION IN PRACTICE
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ABSTRACT

The healthcare sector traditionally processes large amounts of personal data. 

Nowadays, medical practice increasingly uses information technologies, such 

as smartphone applications (‘apps’) and wearable devices (e.g. smart watches, 

smart soles), for treatment plans and information collection. It is inherent to 

these modern technologies that they generate even more personal data. Some 

of the apps are developed specifically for the healthcare sector, some are more 

general (health) apps. Within the European Union (EU), the processing of these 

personal data is regulated by the General Data Protection Regulation (GDPR), 

which entered into force on 25 May 2018. The GDPR provides controllers and 

processors with obligations and data subjects with rights. This paper analyses 

the marketing statements of app providers and the privacy policies of the apps in 

order to determine whether they are in line with each other and with the GDPR.

1. INTRODUCTION

The healthcare industry is highly data intensive. For as long as health data has 

been collected, there have always been risks involved with processing this sensitive 

data. Accordingly, medical confidentiality prohibits a medical professional to 

disclose information about a patient’s case. Medical confidentiality, also known as 

the Hippocratic Oath,160 dates back to ancient Greece.161 Medical confidentiality is 

seen as one of the most important medical paradigms because it facilitates people 

the seeking of medical help and being open to medical professionals.162 However, 

due to modern technologies, the risks involved in processing this kind of data 

have changed. Examples of modern technologies are smartphone applications, 

160 The classic version Hippocratic Oath dates back to approximately 400 B.C. and the 
translation by Ludwig Edelstein in 1943 reads ‘What I may see or hear in the course of the 
treatment or even outside of the treatment in regard to the life of men, which on no account 
one must spread abroad, I will keep to myself, holding such things shameful to be spoken 
about.’
161 Weichert, T, ABIDA report ‘Big Data im Gesundheitsbereich‘, 01IS15016A‐F, via: <http://
www.abida.de/sites/default/files/ABIDA%20Gutachten-Gesundheitsbereich.pdf> p. 10, 
accessed 17 December 2018.
162 Munss, C and Basu, S (2016), Privacy and healthcare data: ‘Choice of Control’ tot ‘Choice’ 
and ‘Control’ (Routledge).
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wearables such as smart watches and bracelets, glasses, clothing and many 

more modern devices.163 Modern technologies are increasingly used to process 

health data, both by healthcare professionals inside the medical context and by 

companies offering technologies and services to consumers outside the medical 

context. As a consequence, these organisations and companies have to adjust their 

protocols and take new technical and organisational measures to protect health 

data, especially in light of the new General Data Protection Regulation (GDPR).164

An additional complicating factor in the healthcare industry is that 

commercial apps and wearables are sometimes used within a medical context. 

However, it is not always clear how these companies who offer these technologies 

and services protect the health data they generate. Furthermore, as this research 

will show, their privacy policies do not always elucidate this either. Nowadays, 

digital transformation of health and care is a priority of the agenda of the 

EU;165 this might be why a growing number of companies use privacy in their 

marketing statements.166 This research will therefore examine to what extent 

differences exist between marketing statements and the actual privacy policies 

of apps. Secondly, it will explain the legal consequences of these differences for 

app companies and healthcare institutions in light of the changes brought by the 

GDPR. In order to do this, I will label the marketing statements of companies with 

regard to privacy, compare these marketing statements to their privacy policies 

and then link the outcome of this comparison to the GDPR in order to identify the 

legal consequences on a European level and determine whether the protection the 

GDPR offers matches with practical reality.

163 For example: <https://ec.europa.eu/digital-single-market/en/news/mirror-mirror-
wall-who-healthiest-them-all> and <https://ec.europa.eu/digital-single-market/en/
news/do-you-drink-enough-ask-your-shirt-do-you-eat-too-much-ask-your-glasses>, 
accessed 17 December 2018.
164 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation), article 5 paragraph 1 sub a. The GDPR goes into effect May 2018.
165 See for example the rapport on enabling the digital transformation of health and care in 
the Digital Single Market; empowering citizens and building a healthier society, Brussels 
COM(2018) 233 final.
166 The term ‘marketing statement’ is most of the time part of a company’s mission 
statement and/or business model. However, for this research the term marketing statement 
is interpreted as an expression of a company on their public website with regard to privacy.
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2. METHODOLOGY

There are more than 350.000 different apps in the category of ‘health and 

fitness’ in the three major app-stores (Apple, Google and Windows/Microsoft). 

Investigating all these apps would go beyond the possibilities of this explorative 

research. Due to the nature of this explorative research, the outcome cannot be 

used for statistical generalisation. The outcome is rather a theoretical observation 

of the use of both commercial and medical apps in medical practise.167 Instead of 

randomly choosing different apps, I wanted to ensure that my research would be 

relevant for medical practice. Thus, I contacted three local rehabilitation centres 

in the Netherlands, that already showed interest in my research, and asked for 

their cooperation.168 The rehabilitation sector is relatively broad, considering that 

it treats people with different medical backgrounds. It was therefore anticipated 

that the input for this research would lead to a broad variety of apps. Via a short 

questionnaire physicians were asked three questions about apps they already 

use, apps they want to use and apps patients suggested to use.169 The answers 

contained only names of apps and or wearables and the questionnaires were 

treated anonymously, since it is not relevant for this research to know which 

physician named which app. In total, 34 different apps were mentioned by at least 

one physician, which were as such selected for this research.170 In the end, two 

apps were no longer available and one app was only available in Belgium, which 

167 Yin, R (2014), Case Study Research, Design and Methods (Sage Publications: Thousand 
Oaks).
168 Beatrixoord, Roessingh and De Hoogstraat.
169 The questions were: 1. Do patients ever suggest using an app or wearable in their 
rehabilitation process that they already use or would like to use and, if so, which apps 
and wearables are this and where do they want to use them for? 2. Have you ever advised 
an app or wearable yourself and, if so, what apps or wearable and for what part of the 
rehabilitation process?; 3. Are there apps or wearables that you have not yet advised, 
but would like to advise and if so what would that app or wearable be suitable for?;  
One of the rehabilitation centers conducted a similar inquiry themselves a few weeks earlier, 
therefore the data of those questionnaires where used instead of the questions above.
170 For this research I did not have access to any patient data or other personal data of the 
physicians that participated in the research. Before I started my PhD the Committee for 
Academic Practice from the Faculty of Law approved my proposal, this research was part of 
that proposal.
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left this research with 31 apps.171 For this research, the physicians neither shared 

patient information nor was this information asked for.

I divided these 31 different apps in two different categories: (1) general 

(health) apps and (2) apps developed for the medical sector. Apps developed for 

the medical sector are apps that are meant to be used inside the medical context, 

and thereby within a doctor-patient relationship where the medical or healthcare 

professional is bound by professional secrecy. General (health) apps are apps 

that are not developed specifically for the medical sector and some of these apps 

are not even developed to process health data. The intention of this article is to 

compare the privacy policies of the 31 apps to the provisions of the GDPR, not 

to name and shame the app companies. Moreover, all the privacy policies are 

available in the public domain. For transparency reasons the 31 apps are named 

in the methodology part of this research, but it is not necessary to name the apps 

during the analysis of their privacy policies.

There are two major legal frameworks regulating data protection in Europe: 

the GDPR and the Council of Europe’s Modernised Convention for the Protection 

of Individuals with Regard to the Processing of Personal Data (Convention 

108+).172 Although Convention 108 dates back to 1982 and has a larger reach than 

the GDPR, considering that non-European countries can also become a State Party 

to the Convention, both legal frameworks follow more or less the same logic and 

were both updated in 2018.173 Most of the apps selected for this research originate 

either from Europe or the United States (US). The US is, however, not a State 

Party to Convention 108. Article 3 (1) GDPR determines that the GDPR applies if 

the processing of personal data takes place in the context of the activities of an 

establishment of a controller or processor in the EU. Healthcare institutions that 

treat patients in Europe are most of the time established in the EU. Article 3 (2) 

GDPR furthermore determines that if goods or services are being offered to data 

171 The apps are: (Apps for the medical sector) Activiteitenweger jongeren, Oefen App Beroerte, 
TIAS-app, Beenamputatie en prothese, Finger Motion, Pictoplanner, Gespreksboek app, 
Communicado, Mindfulness app VGZ, (general health apps) Versterk je enkel, EB app WMO, 
Fitbit, VidyoMobile, Nike running, Strava, Calm (general apps) Dexteria Dots 2 , Ubersense 
coach, Notitie App, Google Maps, Skype, Any.do, 3D-brain, Color Note, Google Calendar, 
Facebook messenger, Facetime, Google documents, Whatsapp, Photogrid, 9292.
172 Convention for the protection of individuals with regard to automatic processing of 
personal data [1981] ETS No. 108 (CM/Inf(2018)15-final).
173 Although the General Data Protection Regulation already entered into force in 2016 it only 
became applicable as of 25 May 2018 (Article 99 (2) GDPR).
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subjects in the EU or if the monitoring of behaviour takes place in the EU, the 

GDPR applies.174 This paper focusses on the use of apps and wearables by people 

in Europe. The focus of this research will consequently be on the GDPR.175

3. THE PROTECTION OF PERSONAL DATA

People use modern technologies for different purposes, including measuring 

health and fitness, keeping in touch with friends, losing weight, making photos 

and reducing stress. In order to use these technologies, consumers sometimes 

need to enter a lot of personal data. Processing personal data may lead to risks to 

the rights and freedoms of persons.176 This is why the GDPR provides data subjects 

with rights and controllers and processors with obligations. The controller 

determines the purposes and means of the processing of personal data, while the 

processor processes the personal data on behalf of the controller.177

Next to regular personal data, the GDPR determines that some data are more 

sensitive. Data concerning health is part of this special category of data. Some 

of the data generated by using apps may be considered data concerning health 

thereby enjoying stricter privacy rules given the possible impact on a person’s life 

if this data were freely available. The GDPR, in principle, prohibits the processing 

of those kinds of data, unless one of the exceptions in Article 9 GDPR is met. Two 

of the exceptions that are relevant for this research are mentioned in Article 9 (2)

(a) and (2)(h) GDPR. The first exception is when data subjects give their explicit 

consent to the processing, and the second exception refers to personal data that 

are used for medical diagnosis, the provision of healthcare or treatment of health. 

Article 9 (3) GDPR applies to this last exception and states that it only applies 

when the data are processed “by or under the responsibility of a professional 

subject to the obligation of professional secrecy (…) or by another person also 

subject to an obligation of secrecy…”. In the Netherlands, the Civil Code regulates 

professional secrecy for healthcare professionals.178

174 Article 3 GDPR.
175 The US have an observer status and although they signed six treaties Convention 108 
is not one of them, see: < https://www.coe.int/en/web/conventions/search-on-states/-/
conventions/treaty/country/USA>, accessed 17 December 2018.
176 Recital 2 GDPR.
177 Article 4 (7) GDPR.
178 Article 457 of Book 7 Dutch Civil Code.
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When data concerning health are processed by commercial parties via 

their apps and wearables, it is clear from the provisions of the GDPR that the 

data subject’s explicit consent is needed, otherwise processing is prohibited.179 

Therefore, this paper examines whether requesting consent is compliant with the 

GDPR. Article 6, 7 and 9 (2)(a) GDPR are the relevant articles relating to consent of 

the data subject. Since these apps collect the personal data from the data subject, 

Articles 12 and 13 GDPR are also of importance. Article 13 gives an overview of 

the information the controller needs to provide to the data subject, and Article 12 

determines that this information needs to be provided “in a concise, transparent, 

intelligible and easily accessible form, using clear and plain language”. The privacy 

policies of these apps were examined to determine whether the app companies or 

healthcare institutions comply with the GDPR. Finally, the principles relating to 

processing of personal data of Article 5 GDPR will be used to determine whether 

the privacy polices comply with the GDPR.

As regards the processing of data concerning health within the medical 

context, the data subject’s consent is not needed since the exception of Article 

9 (2)(h), in conjunction with (3), applies. However, in that case, the processing 

has to take place ‘under responsibility’ of a physician. When commercial apps 

and wearables are used in a medical context, it must be questioned whether this 

requirement is met, considering that the data are stored on the device of the patient, 

i.e. on their smartphone, or on the servers of the app provider. Furthermore, it 

is the app that determines exactly what data are collected, meaning that there 

is possibly more data processed then necessary for treatment of the patient. 

The GDPR does not explain what is meant by ‘under responsibility’, and the 

preamble does not elaborate on this further. This research therefore presumes 

that data processing of commercial apps used in a medical context does not take 

place ‘under responsibility’ of the physician. This means that explicit consent of 

the data subject is required. Since this research focusses on the use of apps and 

wearables by adults, the specific provisions on consent of children below the age 

of 16 will not be discussed. 

179 Article 9 (1) GDPR.
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Finally, there are apps that are developed specifically for the healthcare 

sector. According to Directive 2007/47/EC these apps are medical devices.180 

For these apps, the data will be processed under responsibility of the physician, 

and thus consent is not needed. However, these apps still have to meet the 

requirements of Article 12, in conjunction with Article 13, GDPR. Therefore, this 

research will analyse these apps to find out whether this is the case in practice. 

However, before moving on to the analysis of the privacy policies in section 4, 

the next section will first discuss the marketing statements of the app companies 

which were selected for this research. For this research, the public websites of the 

app companies where investigated to see if they contained any general remarks 

relating to privacy.

4. MARKETING STATEMENTS

Research has shown that marketing statements are an important tool for 

companies and they encourage people to buy goods and transact services.181 This 

raises the question whether people give their consent to the text in the privacy 

180 A medical device is “any instrument, apparatus, appliance, software, material or other 
article, whether used alone or in combinatiozn, together with any accessories, including 
the software intended by its manufacturer to be used specifically for diagnostic and/or 
therapeutic purposes and necessary for its proper application, intended by the manufacturer 
to be used for human beings for the purpose of:
- diagnosis, prevention, monitoring, treatment or alleviation of disease,
- diagnosis, monitoring, treatment, alleviation of or compensation for an injury or handicap,
- investigation, replacement or modification of the anatomy or of a physiological process,
- control of conception, and which does not achieve its principal intended action in or 
on the human body by pharmacological, immunological or metabolic means, but which 
may be assisted in its function by such means;’  
OJ L 247, 5.9.2007, p. 21 states: “It is necessary to clarify that software in its own right, 
when specifically intended by the manufacturer to be used for one or more of the medical 
purposes set out in the definition of a medical device, is a medical device. Software for 
general purposes when used in a healthcare setting is not a medical device.”
181 See for example: Hoffman, D (2006), ‘The Best Puffery Article Ever’, Iowa Law Review 
91, available at SSRN <https://ssrn.com/abstract=887720>, accessed 17 December 2018; 
Morasch, M (2004), Comparative Advertising - a Comparative Study of Trade-Mark Laws 
and Competition Laws in Canada and the European Union (University of Toronto, Faculty of 
Law), available at SSRN <https://ssrn.com/abstract=685602> accessed 17 December 2018.
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policies, or if they rely on marketing statements rather than reading the privacy 

policies themselves, especially since research has shown that most of the people 

never read privacy policies.182 Most people formally consent to privacy policies 

without knowing what happens to their personal data. This does not automatically 

make the processing lawful. However, it is the question whether actually reading 

a privacy policy will help to understand what is happening to the personal data. 

The analysis of the privacy policies will be discussed in the next section. This 

section will first evaluate the marketing statements by the companies of the 

selected apps. 

4.1 General (Health) Apps

Online research into the selected apps, showed varying approaches as regards 

privacy. Most of the apps - nine in total (see table 1) - mentioned privacy in 

their marketing statements, demonstrating a positive attitude towards privacy. 

These statements are not part of the company’s privacy policy; rather, they are 

stand-alone marketing statements, ranging from “Some of your most personal 

moments are shared (…), which is why we built end-to-end encryption (…) your 

messages and calls are secured so only you and the person you’re communicating 

with can read or listen to them, and nobody in between…”183 to “(Our) products 

are designed to do amazing things. And designed to protect your privacy. (…) we 

believe privacy is a fundamental human right.”184

Alongside the nine companies that use privacy in their marketing statements, 

there are seven companies that do not really use privacy as a marketing 

statement. Notably, they start their privacy policies by emphasizing that privacy 

is important to the company. One could see this as a marketing statement in 

disguise, especially since all seven companies use such sentences in the beginning 

of their respective privacy policy. It could lead the reader to believe that, since the 

company emphasises on how important privacy is to them, the companies are 

careful in handling the user’s personal data. 

182 McDonald, A and Cranor, L (2008), ‘The Cost of Reading Privacy Policies’, A Journal of 
Law and Policy for the Information Society; Schaub, F Balebako. R and Cranor, L (2017) 
‘Designing Effective Privacy Notices and Controls’, IEEE Internet Computing 99.
183 Marketing statement app 32, accessed 30 August 2018.
184 Marketing statement app 19, accessed 30 August 2018.
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Finally, there are seven other app companies that do not mention anything 

on privacy at all and their privacy policies are a more formal representation on 

how they handle their users’ privacy. The tone of these policies is very different 

from the other seven companies that seem to use the beginning of their privacy 

policy as a marketing statement. Those first seven companies use phrases such as 

“Your privacy is important to (us)…”185 and “(We) respect your privacy and share 

your concern about the security of information you may submit to (us).”186 The 

other seven companies, which use more formal representation, start their privacy 

policies with sentences such as “This privacy policy describes the personal data 

collected or generated (processed) when you use (…) our mobile applications”187 

and “To provide our products, we must process information about you. The types 

of information we collect depend on how you use our Products.”188

Marketing statement Use of marketing 
via privacy policy

No marketing statement

General (health) apps 9 (6)* 7 7

Table 3.1: use of privacy as a marketing statement by general (health) apps 
* These nine apps are developed by six different companies; therefore, some marketing 
statements were used twice or thrice.

Thus, the selected apps that are not specifically developed for the medical sector 

show a scattered image when it comes to using privacy as a marketing statement. 

The next section will investigate if the same can be said for apps that are developed 

for the medical sector.

4.2 Apps Developed for the Medical Sector

This research analysed eight apps that are specifically developed for the medical 

sector which are still available. It turned out that four of those apps are only 

available on a tablet, not on a mobile phone or wearable. Online research of the 

companies that offer the apps shows that none of these companies use privacy as 

a marketing tool. Surprisingly enough, only one of the eight apps has a separate 

privacy policy that they offer to the user before the download or use of the app. 

185 Privacy policy app 18, app 19 and app 24.
186 Privacy policy app 21.
187 Privacy policy app 20.
188 Privacy policy app 29.
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This company uses a formal tone in its privacy policy and makes no real marketing 

statements within it. Three out of the other seven apps are paid apps, and there 

is no available information as to how they deal with privacy, at least not before 

payment. Finally, one app mentions how they deal with privacy in their general 

terms and conditions, which the user can open before logging in and using the 

app. The other three apps do not mention privacy at all.

Marketing statement Use of marketing 
via privacy policy

No marketing statement

Apps for the medical 
sector

0 0 8

Table 3.2: use of privacy as a marketing statement by apps developed for the medical sector 

As far as marketing statements are concerned, the apps developed for the medical 

sector show a more uniform picture; none of the analysed apps use privacy as a 

marketing tool. The question whether not having a separate privacy policy is in 

accordance with the GDPR will be discussed in the next section.

5. PRIVACY POLICIES

Processing of personal data can only be lawful if one of the conditions of Article 

6 GDPR is met. One of the conditions is consent given by the data subject.189 As 

mentioned in section 2, consent is the most common basis for lawful processing 

when it comes to processing data concerning health via apps. Before analysing the 

privacy policies, this section first discusses the legal concept of consent. 

5.1 Consent

Consent in the GDPR is defined as “…any freely given, specific, informed and 

unambiguous indication of the data subject’s wishes by which he or she, by a 

statement or by a clear affirmative action, signifies agreement to the processing of 

personal data relating to him or her.”190 This is why the term ‘informed consent’ 

is often used. Consent is informed when the data subject is aware of the identity 

of the controller and the purposes of the processing for which the personal data 

189 Article 6 (1,a) GDPR.
190 Article 4 (11) GDPR.
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are intended.191 How consent has to be given is not determined by the GDPR, 

meaning that it is free form and can be given via a written declaration or an oral 

statement.192 However, Article 7 GDPR determines that the controller needs to be 

able to demonstrate that the data subject has given his or her consent.193 As a 

consequence, a written statement, such as an ‘I-agree-button’ combined with a 

privacy policy, is one of the most common mechanisms to comply with Article 7 

GDPR.

Data concerning health are considered to be sensitive data. Processing of 

this type of data is, in principle, prohibited by the GDPR.194 Sensitive data can 

only be processed if one of the requirements in Article 9 (2) GDPR is met. Consent 

by the data subjects is, again, one of the exceptions. However, the GDPR does 

not stipulate regular informed consent in this case, but rather explicit consent. 

Unfortunately, neither the GDPR nor the preamble of the GDPR defines what is 

meant by explicit consent; one can therefore only assume that the bar is set higher 

than for informed consent. According to the Article 29 Working Party,195 the term 

‘explicit’ refers to “…the way consent is expressed by the data subject.”196 They 

illustrate this by giving an example: a written statement from the data subject, 

preferably signed, is considered to be explicit. In a digital online context, there are 

also other ways to give explicit consent, such as via an electronic form, an email, 

a scanned document with the signature of the data subject and an electronic 

signature.197

Whether consent is explicit or not, Article 7 GDPR applies. This article 

determines that the controller needs to be able to demonstrate that consent was 

given, but also determines that the request for consent needs to be presented in 

a way that is clearly distinguishable from other matters.198 This means that, if 

a written declaration also concerns other matters, consent needs to be clearly 

191 Recital 42 GDPR.
192 Recital 32 GDPR.
193 Article 7 GDPR.
194 Article 9 (1) GDPR.
195 With the entry into force of the GDPR the Article 29 Working Party became the European 
Data Protection Board (EDPB); see Article 68 GDPR.
196 Article 29 Working Party, Guidelines on consent under Regulation 2016/679, WP259rev.01, 
10 April 2018, p. 18.
197 Article 29 Working Party, Guidelines on consent under Regulation 2016/679, WP259rev.01, 
10 April 2018, p. 18.
198 Article 7 (2) GDPR.
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distinguishable within this written declaration. Furthermore, consent has to be 

offered to the data subject in an intelligible and easily accessible form, using 

clear and plain language. The latter means that an average person should be able 

to understand the request for consent. Therefore, the text must not be too long, 

difficult to understand or full of legal jargon.199 If these demands are not met, 

consent is not binding.200 Additionally, data subjects should be informed, before 

giving consent, that they have the right to withdraw their consent at any time.201

5.1.1 Privacy Policies and Consent

18 of the analysed apps use consent as a legal basis for processing personal data 

and thus need to comply with Article 7 (2) GDPR. To measure the obligation 

laid down in that article, it is divided into two parts. Since this research focuses 

on written privacy policies, it was first necessary to verify whether the request 

for consent was presented in a manner which is clearly distinguishable from 

other matters. That was the case for all the 18 apps, as they did not use other 

documents, such as general terms and conditions, to request consent. All of 

them asked for consent in a separate pop-up and had a separate privacy policy. 

Consent as 
a legal basis 
(written 
declaration)

Article 7 (2) GDPR: presented 
in a manner which is clearly 
distinguishable from other 
matters

Article 7 (2) GDPR: 
intelligible and easily 
accessible form, using clear 
and plain language

Analysed 
apps (31)

18 18 18

Table 3.3: Requirements for consent (Article 7 (2) GDPR).

Article 7 (2) GDPR also determines that the text needs to be available in an 

intelligible and easily accessible form, using clear and plain language. It is not 

easy to measure whether the used language is clear and plain. According to the 

Article 29 Working Party, clear and plain language means that “a message should 

199 Article 29 Working Party, Guidelines on consent under Regulation 2016/679, WP259rev.01, 
10 April 2018, p. 14.
200 Article 7 (2, final sentence) GDPR.
201 Article 7 (3) GDPR.
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be easily understandable for the average person and not only for lawyers.”202 As 

regards the request for consent by and even the privacy policies of the 18 analysed 

apps, the language was easily understandable and no legal jargon was used. This 

is thus in compliance with the GDPR. However, none of the apps, not even the 

general health apps, met the conditions set by the Article 29 Working Party on 

explicit consent. Furthermore, the privacy policies had difficulties complying with 

the conditions of Article 12 in conjunction with Article 13 GDPR.

5.2 Article 13 GDPR

Article 13 GDPR deals with the information the controller needs to provide the data 

subject with at the time the personal data are obtained from the data subject. This 

article has to be read in conjunction with Article 12 GDPR, which determines that 

the controller has to provide the information provide in a concise, transparent, 

intelligible and easily accessible form, using clear and plain language. This section 

will be divided according to the provisions of Article 12 and 13 GDPR.

5.2.1 Information to be Given by the Controller

Article 13 GDPR determines that the controller has to inform data subjects about, 

for example, their rights, the purpose(s) for processing and the recipients or 

categories of recipients, in line with the conditions of Article 12. This has to 

be done in a concise, transparent, intelligible and easily accessible form, using 

clear and plain language. Although it is difficult to measure whether the privacy 

policies meet these requirements, one thing that stands out immediately is the 

length of the privacy policies. On average, the analysed privacy policies consist of 

3,783 words; the largest had 11,344 words and the smallest 347 words. Knowing 

that a person reads 200 – 250 words per minute, this means that it will take, on 

average, approximately 15 – 20 minutes to read these policies. Only four privacy 

policies used less than 2,000 words. 

Separate privacy policy < 2.000 words 

Privacy policies analysed apps (31 
apps in total)

20 (17 different policies) 4 (on average 3.783 words)

Table 3.4: Separate privacy policies and word count.

202 Article 29 Working Party, Guidelines on consent under Regulation 2016/679, WP250rev.01, 
10 April 2018, p. 14.
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An analysis of Article 13 (1) and (2) GDPR leads to 18 different conditions 

the data controller needs to meet.203 Of the four apps with less than 2,000 words, 

three apps only met either six or eight out of the 18 conditions in Article 13 GDPR. 

However, one of these four apps had a privacy policy of 1,152 words and was still 

able to meet 14 out of the 18 conditions in Article 13.

Furthermore, three apps had the same privacy policy as they were from the 

same app developer. As a result, the following table only shows 17 apps. What is 

striking is that none of the apps that had a privacy policy complied with all 18 

conditions (see table 5). One must question why this is the case.

Compliant to Article 13 GDPR (18 provisions) Compliant to Article 12 GDPR

App 1 13 (18) No

App 2 13 (18) No

App 3 6 (18) No

App 4 13 (18) No

App 5 9 (18) No

App 6 14 (18) No

App 7 12 (18) No

App 8 11 (18) No

App 9 13 (18) No

App 10 8 (18) No

App 11 9 (18) No

App 12 6 (18) No

203 This research analysed the following 18 provisions: (1) Art. 13 (1,a) GDPR: identity and 
contact details controller; (2) Art. 13 (1,b) GDPR: contact details DPO; (3) Art. 13 (1,c) in 
conjunction with art. 5 (1,b) GDPR: purposes for processing, collected for specified, explicit 
and legitimate purposes; (4) Art. 13 (1,c) GDPR: legal basis for processing; (5) Art. 13 (1,e) 
GDPR: recipients or categories of recipients; (6) Art. 13 (1,f) GDPR: transfer to 3rd country, 
existence or absence adequacy decision or reference to appropriate safeguards and means 
to obtain a copy; (7) Art. 13 (2,a) GDPR: period personal data will be stored, or criteria to 
determine that period; (8) Art. 13 (2,b) GDPR: existence right to request access; (9) Art. 13 
(2,b) GDPR: existence right to request rectification; (10) Art. 13 (2,b) GDPR: existence right to 
request erasure; (11) Art. 13 (2,b) GDPR: existence right to request restriction of processing; 
(12) Art. 13 (2,b) GDPR: existence right object to processing; (13) Art. 13 (2,b) GDPR: right 
to data portability; (14) Art. 13 (2,c) GDPR: right to withdraw consent at any time, without 
affecting lawfulness of processing before; (15) Art. 13 (2,d) GDPR: right to lodge complaint 
with supervisory authority; (16) Art. 13 (2,e) GDPR: if provision of personal data is obliged 
to provide the personal data for the contract and the consequences of failure to provide such 
data; (17) Art. 13 (2,f) GDPR: existence of automated decision making, including profiling 
and if that is the case, meaningful info about the logic involved and (18) Art. 13 (2,f) GDPR: 
for further processing for another purpose, prior to further processing.
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App 13 14 (18) No

App 14 14 (18) No

App 15 15 (18) No

App 16 14 (18) No

App 17 12 (18) No

Table 3.5: Apps with a privacy policies and Article 13 GDPR.

Two things can be noticed. Firstly, only one of the analysed privacy policies 

complies with the conditions of Article 12 GDPR. Secondly, only two privacy 

policies meet the conditions set in Article 13 (1) (c), in conjunction with Article 5 

(1)(b), GDPR, which determines that the data subject needs to be informed about 

the purposes for processing and that data can only be collected for specified, 

explicit and legitimate purposes. 

Article 12 uses some terms that can be considered subjective. For instance, 

with regards to concise information, the question arises as to what exactly is 

meant by transparent information and clear and plain language.204 The Article 29 

Working Party does not mention when information is concise and transparent. 

Therefore, this research analysed those terms and investigated how many times 

the word ‘may’ was used in combination with ‘we’ in order to get a picture of how 

companies use the personal data. The research further monitored how many times 

the words ‘include’ and/or ‘including’ were used in combination with the data the 

companies collect. Without purporting to be complete, these two combinations of 

words give an idea of how concise the provided information is.

While reading and analysing the privacy policies, one notices that it is 

difficult, if not impossible, to get a complete picture of what the app providers 

do with the personal data they collect. The language that these companies use 

is vague and leaves the reader with many questions, such as statements that 

they “collect personal data”, “may share data” or “may collect the following 

information about you.” The use of this kind of language is not rare; all but one of 

the app providers used this kind of language at least 20 times and in some cases 

even more than 50 times. As a result, it is difficult to get a complete overview of 

204 As seen in paragraph 4.1.1, the Article 29 Working party mentioned that clear and plain 
language means that the message should be easily understandable for the average person.
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what is being done with the collected personal data. In only two out of the 18 apps, 

there was the possibility to match the collected personal data to the purposes for 

processing. If it is not clear what the purposes for the processing exactly are, the 

conclusion has to be that consent is not informed, and, therefore, the processing 

unlawful.

Article 13 (1)(c) GDPR determines that the purposes for processing for which 

the personal data are intended need to be provided by the controller. When 

reading the privacy policies, it was very difficult to find out the purposes of 

collecting different types of data. All analysed privacy policies provided purposes 

for processing. The clarity of these purposes varied from very vague “We use 

(your personal data) to improve our (…) services”205 to more concise “We use 

the information we have about you (…) to select and personalize ads…”.206 Not 

one policy was clear about the correlation of the collected data and the purposes 

for which they are collected. This is surprising, considering that Article 5 (1) (b) 

GDPR determines that personal data can only be collected for specified, explicit 

and legitimate purposes. The GDPR makes organisations and companies evaluate 

their processes and be transparent about this. It is therefore necessary that app 

providers clearly formulate their specified and explicit purposes for processing, 

meaning they have that information, so why not inform the data subject about it?

5.2.2 Other Provisions of Article 13 GDPR

According to Article 13 GDPR, the controller needs to provide the data subject 

with information at the time when the personal data are obtained from the 

data subject.207 This information could therefore be provided simultaneously with 

downloading the app, depending on when the data collection starts. However, 

if the app registers which accounts download the app, data subjects need to be 

informed as soon as downloading starts, considering that account registration 

is already processing of personal data.

 

205 Privacy policy app 25.
206 Privacy policy app 29.
207 See also recital 61 GDPR.
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5.2.2.1 No Privacy Policy of Apps Developed for the Medical Sector

Apps that are specifically developed for the medical sector almost certainly process 

personal data that are considered to be data concerning health. Considering that 

these apps are specifically developed for the medical sector, we can assume that 

the data processed by these apps are processed either by or under the responsibility 

of the physician who has the obligation of professional secrecy. As a consequence, 

Article 9 (2) (h) in conjunction with Article 9 (3) GDPR applies, meaning that 

explicit consent of the data subject, i.e. the patient, is not needed. This also means 

that Article 7 GDPR, which sets conditions for consent, does not apply. However, 

the provisions of Article 12 in conjunction with Article 13 GDPR do apply. 

Out of the eight apps developed for the medical sector analysed for this 

research, only one app had a privacy policy. However, a privacy policy is not 

the only way to comply with Article 12 in conjunction with Article 13 GDPR, 

particularly considering that, in this case, the GDPR does not require the controller 

to demonstrate that the information was provided to the data subject. In such 

cases, it would thus be sufficient for the physician to provide the patient with the 

information orally or, for example, by providing a hand-out. One would expect 

this to be general practice, considering that almost none of these apps had a 

separate privacy policy. However, there is still the question of whether, in that 

case, the information is as complete as it needs to be. After all, a physician is not 

a technician nor a lawyer. So, would the physician be the best person to provide 

this kind of information to the patient?208

5.2.2.2 Commercial Apps without Privacy Policies

With regard to commercial (health) apps that physicians use or would like to use 

for the treatment of their patients, this research analysed 23 apps. 19 Out of 23 

apps had a separate privacy policy. Four out of 23 apps did not have a privacy policy 

at all, and two did not even mention privacy. Further investigation (downloading 

and using the apps) showed that these two apps do not need to process personal 

data in order to function. Considering that these apps can function without 

personal data and that there is no information provided under Article 13 GDPR, 

one might assume that these apps do not process personal data. The question 

remains whether this is the case, since personal data is a very broad 

208 It was not within remit of this research to examine how the information is provided in 
practise.



Health Apps, their Privacy Policies and the GDPR

89   

3

concept. As stated above, if the app registers which accounts download the app, 

they process personal data and therefore have to provide the information under 

Article 13 GDPR.

One of the apps that did not have a privacy policy had a link to a privacy 

policy which did not function. It furthermore notifies data subjects as soon as 

the app is downloaded that they comply with applicable legislation, without 

elaborating on what the applicable legislation is. If the app does not process 

personal data, this is not a problem. However, the app does process personal data, 

considering that it mentions that all processed information stays on ‘your’ device. 

The app is designed to calculate a person’s contribution to healthcare costs which 

is considered to be personal data.209 The other app that did not have a privacy 

policy also mentions that all the information stays on the device. The purpose 

of that app is to make people aware of the importance of relaxation and offers 

exercises to improve relaxation. This data can also be considered personal data, as 

soon as it can be linked to a natural person. In both cases, the app providers are 

the controllers, since they determine purpose and means for the processing.210 It 

is therefore not relevant whether the personal data are processed on the device or 

are transferred to a server of the app provider, considering that Article 13 GDPR 

requires the controller to provide the data subject with information. These two 

apps do not provide data subjects with information via a privacy policy or in any 

other way, before or right after downloading the app, and are thus in violation of 

Article 13 GDPR. 

No processing of personal data 
necessary, and therefore no 
violation of Article 13 GDPR*

Personal data processed, 
therefore violation of Article 13 
GDPR

No privacy policy 2 2

Table 3.6: processing of personal data without a privacy policy
 
* Since processing of personal data is not necessary for the apps to function, the assumption is made that 
no personal data are being processed. If this is the case, they also act in violation with Article 13 GDPR. 

209 See Article 4 (1) GDPR for the definition of personal data: “any information relating to an 
identified or identifiable natural person”.
210 After all, the app provider chooses the app (means) and the purpose (relaxation, calculations, 
etc.).
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5.2.2.3 Commercial Apps with Privacy Policies

According to Article 13 (1)(a) and (b) GDPR data subjects need to be informed of 

the identity and contact details of the controller and of the contact details of the 

data protection officer (DPO). Out of the 19 apps that did have a privacy policy, 

almost all provided this information; all apps provided the contact details of their 

DPO, if they had one, and 16 apps provided the identity and contact details of the 

controller.211 

Article 13 (1)(a) GDPR (identity and 
contact details controller) 

Article 13 (1)(b) GDPR 
(contact details DPO)

Compliant apps 16 19

 Table 3.7: provisions of Article 13 (1) (a) and (b) GDPR.

The same can be said as regards the requirement to inform data subjects of their 

rights. In particular, the right of access, the right to rectification and the right to 

erasure are mentioned in almost all privacy policies. One privacy policy does not 

mention the rights of data subjects at all, and one mentions the rights of data 

subjects, but fails to explain how these rights can be exercised. 

As regards the right to withdraw consent at any time, four out of 19 apps do 

not mention this right, while they do process personal data based on consent. Two 

out of the four apps that do not mention the right to withdraw consent also do not 

mention the right data portability. These are the same two apps that also do not 

mention other rights, especially the right to restriction of processing, the right to 

object and the right to lodge a complaint with the supervisory authority.

Both the right to lodge a complaint with the supervisory authority and the 

right to object to the processing212 are less provided for than the other rights; 

however, a majority of two-thirds of the apps do provide data subjects with this 

information.

211 Some apps only provided an email address as contact detail, but since the GDPR does not 
determine what contact details have to be provided, this is considered to be enough to be 
compliant.
212 Article 13 paragraph 2 (b) GDPR.
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With regards to the legal basis for processing, none of the apps link all the legal 

bases for processing with the collected data. The GDPR furthermore determines 

that data subjects have to be informed about the recipients or categories of 

recipients. Only one app states that there are no recipients. The other 18 apps only 

mention categories of recipients, such as corporate affiliates, service providers, 

and other partners or subsidiaries and controlled affiliates located in the U.S. or 

elsewhere, as we believe necessary for business purposes. These categories are 

very broad. It is, for example, not clear who these ‘other partners’ are, how many 

‘other partners’ there are and if these ‘other partners’ often change. Therefore, it 

is nearly impossible for data subjects to determine where and how their personal 

data flows.

Article 13 (1) (f) GDPR determines that if the controller intends to transfer 

personal data to a third country, the data subject needs to be informed of the 

existence or absence of an adequacy decision by the Commission. If such an 

adequacy decision does not exist, a reference has to be made to the appropriate 

or suitable safeguards. Only three privacy policies comply with this rule. Apps 

which are covered by the EU – US Privacy Shield Framework mention this. Some 

app providers mention the Privacy Shield Framework as an example, although 

they are not a member themselves. Other app providers mention that they are 

“required by applicable law, (to) ensure that your privacy rights are adequately 

protected by appropriate technical, organization, contractual or other lawful 

means.” They fail to explain how this is done. Some even mention that they 

transfer data to third countries, “some of which have not yet been determined 

by the European Commission to have an adequate level of data protection.” 

Considering the aforementioned, this cannot be seen as a reference to appropriate 

or suitable safeguards.213 This means that the processing of these data is unlawful.

It can therefore be concluded that while some of the provisions of Article 

13 GDPR are covered relatively well by the privacy policies, other provisions are 

covered poorly. The requirements that were least met include the purposes and 

legal bases for processing in combination with the personal data that are processed, 

the recipients of the data and the transfer of data to a third country. Although it 

is encouraging that most of the app providers inform data subjects of their rights, 

it is worrying that it is almost impossible for data subjects to find out where in 

213 Simply mentioning that personal data is transferred is not enough. After all, Article 13 (1)
(f) GDPR determines that a reference has to be made to appropriate or suitable safeguards.
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the world their data are processed and what are the exact purposes for processing. 

This, in turn, makes the processing of these data unlawful. Here lies the role of 

the supervisory authorities to enforce the provisions of the GDPR. If healthcare 

institutions want to use these apps, they have to be more active and stimulate app 

companies to be more open on these key elements of data protection.

 
6. DISCUSSION

In comparing the privacy policies of companies to the provisions of the GDPR, 

some results were surprising. Almost 50% of the analysed apps used privacy as 

a positive marketing statement. This is sometimes done on the website of the 

app provider and sometimes via the first lines of the privacy policies. All these 

statements give the reader the impression that the company believes their clients’ 

privacy is important. However, reading the entire privacy policies shows that the 

policies do not actually merit that impression. In particular, when it comes to the 

purposes of processing personal data, the policies remain vague. Out of the 18 apps 

that used consent as a legal basis for processing, there were only two for which it 

was possible to match the collected personal data to the purposes for processing 

via the privacy policies. This is especially strange, as the GDPR determines that 

controllers and processors can only process personal data for specified, explicit 

and legitimate purposes. Since the companies therefore have this information, 

they can share it with data subjects. However, this is not the case, which leads to 

the question of why companies do not share this information. Besides, in some 

of the cases, the processing of personal can even be considered to be unlawful. 

The situations this research encountered as such are when (1) the purposes for 

processing are not clear (Article 13 (1)(c) GDPR), (2) it is not clear where in the 

world the data are being processed and (3) the reference to appropriate or suitable 

safeguards is missing (Article 13 (1)(f) GDPR).214

The section on the marketing statements made it clear that 16 apps used 

privacy in their marketing statements or used the first phrases of their privacy 

policies to state that they believe the data subject’s privacy is important. Out of 

these 16 companies, seven companies did not use marketing statements in general, 

but used the first phrases of their privacy policy to emphasise how important they 

believe their user’s privacy to be. Remarkably, two out of these 16 apps did not 

214 These examples are discussed in section section 5.2.1 of this research.
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have a privacy policy at all. The other 14 apps met at least ten of the 19 analysed 

requirements of the GDPR.

Privacy as marketing No privacy policy Requirements Article 
13 GDPR

Companies 16 2 > 10 of 19

Table 3.10: Combining marketing statement with privacy policies.

Two out of 16 app providers used privacy as a marketing statement, without having 

a separate privacy policy, while four app providers that did not use privacy in their 

marketing statements did have a privacy policy. Interestingly enough, most of 

the app providers claim that they believe data subjects’ privacy is important even 

though this is not reflected in their privacy policies. 

Another element is that out of the eight analysed apps that were developed 

specifically for the medical sector, only one had a privacy policy. Those apps do 

not process the sensitive personal data on the legal basis of explicit consent; 

they process the personal data on the exception of Article 9 (1)(h) in conjunction 

with Article 9 (3) GDPR, considering that those data are processes under the 

responsibility of a physician with professional secrecy. Even though Article 7 

GDPR does not apply in that case, the information of Article 13 GDPR still has to 

be provided for. The question remains this information can and would be provided 

for by physicians. Can we expect physicians to be able to explain every element of 

Article 13 GDPR to their patients? This is not necessary, especially since there are 

other means by which the information can be provided, for example via a privacy 

policy. 

Since the healthcare sector and physicians feel the need to increasingly use 

commercial apps for treatment purposes, they need to improve their involvement. 

Given that the privacy policies of companies are vague regarding some key 

elements of data protection, the healthcare sector and physicians need to indicate 

what is important for them before they can start using the commercial apps 

in their medical practise. The healthcare sector and physicians have to comply 

with more rules than just data protection, with medical confidentiality being one 

of those rules.215 Since the healthcare sector almost always processes sensitive 

215 For example: Jenkins, G Merz J and Sankar, P (2005) ‘A qualitative study of women’s views 
on medical confidentiality’, Journal of Medical Ethics 31; Appari, A and Johnson, M (2010) 
‘Information security and privacy in healthcare current state of research’, International 
Journal Internet and Enterprise Management 6.
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personal data on a large scale, this gives them a special status which also leads 

to responsibilities. Albeit, it is not possible for an individual physician to gain a 

complete overview of all the legal and non-legal frameworks that apply to them. 

In addition, there is the question of whether an individual physician has time 

to make such an overview. Furthermore, their individual scope of influence will 

probably not be significant enough. This therefore means that the healthcare 

sector, on a national or even European level, should work together to enlarge their 

scope of influence and to be able to determine their set of rules. 

This article showed that, in some cases, the current privacy policies that 

companies use do not comply with the provisions of the GDPR. Even if the 

healthcare sector is able to unite and finds ways, together with the app companies, 

to improve the current situation regarding privacy policies, there is still the issue of 

people not reading these privacy policies. There are several possible solutions that 

could improve the challenge concerning informed consent. Firstly, personalised 

privacy policies might persuade people to read the privacy policy that is presented 

to them.216 Secondly, privacy policies could be written for smart machines instead 

of people. That way, consent could be delegated to these smart machines on the 

basis of one’s preference.217 An alternative solution is to use icons to explain the 

possible impact on a person’s privacy to people,218 and finally people could be 

nudged into reading privacy policies.219 Although further research has to be done 

regarding the pros and cons of these solutions, it does show that informed consent 

might still be a way to empower people in the near future. 

216 On personalised law see for example: Busch, C (2018) ‘Implementing Personalized Law: 
Personalized Disclosures in Consumer Law and Privacy Law’, University of Chicago Law 
Review forthcoming, available at SSRN <https://ssrn.com/abstract=3181913>, accessed 17 
December 2018.
217 For example: Busch, C (2018), ‘Implementing Personalized Law: Personalized Disclosures 
in Consumer Law and Privacy Law’, University of Chicago Law Review forthcoming, available 
at SSRN <https://ssrn.com/abstract=3181913>, accessed 17 December 2018; Hermstrüwer, 
Y (2017), ‘Contracting Around Privacy: The (Behavioral) Law and Economics of Consent 
and Big Data’, 8 Journal of Intellectual Property, Information Technology and Electronic 
Commerce Law 9.
218 For example: Waldman, A (2018), ‘Privacy, Notice and Design’, Stanford Technology 
Law Review 1; Hoepman, J (2018), Making Privacy by Design Concrete’, in: European 
Cyber Security Perspectives, available at <http://hdl.handle.net/2066/191716>, accessed 17 
December 2018.
219 For example: Sunstein, C and Thaler, R (2008), Nudge: Improving Decisions About Health, 
Wealth, and Happiness (Yale University Press); Ménard, J (2010) ‘A ‘Nudge’ for Public 
Health Ethics: Libertarian Paternalism as a Framework for Ethical Analysis of Public Health 
Interventions?’, Public Health Ethics 3.
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7. CONCLUSION

The GDPR became binding law on 25 May 2018 and all of the privacy policies 

that were outdated,220 were adjusted in April or May 2018. Presumably, this has 

something to do with the GDPR; however, considering that the older versions 

of the policies were not analysed, this cannot be said with absolute certainty. 

What can be said is that all privacy policies more or less comply with some of the 

provisions of the GDPR, especially the provisions on providing data subjects with 

information, in particular the identity and contact detail of the controller and the 

rights of data subjects. However, being open as regards the collected data and the 

purposes of this data collection, as well as being concise and transparent is not 

reflected in the privacy policies.

While marketing statements lead you to believe that ‘your’ privacy is 

important, this is not reflected in companies’ privacy policies. Being transparent 

about processing activities, including what data is collected for which purposes, 

is necessary to help data subjects understand what really happens with their 

data. There are very easy ways to be transparent, for example, by including an 

information table to link the collected personal data to the purposes and legal 

bases for processing. This is not only important for data subjects, but also for 

healthcare professionals in their decision on whether or not to use commercial 

apps in their practice. 

Considering the companies’ marketing statements, as well as the need for 

using commercial apps in medical practice, it would be advisable for supervisory 

authorities or the European Data Protection Board (EDPB) to discuss this subject 

with representatives of both sectors. The healthcare sector not only needs to 

comply with data protection rules but also to, for example, medical confidentiality. 

It is therefore key to discuss their needs with app providers before use of the apps 

for treatment purposes. Traditionally, the healthcare sector works closely with 

the pharmaceutical industry as regards prescription of drugs for treatment of 

patients. This collaboration can also be very useful when it comes to app providers.

A cooperation between the EDPB and representatives of app providers and 

the healthcare sector on this matter is desirable, considering that together they 

can create solutions which benefit all, including data subjects. This will make it 

220 Three privacy policies did not have a date, it was therefore not possible to find out when 
they adjusted their privacy statement for the last time.
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easier for all app providers to comply with the GDPR, including particular needs 

of the healthcare sector, and for national supervisory authorities to enforce these 

regulations.
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1. INTRODUCTION

The healthcare sector has traditionally processed large amounts of personal data. 

The rise of information technologies, such as smartphone applications (“apps”) 

and wearable devices (e.g. Fitbit, smart soles) both inside and outside medical 

practice, has added to the processing of these kinds of personal data. Commercial 

apps and wearables that aim to encourage health behaviour change are flourishing 

in the major app stores. These technologies enable people to monitor their own 

health by using (pressure) sensing technologies that measure vital signs (for 

example, heartrate) and track progress (such as counting steps), without having 

to visit a doctor.221 A new complicating factor is that these so-called commercial 

health apps and wearables are increasingly being used within a medical context. 

The data generated transcends the closed context of personal medical records, 

geographic borders and, in particular, the borders of the European Union. This 

is problematic, because no current regulations address the global dimension of 

data.222

Legislative bodies worldwide have tried to deal with this global dimension of 

data, and if 2018 proved one thing, it is that legal data protection is very much alive 

and kicking.223 Both the European Union and the Council of Europe, the two major 

European legislators, updated their legal instruments relating to data protection, 

which originated from the last century. The Council of Europe updated their 

Convention 108224 and the General Data Protection Regulation (GDPR)225 entered 

into force on 25 May 2018. Outside the European Union, the State of California 

followed this trend with the California Consumer Privacy Act 2018 (CCPA)226 on 29 

June 2018. The CCPA will enter into force on 1 January 2020. These legal changes 

221 Brad Millington, ‘Smartphone Apps and the Mobile Privatization of Health and Fitness’ 
(2014) 31:5 Critical Studies in Media Communication 479.
222 Denis Kelleher, EU Data Protection Law (Bloomsbury Publishing Plc 2018) 109.
223 Graham Greenleaf, ‘‘Modernised’ Data Protection Convention 108 and the GDPR’ (2018) 
154 Privacy Laws & Business International Report 22 < http://www.ssrn.com/link/UNSW-
LEG.html > accessed 10 May 2019.
224 Convention for the protection of individuals with regard to automatic processing of 
personal data [1981] ETS No. 108 (CM/Inf (2018) 15-final).
225 European Parliament and Council Regulation (EU) 2016/679 on the protection of natural 
persons with regard to the processing of personal data and on the free movement of such 
data, and repealing Directive 95/46/EC (General Data Protection Regulation) [2016] OJ L 
119/1.
226 California Consumer Privacy Act (CCPA) AB 375.
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are required, since information technologies are evolving quickly and regulation 

is trying to keep up to avoid a growing gap.227

2. LEGAL CHALLENGES

The use of these commercial health apps within medical practice creates several 

legal challenges, such as reconciling these apps with data protection laws and 

principles. This is especially relevant because the two major legal frameworks that 

regulate data protection in Europe characterise these kinds of personal data as a 

special category of data, also referred to as sensitive data.228 These data protection 

regulations also determine that personal data can only be processed for specific, 

explicit and legitimate purposes.229 This is referred to as purpose limitation. The 

Draft Code of Conduct on privacy for mobile health applications also acknowledges 

this principle.230 This research offers an analysis of the principle of purpose 

limitation in European data protection law and examines how the privacy policies 

of health apps deal with this principle in practice so that legal obstacles to using 

commercial health apps in a medical practice can be revealed. Furthermore, it 

will discuss lawful ways to handle such obstacles. This could increase adoption 

of commercial apps in clinical practice and affect the development of the next 

generation of health apps.

227 Andrew Askland, ‘Introduction: Why Law and Ethics Need to Keep Pace with Emerging 
Technologies’ in Gary Marchant, Braden Allenby and Joseph Herkert (eds), The Growing 
Gap Between Emerging Technologies and Legal-Ethical Oversight (Springer 2011) xiii.DOI: 
10.5281/zenodo.3296915.
228 Article 9 GDPR and Article 6 Modernised Convention 108.
229 Article 5 (1,c) GDPR and Article 5 (4,b) Modernised Convention 108.
230 Draft Code of Conduct on privacy for mobile health applications < https://ec.europa.eu/
digital-single-market/en/news/code-conduct-privacy-mhealth-apps-has-been-finalised 
> accessed 13 May 2019, 7.
Sometimes literature uses the term “lifestyle apps” or “wellbeing apps” to describe apps 
that aim health behaviour change. In this paper, I chose to use the term “health apps” to 
refer to these apps.
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3. MODERN TECHNOLOGIES

Well over 320,000 health apps231 are available on the major app stores (Apple, 

Google and Microsoft). For example, Fitbit has over 25 million active users 

worldwide, the Nike app registers over 1.8 million workouts per month worldwide 

and 8 million activities are uploaded on the Strava app every day, worldwide. 

This shows that health apps are an important part of our global society. However, 

global regulation on data protection is lacking.232 Furthermore, it is not always 

clear how the companies that offer these eHealth technologies and services 

protect the health data they generate. It is thus not surprising that the digital 

transformation of health and care has become a priority EU issue. See for example, 

the communication on enabling the digital transformation of health and care in 

the digital single market, empowering citizens and building a healthier society.233 

Because of the large number of different health apps in the three major app 

stores (Apple, Google and Windows/Microsoft), investigating all these apps would 

go beyond the scope of this exploratory research. This research offers purely 

theoretical observations on the question whether the purposes used in the analysed 

privacy policies match the purposes used by the healthcare sector.234 Three local 

rehabilitation centres in the Netherlands showed interest in this research and 

offered their cooperation.235 Via a short questionnaire, physicians in these three 

rehabilitation centres were asked three questions about apps they already use, 

apps they want to use and apps patients suggested using.236 In total, 34 different 

apps were mentioned by at least one physician. These apps were selected for this 

231 Sometimes literature uses the term “lifestyle apps” or “wellbeing apps” to describe apps 
that aim health behaviour change. In this paper, I chose to use the term “health apps” to 
refer to these apps.
232 Kelleher (n 1) 109.
233 Brussels COM 2018, 233 final.
234 Robert Yin, Case Study Research, Design and Methods (5th edn, Sage Publications 2014) 
40.
235 Beatrixoord, Roessingh and De Hoogstraat.
236 The questions were: 1. Do patients ever suggest using an app or wearable in their 
rehabilitation process that they already use or would like to use and, if so, which apps and 
wearables are this and where do they want to use them for?2. Have you ever advised an app 
or wearable yourself and, if so, what apps or wearable and for what part of the rehabilitation 
process?; 3. Are there apps or wearables that you have not yet advised, but would like to 
advise and if so what would that app or wearable be suitable for?;One of the rehabilitation 
centers conducted a similar inquiry themselves a few weeks earlier, therefore the data of 
those questionnaires where used instead of the questions above.
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research. At the end of the research period, four apps were no longer available, 

which left this research with thirty apps.

4. PURPOSE LIMITATION IN EUROPEAN PRIVACY LAWS

The GDPR and modernised Convention 108 determine that purpose limitation is 

one of the general principles relating to the processing of personal data. It means 

that personal data can only be collected for specified, explicit and legitimate 

purposes and cannot be processed further in a manner that is incompatible with 

the original purposes for processing.237 Since purpose limitation is a general 

principle, it applies both to the processing of sensitive data and other (non-

sensitive) personal data. Both the Council of Europe and the European Union have 

deemed purpose limitation a “key principle and stable element” regarding data 

protection legislation for years.238 

Due to the principle of purpose limitation, personal data cannot be processed 

for other purposes than the purpose for which the personal data was originally 

intended. If someone wants to process the personal data for another purpose, the 

data subject’s consent is needed in most cases.239 In the case of sensitive data, 

regular consent is not enough. Either explicit consent is needed240 or appropriate 

safeguards have to be enshrined in law.241 

The GDPR offers guidelines for controllers by pointing out five elements 

controllers have to take into account to help determine whether processing for 

another purpose is compatible with the original purpose.242 Although the list is 

not exhaustive, it does give the controller some guidance. First, the controller 

has to take into account “any link between the purposes for which the personal 

data have been collected and the purposes of the intended further processing”.243 

Second, the “context in which the personal data have been collected, in particular 

237 Ibid (n 229).
238 Nikolaus Forgó, Stefanie Hänold and Benjamin Schütze, ‘The Principle of Purpose 
Limitation and Big Data’ in Marcelo Corrales, Mark Fenwick and Nikolaus Forgó (eds), New 
Technology, Big Data and the Law (Springer 2017) 22.
239 Article 6 (1,a) GDPR and Article 5 (2) Modernised Convention 108.
240 Article 9 (2,a) GDRP.
241 Article 6 (1) Modernised Convention 108.
242 Article 6 (4) GDPR.
243 Ibid.
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regarding the relationship between data subject and the controller”244 are 

important. Third, the “nature of the personal data, in particular whether special 

categories of personal data are processed”245 has to be taken into account. Also, the 

“possible consequences of the intended further processing” for the data subject 

have to be considered. Finally, the “existence of appropriate safeguards”,246 

including encryption or pseudonumisation, have to be taken into account.

Before any conclusions can be drawn on the question of whether or not the 

pur-poses for processing the personal data collected via commercial apps and 

wearables are compatible with the processing of that personal data in a medical 

context, the processing purposes of both have to be mapped out so they can be 

compared. 

5. PURPOSES FOR PROCESSING PERSONAL DATA

This paragraph will describe the processing purposes of commercial health apps 

and wearables and those of the healthcare sector.

5.1 Healthcare Sector

In the healthcare sector, there are several purposes for processing personal data 

from patients. The most important ones are to provide patient care and to support 

the ad-ministration of patient care. Processing is also necessary for billing and 

for submitting reimbursement claims to healthcare insurance companies.247 In 

university medical centres, personal data might also be processed for research 

purposes. 

In most cases, personal data collected via commercial health apps and 

wearables will be used in a patient treatment plan. Therefore, the purpose of 

processing these kinds of data will correlate with the first purpose: providing 

patient care. Data concerning health cannot be processed unless one of the 

exemptions mentioned in Article 9 (2) are met. For medical treatment, Article 

9 (2,h in conjunction with 3) GDPR allows the pro-cessing of these kinds of 

244 Ibid.
245 Ibid.
246 Ibid.
247 For example: Processing of Patient Personal Data, a guideline for General Practitioners 
2018.
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data when these data are necessary for a medical diagnosis and they are being 

processed by or under the responsibility of someone who is subject to the 

obligation of professional secrecy. Although it could be argued that data collected 

via commercial health apps and wearables are necessary for a medical diagnosis, 

the data are not being processed by or under the responsibility of someone who 

is obliged to maintain professional secrecy. Therefore, the explicit consent of the 

data subject is needed.248 Even though this could be arranged, there is another 

problem regarding the processing of these kinds of data in a medical context. 

This has to do with the way the processing purposes are described in the privacy 

policies of these commercial health apps and wearables.

5.2 Privacy Policies and Purposes

Commercial apps and wearables usually ask the user for consent to the processing 

of their personal data via privacy policies. Our investigation of several privacy 

policies of com-mercial health apps and wearables showed that the purposes 

for processing are typically quite vague. For this research, we analysed thirty 

privacy policies. The privacy policies do not use a standard format; therefore, we 

identified 19 different processing purposes, ranging from providing services to 

marketing and sharing with third parties. A complete overview of the purposes, 

with an example, can be found in Table 4.1.

As Table 4.1 shows, most of these purposes are explained in rather vague 

terms. The privacy policies mention, that the companies want to use the personal 

data to “improve and maintain products and services”, without being clear on 

what part of the personal data are being used for this purpose and what “products 

and services” are meant. Other privacy policies mention that they process personal 

data, such as the “use of workout data”. Although the privacy policy does mention 

that the nature of these data are “in some jurisdictions” considered to be sensitive 

data, the privacy policy does not elaborate on how these data are used. It only 

mentions that the company will “take appropriate measures in protecting and 

using this data and (...) will obtain consent before they use these kinds of data.” 

Although this is only a small selection of the vague processing purposes, it 

makes clear that most of these vague descriptions are not in accordance with the 

GDPR. After analysing thirty privacy policies, it was still very hard to determine 

248 Article 9 (2,a) GDPR.
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the exact purposes for processing personal data and therefore it was not clear 

what the user had to consent to. The implication of this is as follows: if we do 

not take action, we will lose purpose limitation as a safeguard for data protection. 

After all, if we do not know what we are consenting to when we agree to privacy 

policies, this might affect the validity of our consent.

Purpose Example

Provide service To improve and maintain products and services

Administer service For customer support

Users experience To personalise and improve your experience

Provide care To provide care

Medical procedure /treatment The most important place we store your data is in the 
Electronic Patient File

Declaration of healthcare costs To declare healthcare costs (with insurers or the patient)

Information provision For software updates, events, products

Dealing with complaints We process your personal information when you contact 
us
to help you with any questions, concerns, disputes or 
issues

Communication with user To send the user service notifications and respond to the 
user  

Qualitative goals To enhance and improve application

Safety and security For safety and security of the services, users and other 
parties

Legal obligations To fulfil legal obligations or to protect from legal claims

Research To understand customer behaviour or preference

Marketing purposes Advertise and market to users, which includes sending 
promotional communications, targeting advertising, and 
presenting you with relevant offers

Sales activities Processing orders

Identity confirmation We may use your personal data to confirm your identity

Management operations Supporting operational management

Audits We may also use your personal data for intern matters, 
such as audits and data analyses

Sharing with third parties To help advertisers and other partners measure the 
effectiveness and distribution of their ads and services and 
their users

Table 4.1: purposes for processing personal data
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6. CONCLUSIONS

Although the privacy regulations implemented in Europe in 2018 determine 

that purpose limitation is a key concept in data protection, the privacy policies 

of commercial health apps do not comply with these rules. This is despite the 

fact that the Draft Code of Conduct on privacy for mHealth apps acknowledges 

purpose limitation as a key element in data protection, especially regarding data 

concerning health. Therefore, the use of these commercial apps and wearables in 

a medical context is difficult. This is particularly relevant because data protection 

laws in Europe categorise health data as sensitive data, which can, in principle, 

not be processed. Further cooperation between the European Data Protection 

Board (EDPB) and representatives of app providers and the healthcare sector 

on this matter is desirable, given that, together, they can create solutions that 

benefit all, including data subjects. This will make it easier for all app providers to 

comply with the GDPR and the modernised Convention 108, taking account of the 

particular needs of the healthcare sector, and it will support national supervisory 

authorities in enforcing these regulations.
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EPILOGUE 2: THE PROTECTION OF DATA CONCERNING 
HEALTH IN PRACTICE

The second part of this thesis showed that the privacy policies of several (health) 

apps and wearables do not comply with the conditions set by Articles 5, 6, 7, 9 

(2, a), 12 and 13 of the General Data Protection Regulation (GDPR).249 None of the 

analysed privacy policies complied with all obligations set by these Articles of 

the GDPR. Although nearly 70% of the investigated commercial health apps and 

wearables expressed, in one way or the other, that they believe ‘your’ privacy is 

important, this is not backed by the findings of the investigation. Even if this 

research was performed almost 2 years ago, recent research has shown that not 

much has changed since then.250 

1. HEALTH APPS AND WEARABLES

This second part of the thesis identified two trends concerning health apps and 

wearables. The first trend was the development of health apps and wearables for 

the medical sector specifically. The GDPR provides for a specific exception relating 

to the processing of sensitive data concerning health when these health apps and 

wearables are used within the medical sector. If the processing is necessary for 

the purpose of preventive or occupational medicine or for the purpose of medical 

diagnosis and as long as the data are processed by or under the responsibility of a 

professional subject to the legal obligation of profession secrecy, the data can be 

processed.251

The second trend identified in the second part of this thesis is the increasingly 

commercial development of health apps and wearables. These health apps and 

249 Article 5 GDPR deals with general principles relating tot the processing of personal data. 
Article 6 GDPR provides six lawful ways of processing personal data. Article 7 GDPR set the 
conditions for consent, whereas Article 9 (2,a) GDPR states that whenever sensitive personal 
data is being processed, which data concerning health is considered to be, explicit consent 
is necessary. Furthermore, Article 12 GDPR states that information, communications and 
modalities have to be transparent so that data subjects can exercise their rights. Finally, 
Article 13 GDPR lets the controller know what information needs to be provided for wen 
personal data are collected from data subject.
250 See for example the research of the Dutch newspaper ‘Financieel Dagblad’ on smart 
watches of 25 September 2020: <https://fd.nl/futures/1355712/fabrikanten-slimme-
horloges-voldoen-niet-aan-europese-privacynorm>, last accessed 31 October 2020.
251 Article 9 (2, h) GDPR in conjunction with Article 9 (3) GDPR.
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wearables are marketed, usually, as so-called ‘wellbeing’ apps and wearables. 

Nevertheless, even though these apps and wearables might not have been developed 

for the medical sector specifically, they still process data concerning health and, 

as such, have to meet one of the exceptions of Article 9 (2) GDPR. In the case 

of commercial health apps and wearables, explicit consent is a prerequisite for 

processing data concerning health.252

Nowadays, a third trend regarding the processing of data concerning health 

can be seen worldwide: more and more governments are actively using and 

stimulating the use of especially apps to help control the Covid-19 pandemic. 

This leads to a possible new exception related to the processing of data concerning 

health via health apps and wearables. The GDPR allows the processing of data 

concerning health if the data are processed in the interest of public health, so 

as to offer protection from serious cross-border threats to health.253 This third 

trend is also recognised by both the European Union, by for instance the European 

Data Protection Supervisor,254 and the Council of Europe.255 Although this trend 

goes beyond the scope of this thesis, it does impact the world of health apps and 

wearables and it might be here to stay. Therefore, this trend should be followed 

closely over the next couple of months and perhaps even years.

2. LEGAL PERSPECTIVE

Part II of this thesis focussed on the GDPR. After completing the research, nothing 

has changed with regard to the GDPR and the conditions that are related to consent, 

transparency and information provisions in the context of privacy policies for 

health apps and wearables. Even though Part I and Part II of this thesis focus 

on data protection and privacy regulations, these are not the only regulations 

that influence the use and development of health apps and wearables in Europe. 

Other regulations could also be relevant. As discussed in the introduction, is not 

feasible to discuss all possible laws and regulations that influence, to a greater 

252 Article 9 (2, a) GDPR.
253 Article 9 (2,i) GDPR.
254 See for example <https://edps.europa.eu/data-protection/our-work/subjects/covid-19_
en>, last accessed 16 October 2020.
255 Council of Europe, Digital Solutions to Fight Covid-19, 2020 Data Protection Report, October 
2020. Available via <https://rm.coe.int/report-dp-2020-en/16809fe49c>, last accessed 16 
October 2020.
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or lesser extent, the use and development of health and wearables within this 

research. Nonetheless, there are two other European regulations that should be 

considered as they significantly affect the use and development of health apps and 

wearables in a significant way: the Medical Device Regulation256 and the In Vitro 

Diagnostic Medical Device Regulation.257 These two regulations were updated 

recently. As both regulations E.U. regulations, like the GDPR, there is an added 

value in exploring how these two regulations interact with the GDPR, especially 

regarding health apps and wearables. Therefore, Part III of this thesis will discuss 

these two regulations extensively.

256 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 
on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and 
Regulation (EC) No 1223/2009, and repealing Council Directives 90/385/EEC and 93/42/EEC.
257 Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017 
on in vitro diagnostic medical devices and repealing Directive 98/79/EC and Commission 
Decision 2010/227/EU.
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1. INTRODUCTION

The use of digital health applications in healthcare has gained significant traction 

in the last couple of decades and digital health has the potential to bring immense 

changes to the provision of healthcare services. For instance, as described in 

more detail in Chapter 9, digital health can improve the possibility of reaching 

people living in remote areas and can increase patients’ engagement in their 

own treatment process.258 This trend has not gone unnoticed by the European 

regulators and boosting eHealth and mHealth in Europe has been one of the top 

priorities of the European Commission in the last decade.259 One of the results of 

prioritising digital health is the new European Medical Device Regulation (the 

‘Medical Device Regulation’),260 which entered into force on 25 May 2017 and will 

fully apply as of May 2021.261

Improving the European eHealth and mHealth environment would mean 

that users could move anywhere in the EU, knowing that they could maintain 

treatment with their trusted physician(s) and use the same medical device, all the 

while knowing that their personal health data is kept safe. As the title suggests, 

this chapter will focus on the Medical Device Regulation. However, given their 

relevance, the previous Medical Device Directive262 and the new In Vitro Diagnostic 

Medical Device Regulation263 will also be discussed. Section 2 will first discuss 

the background of the legal protection of medical devices in Europe, after which 

258 Thomas Martin, ‘Assessing mHealth: Opportunities and Barriers to Patient Engagement’ 
(3 August 2012).
259 See, e.g., Commission to the European Parliament, the Council, the European Economic 
and Social Committee and the Committee of the Regions, ‘eHealth Action Plan 2012-2020: 
Innovative healthcare for the 21st century’ (7 December 2012).
260 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 
on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and 
Regulation (EC) No 1223/2009, and repealing Council Directives 90/385/EEC and 93/42/EEC.
261 The Medical Device Regulation was supposed to go into effect as of May 2020. However, 
due to the Covid-19 pandemic the EU decided to postpone its entry into effect until May 
2021. See: Article 123 Medical Device Regulation in conjunction with Article 1 (8,a) Regulation 
(EU) 2020/561 of the European Parliament and of the Council of 23 April 2020 amending 
Regulation (EU) 2017/745 on medical devices, as regards the dates of application of certain 
of its provisions.
262 Council Directive 93/42/EEC of 14 June 1993 concerning medical devices (OJ L 169, 
12.7.1993), at 1.
263 Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017 on 
in vitro diagnostic medical devices, repealing Directive 98/79/EC and Commission Decision 
2010/227/EU.
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section 3 will explain how a need for change in the legal landscape emerged. 

Sections 4 and 5 proceed to examine the Medical Device Regulation and the In 

Vitro Diagnostic Medical Device Regulation, respectively, and analyse the impact 

of these regulations on the use and development of medical devices. In section 6, 

a brief glance is cast at another European regulation: the General Data Protection 

Regulation (the ‘GDPR’). This section examines how the Medical Device Regulation 

and the GDPR intersect and how this impacts the use of mHealth by healthcare 

institutions. Section 7 concludes.

 
2. BACKGROUND OF THE MEDICAL DEVICE REGULATION IN 
EUROPE 

The website of the World Health Organization (the ‘WHO’) states that eHealth 

and mHealth applications can help the EU Member States ensure that ‘national 

health systems meet the demand for the delivery of high quality, readily available 

services in spite of zero-growth or decreasing health budgets’.264 Whereas eHealth 

is often used as an umbrella term encompassing the use of information and 

computer technologies in healthcare, mHealth specifically refers to the use of 

mobile devices to provide healthcare.265 Examples of mHealth devices are smart 

watches, smart phones and other wearable devices (the so-called wearables), such 

as smart glasses and smart clothes.

Most mHealth devices use software applications (‘apps’), to provide several 

different healthcare services. In some cases, these apps are developed for the 

medical sector specifically and, in that context, are often referred to as medical 

apps. These apps are mostly only accessible to a patient after a practitioner has 

prescribed them. In other cases, however, companies develop and market health 

apps commercially. These apps are most of the time available for everybody who 

has access to an app store and are often referred to as ‘wellness apps’, ‘lifestyle 

apps’ or, more generally, as ‘health apps’.266 To avoid confusion, this chapter will 

264 See WHO Europe, Health Topics, Health Systems, E-Health, available at: http://www.
euro.who.int/en/health-topics/Health-systems/e-health/e-health-readmore (December 
2019).
265 Ping Yu et al., ‘The Challenges for the Adoption of M-Health’ (21 June 2006).
266 See, e.g., Fiona Ward, 12 of the BEST WELLNESS APPS to Keep Your Winter Fitness Goals 
on Track, Hello! Magazine (20 December 2019) and Rachel Leist, ‘15 of the Best Lifestyle 
Mobile Apps You Need in Your Pocket’, HubSpot. See also Article 29 Working Party, Annex – 
Health Data in Apps and Devices (5 February 2015).
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refer to medical apps and wearables when discussing apps and wearables that are 

developed for the medical sector specifically. For all other apps and wearables that 

can be used to measure someone’s health, this chapter will use the term health 

apps and wearables. 

2.1 Legal History

In our rapidly evolving digital world, technology is here to stay and has already 

become part of almost every aspect of our lives. Smart phones, wearables, virtual 

reality devices, self-driving vehicles, smart cities, smart maps, smart mirrors, 

etc. are advancing by the minute.267 In healthcare in particular, rapid digitisation 

and innovation are making strides through the use of the latest technologies, such 

as sensors, big data analyses and artificial intelligence. 

Outside the medical context, people use all sorts of modern technologies 

to track their health, fitness and food intake, get and stay in shape, help with 

family planning, reduce stress, etc. Modern technologies are making it possible 

for people to monitor and improve their own health and fitness. For instance, 

pressure sensing technologies measure people’s vital signs, such as heart rate, 

and track their daily progress via, for example, counting steps.268 

In addition to the growth in the use of commercial health apps and wearables, 

the use of medical apps and wearables has also increased rapidly over the last 

decade. It is, therefore, unsurprising that the European regulator proceeded to 

draft new regulations in this area, especially since the previous regulations on 

different medical devices dated back to the 1990s. Since then, a lot has changed 

in the field of eHealth and mHealth. This has resulted in the Medical Device 

Regulation and the In Vitro Diagnostic Medical Device Regulation, which, in the 

case of the former, replaced different directives on medical devices as of May 2021 

and, in the case of the latter, will replace a previous directive on medical devices 

in May 2022.

267 Mireille Hildebrandt, Smart Technologies and the End(s) of Law, Novel Entanglements of Law 
and Technology, (Edward Elgar Publishing, 2015).
268 Brad Millington, ‘Smartphone Apps and the Mobile Privatization of Health and Fitness’ 
(29 October 2014).
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The EU legislation regarding medical products is not new; it dates back to 1976. 

Between 1976 and 1998, nine different directives were promulgated by the EU that 

either dealt with medical products or the definition of medical products.269   

Three of these directives focused on medical-technical products specifically. 

The first dealt with active implantable medical devices, the second with medical 

devices in general and the third with in vitro diagnostic medical devices. 

2.2 Active Implantable Medical Device Directive

The first directive that introduced the classification of medical devices is the 

Active Implantable Medical Device Directive (90/385/EEC) of 1990. This Directive 

regulates active medical-technical products that are implantable. The reference 

to ‘active’ means that the device is relying on an electrical energy source or any 

source of power other than that directly generated by the human body or gravity.270 

The reference to ‘implantable’ means that the device is intended to be introduced 

in the human body and to stay there after the procedure.271 Examples of active 

269 Council Directive 76/764/EEC of 27 July 1976 on the approximation of the laws of the 
Member States on clinical mercury-in-glass, maximum reading thermometers (date of end 
of validity: 1 January 1995); Council Directive 83/189/EEC of 28 March 1986 laying down a 
procedure for the provision of information in the field of technical standards and regulations 
(date of end of validity: 9 August 1998); Commission Directive 84/414/EEC of 18 July 1984 
adapting to technical progress Directive 76/764/EEC on the approximation of the laws of the 
Member States relating to clinical mercury-in-glass maximum-reading thermometers (date 
of end of validity: 1 January 1995); Council Directive 84/539/EES of 17 September 1984 on 
the approximation of the laws of the Member States relating to electro-medical equipment 
used in human or veterinary medicine (date of end of validity: 31 December 2008); Council 
Directive 88/182/EEC of 22 March 1988 amending Directive 83/189/EEC laying down a 
procedure for the provision of information in the field of technical standards and regulations 
(date of end of validity: 09 August 1998); Council Directive 90/385/EEC of 20 June 1990 
the approximation of the laws of the Member States relating to active implantable medical 
devices; Council Directive 93/42/EEC of 14 June 1993 concerning medical devices; Council 
Directive 93/68/EEC of 22 July 1993 amending Directives 87/404/EEC (simple pressure 
vessels), 88/378/EEC (safety of toys), 89/106/EEC (construction products), 89/336/EEC 
(electromagnetic compatibility), 89/392/EEC (machinery), 89/686/EEC (personal protective 
equipment), 90/384/EEC (non-automatic weighing instruments), 90/385/EEC (active 
implantable medicinal devices), 90/396/EEC (appliances burning gaseous fuels), 91/263/EEC 
(telecommunications terminal equipment), 92/42/EEC (new hot-water boilers fired with 
liquid or gaseous fuels) and 73/23/EEC (electrical equipment designed for use within certain 
voltage limits); and Directive 98/79/EC of the European Parliament and of the Council of 27 
October 1998 on in vitro diagnostic medical devices.
270 Directive 90/385/EEC, Art 2(b).
271 Ibid., Art 1(2)(c).
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implantable medical devices (‘AIMDs’) are pacemakers, infusion pumps and 

neurostimulators. Since the idea behind AIMDs is that they are in direct contact with 

the human body, the EU regulator thought it was important to subject these devices 

to strict requirements.272 These so-called ‘essential requirements’ could be found in 

Annex I of the Directive and had to be met by manufacturers and importers of AIMDs.273 

If a manufacturer believed it complied with these requirements, the medical 

device had to undergo a conformity assessment. If this assessment was successful, 

the device could receive a CE Mark.274 Such a mark indicated that the products that 

were sold in the European Economic Area (the ‘EEA’) met high safety, health 

and environmental protection requirements, were legally placed on the market, 

were assured free movement within the EEA and could be withdrawn by the EEA 

authorities in the case of any non-conformity.275 

2.3 Medical Device Directive

Three years after the enactment of the Active Implantable Medical Device Directive, 

in 1993, the Medical Device Directive (93/42/EEC) became the first directive to 

cover the whole gamut of medical products. Therefore, it is not surprising that the 

definition of medical device in this Directive was drafted very broadly. A medical 

device was considered to be:

“…any instrument, apparatus, appliance, material or other article, whether used 

alone or in combination, including the software necessary for its proper application 

intended by the manufacturer to be used for human beings for the purpose of:

 - diagnosis, prevention, monitoring, treatment or alleviation of disease, 

 - diagnosis, monitoring, treatment, alleviation of or compensation for an injury 

or handicap, 

 - investigation, replacement or modification of the anatomy or of a physiological 

process, 

 - control of conception, 

 - and which does not achieve its principal intended action in or on the human 

body by pharmacological, immunological or metabolic means, but which may 

be assisted in its function by such means.”276

272 Ibid., Opening words.
273 Ibid., Art 1(2)(i).
274 CE stands for Conformité Européenne, which is French for European Conformity.
275 European Commission: The European single market, CE marking, available at: https://
ec.europa.eu/growth/single-market/ce-marking_nl.
276 Directive 93/42/EEC, Art 2(2)(a).
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This definition meant that non-active implants, expendable supplies used 

only once, as well as accessories, were also either considered medical devices or 

treated as such.277 In 2007, the definition of medical device was amended and the 

opening words changed to:

“…any instrument, apparatus, appliance, software, material or other article, 

whether used alone or in combination, together with any accessories, including the 

software intended by its manufacturer to be used specifically for diagnostic and/

or therapeutic purposes and necessary for its proper application, intended by the 

manufacturer to be used for human beings for the purpose of…”278 (emphasis 

added)

As a result, as of 2007, software could also be considered a medical device. 

Given the rapid development of both hardware and software in that decade, this 

was a logical step for the EU regulator to take. 

Further, the Medical Device Directive focused on safety requirements 

for medical devices that were marketed inside the EEA. The Directive set the 

requirements regarding the quality of devices and the criteria for their testing, 

certification and labelling.279 Section D below will compare the Medical Device 

Regulation with the Medical Device Directive.

2.4 In Vitro Diagnostic Medical Device Directive

In October 1998, five years after the Medical Device Directive, the European 

Parliament and the Council of Ministers adopted the In Vitro Diagnostic 

Medical Device Directive.280 The EU acknowledged that the Active Implantable 

Medical Device Directive and the Medical Device Directive already covered most 

medical devices. However, the need to also harmonise the regulation of in vitro 

diagnostic medical devices led to the adoption of this Directive. It is, therefore, 

unsurprising that, ‘in the interest of uniform [European] Community rules’, 

277 Ibid., Art 2(1) in conjunction with Art 2(2)(a).
278 Ibid, Art 1(2)(a), after being amended by Directive 2007/47/EC.
279 See, e.g., Directive 93/42/EEC, Annex I for general requirement and requirements 
regarding design and construction, and Directive 93/42/EEC, Annex IX for the classification 
criteria.
280 Directive 98/79/EC of the European Parliament and of the Council of 27 October 1998 on 
in vitro diagnostic medical devices (OJ L 331, 7.12.1998), at 1.
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the In Vitro Diagnostic Medical Device Directive is based largely on the provisions 

of the Active Implantable Medical Device Directive and the Medical Device 

Directive.281

The In Vitro Diagnostic Medical Device Directive focused on medical devices 

for in vitro diagnostics that were manufactured to be used in vitro ‘for the 

examination of specimens, including blood and tissue donations, derived from 

the human body, solely or principally for the purpose of providing information…

’.282 This meant that reactive substances and control materials were included in 

the definition of in vitro diagnostics. Lab equipment, including software, and 

systems that were ‘intended to examine samples taken from the human body’ 

were also part of the definition.283 Furthermore, this Directive introduced a 

European database system that registered information about both manufacturers 

and medical devices.284

After the adoption of these three Directives, it appeared that the European 

medical device market was covered by regulation as planned. The Directives set 

several minimum standards for the use and development of medical devices, 

whether diagnostic or not, while stimulating the internal market for these same 

devices. However, during the first decade of the 21st century, both technological 

developments and a handful of scandals involving medical devices increased the 

need and desire for new legislation.

3. NEED FOR A CHANGE

Over the years, the three Directives described in the preceding section have 

seen several amendments. The Active Implantable Medical Device Directive was 

amended four times, the last time was in 2007. The Medical Device Directive was 

amended five times, for the last time in 2007. Finally, the In Vitro Diagnostic 

Medical Device Directive was amended three times, for the last time in 2011. Table 

13.1 below provides an overview and dates of the amendments and corrections of 

the three Directives.

281 Directive 98/79/EC, Recital 7.
282 Ibid., Art 1 (2)(b).
283 Stefan Kirchner, The European Law of Medical Products (July 2005).
284 Directive 98/79/EC, Recital 29 and Art 14(a).
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Directive Amendment Correction Date

90/385/EEC on Active 
Implantable Medical 
Devices

Council Directive 
93/42/EEC 

12 July 1993

Council Directive 
93/68/EEC

30 August 1993

Regulation (EC) No 
1882/2003 

31 October 2003

Directive 2007/47/EC 21 September 2007

Corrigendum, OJ L 7, 
p. 20 (90/385/EEC)

1 November 1994

93/42/EEC on Medical 
Devices

Directive 98/79/EC 7 December 1998

Directive 2000/70/EC 13 December 2000

Directive 2001/104/EC 10 January 2002

Regulation (EC) No 
1882/2003 

31 October 2003

Directive 2007/47/EC 21 September 2007

98/79/EC on In Vitro 
Diagnostic Medical 
Devices

Regulation (EC) No 
1882/2003

31 October 2003

Regulation (EC) No 
596/2009

18 July 2009

Commission Directive 
2011/100/EU 

22 December 2011

Corrigendum, OJ L 22, 
p. 75 (98/79/EC) 

29 January 1999

Corrigendum, OJ L 6, 
p. 70 (98/79/EC) 

10 January 2002

Table 5.1 Amendments and corrections of Directives 90/385/EEC, 93/42/EEC and 98/79/EC

3.1 The Numbers

As indicated in Table 13.1, the Active Implantable Medical Device Directive and 

the Medical Device Directive have not changed since 2007, while the In Vitro 

Diagnostic Medical Device Directive last changed in 2011. However, since 2007 

and 2011, technology developments have continued and the health sector, in 

particular, has witnessed the proliferation of modern technologies. Nowadays, 

there are over 350,000 health apps in the major app stores (Google, Microsoft 

and Apple).285 Some of these apps are medical apps, while others are health apps 

285 Murray Aitken et al., ‘The Growing Value of Digital Health: Evidence and Impact on 
Human Health and the Healthcare’ (November 2017).



Chapter 5

124

aimed at improving health conditions of their users and could, therefore, be of 

interest to the medical sector. 

Focusing on medical devices specifically, the European medical device sector 

was estimated at roughly EUR 110 billion in 2016, making up almost 30 per cent of 

the world’s medical device market. As such, the European market comes second 

after the US, which is estimated to make up 43 per cent of the world’s medical 

device market.286 Within the EU, the leading countries for medical technology 

are Germany, France, Italy, the UK, Spain and Switzerland. These six countries 

make up just over 80 per cent of the European medical technology market.287 

The European Medical Device Industry Trade Association estimates that there 

are almost 27,000 medical device companies in Europe, of which 95 per cent are 

classified as small- and medium-sized.288 It might not be surprising that most of 

these companies are based in Germany, followed by the UK, Italy, Switzerland, 

Spain and France.289 Companies such as Medtronic, Johnson & Johnson, Phillips 

and Siemens dominate the market.290

3.2 The Need for Legislative Changes

Due to the fact that the EU chose the legal instrument of a directive in the 1990s 

to regulate the medical device market, the desired level of harmonisation was not 

achieved. Because the EU Member States transposed the Directives differently, the 

EU had to deal with discrepancies in the interpretation of the Directives.291 In fact, 

many commentators pointed out that the then existing European framework on 

medical devices was lacking and that this could impact health-related quality of 

life, as well as mortality.292 

286 Medtech Europe, The European Medical Technology Industry in Figures 2019 (December 
2019). 
287 Ibid.
288 Ibid. An enterprise is considered to be small- or medium-sized if it employs fewer than 
250 persons and has an annual turnover not exceeding €50 million. A small company 
employs fewer than 50 persons and has a turnover of less than €10 million.
289 Ibid.
290 MDDI Ranking, Top 40 Medical Device Companies (19 February 2019).
291 European Commission, Factsheet for Authorities in non-EU/EEA States on Medical 
Devices and in vitro Diagnostic Medical Devices (2017). See also Deborah Cohen and Matthew 
Billingsley, ‘Europeans Are Left to Their Own Devices’ (May 2011). 
292 Nicholas Freemantle, Commentary: Evaluating And Regulating Device Therapy’ 
(May 2011). See also Michaela Eikermann et al., ‘Commentary: Europe Needs A Central, 
Transparent, and Evidence based Regulation Process for Devices’ (7 May 2013).
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A scandal involving breast implants was one of the cases that prompted the 

EU regulator to act. The French company Poly Implant Prothèse (‘PIP’) produced 

around two million sets of breast implants over the course of 20 years, between 

1991 and 2010. PIP started with hydrogel implants, then shifted to saline-filled 

implants and finally used a non-approved ‘in-house’ formula of industrial-grade 

silicone. Breast implants are considered to be high-risk medical devices and, as 

such, a third-party conformity assessment body should have been involved in the 

conformity assessment procedure. 

PIP’s breast implants showed an unusually high short-term rupture rate, 

which triggered an investigation. The investigation showed that PIP had used 

industrial silicone, instead of the approved medical grade silicone. As a result, 

the French government recommended approximately 30,000 women to get their 

breast implants removed as a matter of precaution. In 2010, the breast implants 

were removed from the European market and the company was liquidated. As a 

consequence of this scandal, both the public and the European governments and 

authorities lobbied for greater transparency and robustness of the medical device 

market.293 

Another scandal regarding medical devices occurred around the same time.294 

Metal-on-metal hip replacements that specifically targeted young and active 

patients were recalled in 2010. While this kind of hip replacement seemed to be a 

success with young active men, the same was not the case for young women and 

less active men. Average failure rates after seven years were around 10 per cent 

higher then failure rates with implants made of other materials. In addition, there 

were several studies that warned about the release of metals, such as cobalt and 

chromium, into the bloodstream.295

293 European Commission Press Release, Medical Devices: European Commission calls 
for Immediate Actions - Tighten Controls, Increase Surveillance, Restore Confidence (9 
February 2012). See also Toni Hegyi, ‘PIP Breast Implant Scandal: A Story That Triggered 
Change’ (August 2019) and Claudia Frumento, ‘French Breast Implants, the Medical Device 
Regulation, and a Theoretical Case Study’ (June 2017).
294 See European Commission, New Rules to Ensure Safety of Medical Devices’ (20 July 2018).
295 See, e.g., Barry Meier, ‘The Implants Loophole’, The New York Times (16 December 2010). 
See also Deborah Cohen, ‘Faulty Hip Implant shows up Failings of EU Regulation’ (23 
October 2012), Deborah Cohen, ‘How Safe are Metal-on-Metal Hip Implants?’ (28 February 
2012) and Joseph Daniel et al., ‘Metal-on-metal Resurfacing of the Hip in Patients under the 
Age of 55 years with Osteoarthritis’ (March 2004).
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These two cases, coupled with the fast technological developments, helped 

pave the way for new European regulation on medical devices.296 In 2012, the 

European Commission adopted the proposal for two new regulations: one on 

medical devices and the other on in vitro diagnostic medical devices.297 The new 

Medical Device Regulation replaced the Medical Device Directive, as well as the 

Active Implantable Medical Device Directive. The new In Vitro Diagnostic Medical 

Device Regulation replaced the In Vitro Diagnostic Medical Device Directive.298 As 

of May 2017, both Regulations became legally binding. They (will) fully apply as 

of May 2020 and May 2022, respectively. With these two new regulations, the EU 

expects to align ‘technical advances, changes in medical science, and progress in 

law making’.299 

4. MEDICAL DEVICE REGULATION

The two new Regulations have brought several changes to the previous Directives. 

For starters, this time the EU chose the legal instrument of a regulation over a 

directive. While a directive has to be incorporated into national laws, a regulation 

is directly enforceable. The previous Active Implantable Medical Device Directive 

and the Medical Device Directive were incorporated into the Medical Device 

Regulation. Thus, the two new Regulations replaced three directives, which was 

done in the interest of simplification.300 

The Medical Device Regulation now applies to all medical devices apart from 

in vitro diagnostic medical devices, which are covered by the In Vitro Diagnostic 

Medical Device Regulation. More important, however, are the substantive changes. 

This section discusses the most important substantive changes and their impact 

on the development and use of mHealth apps.

296 European Commission, supra note 33. 
297 Commission Proposal for a Regulation of the European Parliament and the of the Council 
on Medical Devices and Amending Directive 2001/83/EC, Regulation (EC) No. 178/2001 and 
Regulation (EC) No. 1223/2009, COM (2012) 542; Commission Proposal for a Regulation of 
the European Parliament and of the Council on In Vitro Diagnostic Medical Devices, COM 
(2012) 541.
298 See Regulation (EU) 2017/745 and Regulation (EU) 2017/746.
299 European Commission, supra note 33. 
300 Regulation 2017/745, Recital 6.
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4.1 Classifications

The Medical Device Directive already contained a classification system dividing 

medical devices into four different classes. Although the design of this classification 

system has remained intact under the Medical Device Regulation, the classification 

of some medical devices has changed.301 This is due to a change in the rules that 

apply to classifications. Some changes have occurred with respect to non-invasive 

medical devices and invasive medical devices. 302 However, the most interesting 

changes regarding the use of modern technologies can be found in active medical 

devices.303 For example, software is, for the first time, classified, either as class I, 

IIa, IIb or III.

The Medical Device Regulation does not define a non-invasive medical 

device, but it does define an invasive medical device. If a device, in whole or in 

part, enters a human body, through orifice or body surface, it is considered to 

be an invasive medical device.304 This might lead one to believe that all medical 

devices that do not penetrate a human body are considered non-invasive medical 

devices. However, being a non-invasive medical device does not prevent it from 

falling into the highest-risk class (class III).305

The idea behind the classification system is that different rules apply to 

different classes of medical devices. The bigger the risk that a medical device 

poses to a patient, the stricter the rules to its design, manufacturing and sales.306 

301 Medical devices were and are subdivided into non-invasive medical devices, invasive 
medical devices and active devices. In addition, there are special rules for certain other 
medical devices. See Directive 93/42/EEC, Annex IV, Ch III and Regulation 2017/745, Annex 
VIII, Ch III.
302 For example, if a medical device is considered to be non-invasive, but consists of a 
substance that is intended to be used in vitro in direct contact with cells, tissues or organs 
that are taken from the human body or with human embryos, it is classified as class III (see 
Regulation 2017/745, Annex VIII, Ch III, Rule 3). Medical devices that incorporate or consist 
of nanomaterial are either classified as class III (if they present a high or medium potential 
for internal exposure), class IIb (if they present a low potential for internal exposure) or class 
IIa (if they present a negligible potential for internal exposure) (see Regulation 2017/745, 
Annex VIII, Ch III, Rule 19). 
303 See 13.10 for the definition of an active device in Directive 90/385/EEC. The current 
Medical Device Regulation maintains the same definition in Art 2(5). 
304 Regulation 2017/745, Art 2(6).
305 See, e.g., the classification of software. If software is placed in the category of a non-
invasive medical device, it can still be classified in class III (see Table 5.3 below).
306 Peter Ogrodnik, ‘Medical Device Design: Innovation from Concept to Market’ (26 
November 2012). Or, as Regulation 2017/745, Recital 58 says: ‘The classification rules, which 
are based on the vulnerability of the human body, should take into account the potential 
risks associated with the technical design and manufacture of the devices.’
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The Medical Device Regulation specifies four different classes, ranging from 

class I, to class IIa, class IIb and finally class III.307 As illustrated in Table 13.2 

below, the classification is based on the perception of risk that a medical device 

poses for the human body. 

Low Risk High Risk

Class I Class IIa Class IIb Class III

Table 5.2 Classification of medical devices under the Medical Device Regulation

Different rules apply to medical devices in different classes. For example, 

with respect to a conformity assessment procedure for medical devices in class I, 

the sole responsibility lies with the manufacturers, which makes this assessment 

almost completely self-regulated. For medical devices in the other three classes, 

however, the involvement of a notified body is compulsory.308

If a manufacturer wants to know into which class its medical device falls, 

it can start with Rule 1 of Annex VIII of the Medical Device Regulation. However, 

even if Rule 1 says that a device is categorised as class I, it is important to continue 

with all other rules as well, because they may change the primary classification of 

Rule 1. Only after all 22 Rules have been checked, will the manufacturer be able to 

safely classify the medical device in the correct class.309 

Rule 11 of the Medical Device Regulation deals with software and, as such, 

clarifies the classification of software as a medical device, which was not the 

case under the Medical Device Directive. Although software can be classified in 

all four classes, depending on its impact, Rule 11 clarifies the distinction between 

the classes. If software is intended to provide information that is used to make 

‘decisions with diagnosis or therapeutic purposes’,310 it is classified as class IIa. 

307 Regulation 2017/745, Art 51(1). This article is based on Art 9 (1) Directive 93/42/EEC; see 
Regulation 2017/745, Recital 58, which says: ‘It is necessary, in particular for the purpose of 
the conformity assessment procedures, to maintain the division of devices into four product 
classes in line with international practice.’
308 Regulation 2017/745, Recital 60. ‘Notified body’ means a conformity assessment body 
designated in accordance with the Medical Device Regulation. See Regulation 2017/745, Art 
2(42).
309 See Ogrodnik, supra note 48.
310 Regulation 2017/745, Annex VIII, Rule 11.
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However, if these decisions have an impact that might cause either death or ‘an 

irreversible deterioration of a person’s state of health’,311 the software will be 

classified as class III. And if the decisions might cause a ‘serious deterioration of 

person’s state of health or a surgical intervention’,312 the software will be classified 

as class IIb. 

Software that is intended to monitor physiological process is classified as 

class IIa. If that kind of software is ‘intended for monitoring of vital physiological 

parameters, where the nature of variations of those parameters is such that it 

could result in immediate danger to the patient’, it will be classified as class IIb. 

All other software is classified as class I. As described in greater detail in Chapter 

2, the UK’s Medicines and Healthcare products Regulatory Agency has developed 

a useful flowchart that can help ascertain the status of a piece of software. The 

classification of software will make it easier for developers of mHealth apps to 

determine, before they start developing their software, into which class their 

software will be placed.313 

Table 5.3 below provides an overview of the rules in the Medical Device 

Directive based on the classes to which they refer. Rules 1– 4 deal with non-

invasive medical devices, Rules 5–8 with invasive devices, Rules 9– 13 with active 

devices and Rules 14– 22 are the so-called ‘special rules’. As illustrated in Table 

13.3, even if a device is non-invasive, it could still be classified in the highest-risk 

class (class III), while an invasive device could be classified as a class I device.

Rule Class I Class IIa Class IIb Class III

1 (non-invasive) *

2 (non-invasive) * * *

3 (non-invasive) * * *

4 (non-invasive) * * *

5 (invasive) * * *

6 (invasive) * * * *

7 (invasive) * * *

8 (invasive) * * *

9 (active) * *

10 (active) * * *

11 (active) * * * *

311 Ibid.
312 Ibid.
313 Adrian Thorogood et al., ‘Genetic Database Software as Medical Devices’ (22 August 2018).
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12 (active) * *

13 (active) *

14 (special rules) *

15 (special rules) * *

16 (special rules) *

17 (special rules) *

18 (special rules) *

19 (special rules) * * *

20 (special rules) * *

21 (special rules) * * *

22 (special rules) *

Table 5.3 Classification rules of the Medical Device Regulation based on the classes

The classes used in the Medical Device Regulation are the official classes developed 

by the European regulator. Notably, the European Medicines Agency (the ‘EMA’), 

‘a decentralised agency of the European Union (EU) responsible for the scientific 

evaluation, supervision and safety monitoring of medicines in the EU’,314 uses 

different categories of medical devices to describe their regulatory requirements.315 

The EMA’s distinction between medical devices and in vitro diagnostic medical 

devices corresponds to the distinction made by the European regulator in the two 

Regulations. However, the EMA also differentiates between medical devices that 

contain an ancillary medicinal substance,316 medical devices made of substances 

that are systematically absorbed,317 borderline products318 and medicinal products 

that include a medical device.319 

314 See the European Medicines Agency website at: https://www.ema.europa.eu/en/about-
us/who-we-are.
315 For a detailed explanation, see the EMA’s website at: https://www.ema.europa.eu/en/
human-regulatory/overview/medical-devices.
316 According to the EMA, this is the case ‘if a medicine is incorporated within a medical 
device and where the main mode of action of the medicine is due to the device’.
317 These are medical devices that are made of substances that are absorbed by the human 
body.
318 These are complex healthcare products for which there is uncertainty over which regulatory 
framework applies. According to the EMA, common borderlines are between medicinal 
products, medical devices, cosmetics, biocidal products, herbal medicines and food 
supplements.
319 This is the case if a medical device enables the delivery of the medicine.
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Although, at first glance, it might seem odd that the EMA uses different 

classifications from the Medical Device Regulation, this is understandable. 

Namely, the EMA does not explain to manufacturers how to comply with the 

Medical Device Regulation, but rather when the EMA’s involvement is necessary. 

As long as manufacturers are aware of this, the classification made by the EMA 

can help manufacturers to determine if, when and how they need to involve the 

EMA in their (development) process.

4.2 Conformity Assessment Procedures 

Annex IX of the Medical Device Regulation addresses the conformity assessment 

that is based on a quality management system and assessment of technical 

documentation. With respect to mHealth apps, of a particular interest is the 

requirement that, for class III implantable devices, the notified body needs to 

verify the quality of clinical data supporting the clinical evaluation report or the 

manufacturer.320 

The guidance document in force as of the date of this writing, however, is 

somewhat outdated and an adjustment is needed for it to help manufacturers 

comply with this requirement.321 Only a small part of mHealth applications will 

be classified as class III, as only devices that provide information used to take a 

decision with diagnosis or therapeutic purposes and which may cause death or 

an irreversible deterioration of someone’s health, will have to comply with these 

strict requirements.322

4.3 European Database and Unique Device Identification 

Since 1998, the EU has had the European Databank on Medical Devices (the 

‘EUDAMED’). In 2008, a second version of the EUDAMED was launched, but it was 

still not used very much by competent authorities of the Member States.323 The 

EU has been working on a third version of the EUDAMED, which is supposed to 

provide more information to a broader public compared to the first two versions. 

320 Regulation 2017/745, Annex IX, Ch II, Art 5.1(a).
321 Guidelines on Medical Devices, MEDDEV 2.7/1 revision 4. Clinical Evaluation: A Guide for 
Manufacturers and Notified Bodies (June 2016).
322 Regulation 2017/745, Annex VIII, Chapter III, Rule 11.
323 Evaluation of the European Databank on Medical Devices (11 October 2012), available at: 
https://ec.europa.eu/docsroom/documents/12981.



Chapter 5

132

This version will be fully ready in 2027, when all the information of the unique 

device identifiers (as further described below) should be finalised.324

The first two versions of the EUDAMED were originally unavailable to the 

public, and only the national and EU competent authorities could access it.325 Under 

the Medical Device Regulation, access to the EUDAMED has improved immensely. 

Competent authorities of the Member States and the European Commission still 

have access to the whole database. Other interested groups, such as the notified 

bodies, economic operators (i.e., manufacturers), experts and the public, including 

healthcare providers, have access to parts of the information relevant to them.326 

Also, the information in the database has expanded. For example, information 

on manufacturers and data on approvals and clinical studies can be found in the 

EUDAMED, but also post-market details are stored in the database.327 

Part of the expansion of the EUDAMED entails adding the unique device 

identification system (the ‘UDI system’).328 According to the European Commission, 

this will, among other things, improve incident reporting and reduce medical 

errors.329 The UDI system consists of the following four components: 

1. production of a unique device identifier,

2. placing of the UDI on the device of its packaging,

3. storage of the UDI and

4. establishment of an UDI database.330

324 Dorothée Camus et al., ‘New European Medical Device Regulation: How the French 
Ecosystem should Seize the Opportunity of the EUDAMED and the UDI System, while 
Overcoming the Constraints thereof’ (13 December 2018).
325 Christa Altenstetter, ‘EU and Member State Medical Devices Regulation’ (January 2003). 
326 Regulation 2017/745, Arts 26, 27 and 33, in conjunction with Recital 41. The public website 
will be available at: https://ec.europa.eu/tools/eudamed when the new version EUDAMED is 
ready, not before.
327 Magali Contardi, Changes in the Medical Device’s Regulatory Framework and Its Impact 
on the Medical Device’s Industry: From the Medical Device Directives to the Medical 
Device Regulations (27 November 2019). See also Elisabetta Bianchini et al., ‘Unique Device 
Identification and Traceability for Medical Software: A Major Challenge for Manufacturers in 
an Ever-evolving Marketplace’ (13 March 2019).
328 Regulation 2017/745, Arts 27 and 28.
329 Commission Recommendation of 5 April 2013 on a common framework for a unique 
device identification system of medical devices in the Union (2013/172/EU).
330 Regulation 2017/745, Art 27(1). ‘UDI’ stands for ‘a series of numeric or alphanumeric 
characters that is created through internationally accepted device identification and coding 
standards and that allows unambiguous identification of specific devices on the market’. 
Regulation 2017/745,Art 2(15). For a more detailed explanation of the UDI system, see Camus 
et al., supra note 66.
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Since mHealth medical devices will, naturally, also be part of both the UDI 

system and the EUDAMED, healthcare providers will have greater transparency 

regarding these devices.

4.4 Purpose and Definition of Medical Device

According to Article 2(1) of the Medical Device Regulation, unlike software, a device 

does not need a medical purpose to fall within the scope of the Regulation. Devices 

that are used to control or support conception or products that are intended for 

cleaning either medical devices or active devices, are also considered medical 

devices. Furthermore, if a device is mentioned in Annex XVI of the Regulation, 

which contains a list of groups of products without an intended medical purpose, 

the device is not considered a medical device, but the Regulation still applies.331

Some of the devices in Annex XVI did not have to comply with the Medical 

Device Directive, such as, for example, contact lenses that do not have a medical 

purpose, but are worn for aesthetic reasons.332 These devices do, however, present 

a high risk for a person’s health and are therefore now covered by the Regulation. 

To determine whether a device is part of the list of products in Annex XVI, the 

state of the art and existing harmonised standards for similar devices that do have 

a medical purpose and that are based on similar technologies will be considered.333 

Furthermore, if a device has both a medical and a non-medical purpose, the device 

must comply with the requirements for both categories cumulatively.334

The definition of medical device changed somewhat in the new Regulation 

regarding the purpose of the device, compared to the Medical Device Directive. 

Under the Directive, the manufacturer had to have an intended purpose of ‘…

diagnosis, prevention, monitoring, treatment or alleviation of disease…’.335 The 

Regulation has added two more elements – prediction and prognosis.336 

331 Regulation 2017/745,Art (2)1 in conjunction with Art 1(2).
332 These are, e.g., contact lenses that are only worn to change one’s eye colour. Other 
examples of devices mentioned in Annex XVI are: products that are intended to be introduced 
in the human body through surgically invasive means with the purpose of modifying the 
anatomy or fixation of body parts (i.e., breast implants) and equipment that is intended to 
be used to reduce, remove or destroy adipose tissue (i.e., equipment for liposuction).
333 Regulation 2017/745,Art 1(2).
334 Ibid., Recital 12.
335 Directive 93/42/EEC, Art 1(2)(a).
336 Regulation 2017/745, Art 2(1).
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These two terms have broadened the definition of medical device considerably. As 

a consequence, mHealth apps that focus on the prediction of a disease are now 

also considered to be a medical device.

There is one striking exception regarding mHealth apps being considered 

medical devices: The preamble of the Medical Device Regulation mentions that 

software intended by the manufacturer for general purposes is not considered a 

medical device, even if such software ends up being used in the medical context. 

The same applies to software that the manufacturer intended for lifestyle or 

wellbeing purposes.337 Therefore, such software is also not mentioned in Annex 

XVI of the Regulation, which means that the Regulation does not apply to health 

apps and wearables. 

The explicit exemption of general health apps from the definition of medical 

device is a missed opportunity for the European regulator. It is noteworthy that the 

European regulator often uses the use of terms such as ‘lifestyle’ and ‘wellbeing’ 

in discussions about health.338 Interestingly enough, this time the use of these 

terms has led to a situation where health apps and wearables that are used in the 

medical context, but do not have such a purpose, are explicitly excluded from the 

Regulation. As a consequence, health apps that are developed by a HealthTech 

company, for example, but have a lifestyle purpose are also not covered by the 

Regulation. 

An alternative step would have been to mention health apps and wearables, 

especially those that are used in the medical context, in Annex XVI. That way, such 

devices would not have been medical devices per se, but the manufacturer would 

still have to comply with the Regulation and at least the requirements of risk 

management systems as set out in Annex I of the Regulation would apply.339 This 

would have lessened the burden for the manufacturer (compared to the situation 

where such apps and wearables are expressly considered medical devices), while 

still ensuring that patients and healthcare institutions know the device complies 

with certain minimum standards. Furthermore, these apps and wearables would 

have been part of the EUDAMED, which would have improved transparency for 

both the public and healthcare institutions. In addition, at the very least, this 

337 Ibid., Recital 19.
338 Regarding the use of such terms as ‘lifestyle data’ and ‘wellbeing data’ in the context of 
the term ‘data concerning health’ used in the GDPR see Trix Mulder, ‘The Protection of Data 
Concerning Health in Europe’, European Data Protection Law Review (June 2019).
339 Regulation 2017/745, Art 1(2).
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solution would have encouraged manufacturers of health apps and wearables to 

rethink and re-evaluate their devices.

In conclusion, the Medical Device Regulation has introduced changes that 

will impact the development and use of mHealth apps. For manufacturers, the 

change in classification will probably be one of the biggest adjustments, especially 

if a medical device is classified as a class III device, because then clinical proof will 

have to be of a much higher standard than before. In addition, the obligation to 

add a UDI will also impact manufacturers. A missed opportunity is, however, that 

general health apps and wearables do not fall within the scope of the Regulation, 

even if they are used in the medical context. As a result, these apps and wearables 

will not be part of the EUDAMED, which is now accessible to virtually all relevant 

stakeholders.

5. IN VITRO DIAGNOSTICS MEDICAL DEVICE REGULATION

exception for in vitro diagnostic medical devices that are covered by the In Vitro 

Diagnostic Medical Device Regulation (2017/746).340 In vitro diagnostics are tests 

that are done on samples that have been taken from the human body (e.g., blood).341 

This means that in vitro diagnostic medical devices (‘IVDDs’) do not come in 

direct contact with a human body. This unique element is one of the reasons the 

European regulator chose a separate regulation for IVDDs. Other specific features 

of IVDDs are, for example, risk classification and clinical evidence, each of which 

is described in continuation.342 

Since the main difference between medical devices and IVDDs is the direct 

contact with patients by the former and the indirect contact with patients by the 

latter, the risks for patients are very different. This is also the case because IVDDs 

do not provide treatment. According to the In Vitro Diagnostic Medical Device 

Regulation, an IVDD is: 

“…any medical device which is a reagent, reagent product, calibrator, control 

material, kit, instrument, apparatus, piece of equipment, software or system, 

340 Regulation 2017/745, Art 1(6)(a), in conjunction with Recitals 6 and 7.
341 For an explanation of these devices, see the US Food & Drug Administration: In Vitro 
Diagnostics, available at: https://www.fda.gov/medical-devices/products-and-medical-
procedures/vitro-diagnostics (December 2019).
342 Regulation 2017/746, Recital 6.
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whether used alone or in combination, intended by the manufacturer to be used 

in vitro for the examination of specimens, including blood and tissue donations, 

derived from the human body, solely or principally for the purpose of providing 

information on one or more of the following: 

a. concerning a physiological or pathological process or state; 

b. concerning congenital physical or mental impairments; 

c. concerning the predisposition to a medical condition or a disease; 

d. to determine the safety and compatibility with potential recipients; 

e. to predict treatment response or reactions;

f. to define or monitoring therapeutic measures.

Specimen receptacles shall also be deemed to be in vitro diagnostic medical 

devices.”343

Similar to medical devices under the Medical Device Regulation, IVDDs under 

the In Vitro Diagnostic Medical Device Regulation are also subject to a classification 

system and divided into four classes: class A, class B, class, C and class D. Table 

5.4 below provides an overview of the rules for each of the classes. Evidently, 

there are significantly fewer rules in this Regulation compared to the Medical 

Device Regulation: seven compared to 22 rules.

Rule Class A Class B Class C Class D

Rule 1 *

Rule 2 * *

Rule 3 *

Rule 4 * *

Rule 5 *

Rule 6 *

Rule 7 *

Table 5.4 Classification rules of the In Vitro Diagnostic Medical Device Regulation based on the classes

These rules, however, will have limited impact on the development of 

mHealth devices because mHealth devices do come into direct contact with the 

patient through the use of mobile devices.

343 Ibid., Art 2(2).
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To conclude, the choice of a separate regulation to deal specifically with 

IVDDs, instead of incorporating these rules into the general Medical Device 

Regulation, is understandable. The risks for patients are entirely different since, 

unlike medical devices, IVDDs do not come into direct contact with patients. 

Whereas IVDDs might impact the use and development of eHealth applications 

in general, as indicated above, their impact on mHealth apps specifically will be 

limited. 

6. MEDICAL DEVICE REGULATIONS AND THE GENERAL 
DATA PROTECTION REGULATION 

The Medical Device Regulation is not the only European regulation that impacts the 

development and use of eHealth and mHealth apps. The other relevant European 

regulation deals with data protection, which is described in more detail in Chapter 

2. By way of brief background, the European Data Protection Directive344 was 

adopted in 1995 and Member States had three years to adopt national legislation 

to make sure they complied with this Directive.345 In 2016, one year before the 

medical device and IVDD regulations, the European regulator replaced the Data 

Protection Directive with the GDPR,346 which became applicable from 25 May 2018. 

The GDPR is a non-sectoral data protection regulation. As such, it covers 

almost all sectors, including the medical sector.347 The GDPR protects sensitive 

data, which includes data concerning health.348 In principle, this kind of data 

cannot be processed. There are, however, several exceptions to that rule.349 The 

exception that is most useful for healthcare providers is that data concerning 

health can be processed if it is necessary for either a medical diagnosis or a 

344 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on 
the protection of individuals with regard to the processing of personal data and on the free 
movement of such data.
345 Ibid., Art 32.
346 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC.
347 Exceptions on the material scope of the GDPR can be found in Art 3 of the GDPR. See also 
Victoria Chico, ‘The Impact of the General Data Protection Regulation on Health Research’ 
(17 November 2018).
348 Regulation 2016/679, Art 9.
349 Ibid., Art 9(2).
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patient’s treatment, as long as personal data is being processed by or under the 

responsibility of a professional who is subjected to the obligation of professional 

secrecy.350 If this is not the case, healthcare professionals can use the exception of 

explicit consent.351

The difficulty with the Medical Device Regulation is that it applies to both 

devices and software, and makes no distinction (in the definition of a medical 

device) between devices that are made for the medical sector specifically and those 

that are not.352 As long as the intended purpose of an app or device is medical, the 

device is deemed to be a medical device.353

However, the preamble of the Medical Device Regulation clearly states that: 

“…software in its own right, when specifically intended by the manufacturer to be 

used for one or more of the medical purposes set out in the definition of a medical 

device, qualifies as a medical device, while software for general purposes, even 

when used in a healthcare setting, or software intended for life-style and well-

being purposes is not a medical device.”354

This means that, although personal data that is being processed by these 

health apps and wearables is considered to be data concerning health under the 

GDPR, the software or wearable is not a medical device under the Medical Device 

Regulation.

There are hundreds of thousands of health apps and wearables, such as for 

example, Strava and Fitbit, available in different app stores that are not developed 

with a medical purpose, but could still be used by healthcare professionals in 

a medical setting and, as such, improve treatment and diagnosis of patients.355 

350 Ibid., Art 9(1), in conjunction with Art 9 (2)(h) and 9(3).
351 Ibid., Art 9 (2)(a). See also Wouter Koelewijn, ‘Privacy from a Medical Perspective’ (16 
October 2018).
352 As noted above, the Medical Device Regulation defines a medical device as ‘any instrument, 
apparatus, appliance, software (…) intended by the manufacturer to be used, alone or in 
combination, for human beings for one or more of the following specific medical purposes’. 
Even though it is not a prerequisite, in most cases an app or device with a medical purpose 
will be developed specifically for the medical sector. 
353 There are two exceptions to the ‘intended purpose’ of the device; see 13.49 for an 
explanation. One of the ways to determine whether software is a medical device is by using 
the UK’s Medicines and Healthcare products Regulatory Agency flowchart. See Chapter 2 for 
more information about the flowchart.
354 Regulation 2017/745, Recital 19.
355 Aitken et al., supra note 27.
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In some cases, manufacturers of health apps and wearables can also be 

manufacturers of medical apps and wearables. Although in both cases the 

manufacturers will have to comply with the GDPR, it will depend on the purpose 

of the app or wearable whether they have to comply with the Medical Device 

Regulation as well. 

As noted above, health apps and wearables that are not considered to be 

medical devices will not be part of the EUDAMED, with all its information on 

the manufacturer and the device.356 Furthermore, it will be very difficult for 

practitioners to determine which of these health apps and wearables can be 

used in the medical context and which cannot. As a consequence, there is no 

information available for healthcare professionals regarding the reliability of the 

collected personal data, which makes it hard to use this data for diagnosis or 

treatment purposes.

There is another issue that arises due to the fact that general health apps 

and wearables, even when used in the medical context, are not considered to be 

medical devices. If a device is a medical device, the data that is being processed 

will most probably be processed under the responsibility of the practitioner and, 

as such, under the responsibility of someone who is under the obligation of 

professional secrecy.357

However, healthcare professionals and patients cannot be sure whether the 

exception for the processing of data concerning health under the obligation of 

someone with professional secrecy also applies when they use health apps that 

might or might not comply with the Medical Device Regulation. Combining 

that knowledge with the fact that more and more (commercial) health apps 

are being used for treatment purposes, the medical sector will have to use two 

different systems for the use of health apps: one in which the GDPR exception for 

processing data concerning health applies and one where this is not the case and 

patient’s explicit consent is needed. This is a significant loophole in the European 

legislation that affects healthcare providers, health app developers and patients.

To conclude, because of the exclusion of health apps and wearables from the 

definition of a medical device or a device that is not a medical device, but must 

nevertheless comply with the Medical Device Regulation, healthcare institutions 

356 See above.
357 Trix Mulder, ‘Health Apps, their Privacy Policies and the GDPR’, European Journal of Law 
and Technology (1 June 2019).
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will need two different systems to make sure they can comply with the GDPR. This 

situation is not beneficial for healthcare institutions, patients or manufactures 

alike.

7. CONCLUSION

Both the Medical Device Regulation and the In Vitro Diagnostics Medical Device 

Regulation have brought several significant changes compared to the regime 

applicable under their predecessor Directives. While the former Regulation will 

impact the use and development of mHealth significantly, the impact of the latter 

Regulation on mHealth will be minimal. Furthermore, as described in section H 

above, the Medical Device Regulation also has to interact with the GDPR, and this 

interaction is not as easy as one would expect. 

The most important changes the Medical Device Regulation will bring to the 

use and development of mHealth apps are the changes in the classification system 

and the conformity assessment procedures, the expansion of the contents and 

access to the EUDAMED, as well as the use of the UDI system and the changes in 

the definition of medical device, which are mostly related to the purpose for which 

the device is used. Overall, the Medical Device Regulation is a step forward in the 

use and development of mHealth, even though there are also some opportunities 

that the European regulator may have missed. In other words, there is definitely 

room for improvement if the EU wants to really boost the use of mHealth in 

Europe.
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EPILOGUE 3: HEALTH APPS AND WEARABLES AS A MEDICAL 
DEVICE

Part III of this thesis studied health apps and wearables as medical devices. 

The last decades the health care sector has recognised that digital health can be 

beneficial for both patients and practitioners, for example for increasing patients’ 

engagement in their own treatment process.358 This, in turn, has also drawn the 

attention of the European regulator. Enabling both eHealth359 and mHealth360 have 

been a priority of the European Commission during the last decade.361 Part III of 

this research has described and analysed both the new European Medical Device 

Regulation362 and the new In Vitro Diagnostic Medical Device Regulation363 in 

relation to health apps and wearables. 

The Medical Device Regulation was supposed to go into effect in May 2020. 

However, due to the Covid-19 pandemic, the E.U. decided to postpone this until 

May 2021.364 The European Parliament and the Council of the E.U. believed 

that “Member States, health care institutions, economic operators and other 

relevant partners will not be in a position to ensure the proper implementation 

and application”365 of the MDR due to the “unprecedented magnitude of the 

current challenges, and taking into account the complexity of Regulation (EU) 

2017/745.”366 The In Vitro Diagnostic Medical Device Regulation will, as planned, 

replace a previous directive on medical devices in May 2022.367 

358 Thomas Martin, ‘Assessing mHealth: Opportunities and Barriers to Patient Engagement’ 
(3 August 2012).
359 eHealth is used in Part III of this thesis as an umbrella term encompassing the use of 
information and computer technologies in healthcare.
360 Part III of this thesis uses mHealth to specifically refer to the use of mobile devices to 
provide healthcare.
361 See, e.g., Commission to the European Parliament, the Council, the European Economic 
and Social Committee and the Committee of the Regions, ‘eHealth Action Plan 2012-2020: 
Innovative healthcare for the 21st century’ (7 December 2012).
362 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 
on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and 
Regulation (EC) No 1223/2009, and repealing Council Directives 90/385/EEC and 93/42/EEC.
363 Regulation (EU) 2017/746 of the European Parliament and of the Council of 5 April 2017 on 
in vitro diagnostic medical devices, repealing Directive 98/79/EC and Commission Decision 
2010/227/EU.
364 Article 123 Medical Device Regulation in conjunction with Article 1 (8,a) Regulation 
(EU) 2020/561 of the European Parliament and of the Council of 23 April 2020 amending 
Regulation (EU) 2017/745 on medical devices, as regards the dates of application of certain 
of its provisions.
365 Regulation (EU) 2020/561 consideration 4.
366 Ibid.
367 Article 113 Regulation (EU) 2017/746.
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1. TRANSFER OF PERSONAL DATA

Parts I till III of this thesis showed that on a European level, the GDPR and the 

Medical Device Regulation do not always interact in the best possible way. However, 

the GDPR does not apply in a vacuum; both practical reality as well as other 

regulations impact the way the GDPR is interpreted and therefore the way personal 

data are protected. This is also the case for the protection of data concerning 

health, which data is created and processed via (health) apps and wearables. The 

GDPR has to interact with other European regulations, with the technical reality 

of (health) apps and wearables and with law and regulations outside of the E.U.. 

Therefore, Part IV of this thesis further examines these practices. In doing so, this 

thesis fi rst focusses on the concept of transfer of personal data from both a GDPR 

perspective and a technical point of view. Second, where the GDPR mentions the 

transfer of personal data to ‘third countries’, Part IV of this thesis will use the 

European concept of ‘data concerning health’ as a starting point to examine how 

this term is protected in the U.S., focusing mostly on the federal level. Finally, 

the epilogue of Part IV of this thesis will refl ect on the impact of the Schrems II 

judgment368 on health apps and wearables.

Figure 1: Parts I till IV of this thesis

368 Case C-311/18 of 16 July 2020, ECLI:EU:C:2020:559 (Schrems II).
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1. INTRODUCTION

In our rapidly evolving digital world, people use various modern technologies to 

track and measure their health and fitness. Modern technologies such as mobile 

applications and wearables (including watches, bracelets and smart fashion) 

are used to get into shape, keep fit, lose weight, reduce stress, manage mental 

health disorders, test and diagnose for specific diseases such as malaria, help with 

family planning and ovulation tracking, etc. The technologies enable people to 

monitor their own health and fitness by entering personal health data and using 

(pressure) sensing technologies which measure vital signs (such as heartrate) and 

track progress (such as counting steps).369 New health technologies are a key area 

of 21st century knowledge societies and economies, offering potential for growth 

and economic development.370 It is one of the largest growing global markets. 

According to a recent article, there are more than 300 000 health related mobile 

device applications.371 While the use of these technologies may bring benefits to 

society as they reduce the burden on doctors and empower people by putting 

them in control of their own health, in particular in low income and difficult to 

reach areas, the downside is that these technologies generate massive amounts of 

health data. Considering that health data comes within a person’s most intimate 

sphere, it could have a great impact on a person’s life if this data was freely 

available. Risks include discrimination and violation of fundamental rights. 

There have been many reports over the past couple of years or so of data 

breaches and companies (routinely) sharing data. The 2018 Strava and Polar 

incidents372 immediately come to mind, but also Ovia (a pregnancy tracking app) 

sharing intimate information with employers and insurers,373 Facebook having 

369 B. Millington, ‘Smartphone Apps and the Mobile Privatization of Health and Fitness’, 
Critical Studies in Media Communication, v31 n5, December 2014, p. 479-493.
370 M. L. Flear et al., European Law and New Health Technologies, Oxford: University Press, 
2013, p. 1.
371 Editorial, An app a day is only a framework away, Elsevier, The Lancet Digital Health, Volume 
1, Issue 2, June 2019, Page e45, available at <https://www.sciencedirect.com/science/article/
pii/S2589750019300317>.
372 See for example: <https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app 
-gives-away-location-of-secret-us-army-bases> and <https://decorrespondent.nl/8480/
this-fitness-app-lets-anyone-find-names-and-addresses-for-thousands-of-soldiers-
and-secret-agents/260810880-cc840165>.
373 See for example: <https://www.washingtonpost.com/technology/2019/04/10/tracking-
your-pregnancy-an-app-may-be-more-public-than-you-think/?noredirect=on&utm_
term=.7f91beb5e812>.



The GDPR Transfer Regime and Modern Technologies

149   

6

access to sensitive information374 and many more examples of health data being 

compromised by the use of modern technologies.375 Our health data is particularly 

vulnerable if it is processed outside the protected sphere of a medical environment 

where health data is processed by professionals who are under the obligation 

of medical confidentiality. The health data that is processed by these modern 

technologies is, most of the time, processed by commercial companies who are 

generally unclear about their processing activities and with whom they share the 

collected data.376 

Legally a lot can be said about modern technologies, their use, privacy risks, 

infringements of rights, etc. This paper focusses specifically on transfer and 

modern technologies. Inherent to the nature of these technologies is that data 

is not bound by borders. Users of modern technologies may be located anywhere 

in the world and data may move across the globe while being processed by 

companies established anywhere in the world. One of the main challenges of the 

borderless nature of data processing is that it is difficult to track the data and as 

a consequence difficult to determine jurisdiction, which may lead to difficulties in 

data subjects exercising rights in cases of infringements. 

Within the European Union (EU) data is protected by the General Data 

Protection Regulation (GDPR).377 The GDPR protects data, among other things, 

when it is transferred across borders. This research aims to answer how the GDPR 

transfer regime applies to data processing by modern technologies, if at all, and 

whether the GDPR legal framework as such offers sufficient protection. When 

using modern technologies, the data is collected by a device (such as a smartphone 

or wearable) by using applications developed by commercial companies. The 

applications ‘send’ the data to the servers of the company which owns the app 

and which then processes the data. What exactly happens technically behind the 

374 See for example: <https://www.wsj.com/articles/you-give-apps-sensitive-personal-
information-then-they-tell-facebook-11550851636?mod=e2tw> and <https://www.
theguardian.com/technology/2017/may/01/facebook-advertising-data-insecure-teens>.
375 See: <https://theoutline.com/post/7039/there-is-a-reason-apps-make-it-so-fun-to-
track-your-health>.
376 T. Mulder, M. Tudorica, Privacy policies, cross-border health data and the GDPR, 
Information & Communications Technology Law (2019) 28,3.
377 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) [2016] OJ L 119/1.
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scenes is unclear. It is therefore unclear whether ‘sending’ data between the device 

and the server of a company can be seen as a transfer within the meaning of the 

GDPR and whether the GDPR transfer regime applies to processing by modern 

technologies.

This research argues that the complexity of the GDPR legal framework does not 

offer sufficient protection against processing by modern technologies. By taking 

a technical, behind the scenes perspective and looking at whether the (technical) 

process of ‘sending’ data from a user’s device to the server of a company can be 

seen as a transfer within the meaning of the GDPR, we argue that this process is 

a mere transit of data where the device functions only as a tool for the companies 

to collect data.378 In coming to this conclusion, this article first needs to establish 

what the legal basis for processing health data by modern technologies is. We 

then look at the technical process used by modern technologies and whether the 

GDPR transfer regime applies to this process in order to conclude whether the 

legal basis and the GDPR legal framework offer sufficient protection to processing 

by modern technologies.

2. LEGAL BASIS FOR PROCESSING HEALTH DATA BY 
MODERN TECHNOLOGIES

The GDPR provides rules for the protection of personal data and free movement 

of such data in order to protect the fundamental rights and freedoms of persons. 

It applies to the processing of personal data of data subjects who are in the EU, 

regardless of where the controller or processor are established.379 This means 

that the GDPR applies to any company around the globe processing data of data 

subjects who are in the EU if the processing activities relate to offering goods or 

services to data subjects or monitoring the behavior of data subjects. As such, 

the GDPR aims at offering a similar level of protection for EU citizens regardless 

378 See for example: The concept of ‘transfer’ of data under European data protection law 
– in the context of transborder data flows, Faculty of Law – University of Oslo, 01-12-
2015, available at: <https://www.duo.uio.no/bitstream/handle/10852/49722/8026_The-
concept-of-transfer-of-data-under-European-data-protection-law---In-the-context-
of-transborder-data-flows.pdf?sequence=1&isAllowed=y>.
379 Articles 2 and 3 GDPR.
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of where the data is being processed.380 This is particularly important when 

health data is being processed by commercial companies who are not under any 

obligation of professional secrecy. In previous research we have established that 

many companies deny or at least do not mention the fact that they process health 

data while in fact they are.381 

While we use the more overarching term health data, Article 4 (15) of the 

General Data Protection Regulation (GDPR) refers to it as ‘data concerning health’ 

and defines it as:

“Personal data related to the physical or mental health of a natural person, including 

the provision of healthcare services which reveal information about health status.”382 

This is a very broad definition: any information which can reveal something 

about a person’s (mental) health is considered to be health data. In the annex 

to its letter to the European Commission, the Article 29 Working Party (now the 

European Data Protection Board)383 clarified the scope of the definition of data 

concerning health in relation to lifestyle and wellbeing apps and provides criteria 

to determine when data processed by such apps and devices is health data.384 

According to the Article 29 Working Party, personal data is health data when (1) 

the data is clearly medical data, (2) the data is raw sensor data that can be used 

in itself or in combination with other data to draw a conclusion about the actual 

health status or health risk of a person or (3) conclusions are drawn about a 

person’s health status or health risk.385 This means that, in general, data is health 

data when it is used or can be used to draw conclusions about a person’s health. 

380 N. Dasko, ‘The General Data Protection Regulation (GDPR) – A Revolution Coming 
of European Data Protection Laws in 2018. What’s New for Ordinary Citizens?’, 
Comparative Law Review, p. 128, available at: http:h//tdtpx:./d/odix.o.drgo/i.1o0rg.
g1/21707.152/7C77L7R5./2C0L1R7.2.00156.
381 T. Mulder, M. Tudorica, Privacy policies, cross-border health data and the GDPR, 
Information & Communications Technology Law (2019) 28,3.
382 Article 4 (15) GDRP.
383 The EDPB is the independent European advisory body on data protection.
384 Article 29 Data Protection Working Party, Letter to Mr. Timmens and Annex – health 
data in apps and devices, 2015, available at: <https://ec.europa.eu/justice/article-29/
documentation/other-document/files/2015/20150205_letter_art29wp_ec_health_data_
after_plenary_en.pdf> and <https://ec.europa.eu/justice/article-29/documentation/other-
document/files/2015/20150205_letter_art29wp_ec_health_data_after_plenary_annex_
en.pdf>.
385 Article 29 Working Party (A29WP), Annex by letter – health data in apps and device, 2015 
p. 5.
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However, the Article 29 Working Party also acknowledges that in some 

cases the raw data itself is considered to be health data. It also acknowledges 

that presumably simple facts about individuals, such as IQ, wearing glasses or 

lenses, smoking and drinking habits, membership of patient support groups, 

etc. are considered to be health data. In our view, the mere fact that a person 

uses an app, for example to help quit smoking or to count calories already says 

a lot about a person. Whether or not true, the conclusion can be drawn that the 

person is a smoker or may be obese and that he or she may have health issues 

(such as lung or heart problems) because of this. The mere fact that a person 

uses a health app already can say a lot about their health, and even more so 

when the data is combined with other health information about a person. For 

example, an employer or insurer buying health data and combining it with the 

information already on record not only violates privacy but can also discriminate 

against their employee or the insured. This could lead to increases in insurance 

fees, rejection of insurance and perhaps even in unemployment. Data generated 

by modern technologies which can conclude something about a person’s 

health in the broadest sense can therefore generally be seen as health data.

Health data has had a long history of being seen as a special category of 

data, also referred to as sensitive data, that requires additional protection. As 

such, Article 9 of the GDPR prohibits the processing of health data unless there 

is a legal basis to do so. If there is no legal basis for processing, the processing is 

considered to be unlawful. According to the GDPR, explicit consent given by the 

data subject is the legal basis for processing health data by modern technologies.386 

The GDPR thus allows processing of personal health data by companies when a 

data subject explicitly consents. Consent of the data subject within the meaning 

of the GDPR means a clear affirmative act establishing at least the freely given, 

informed indication that the data subject agrees to the processing of his or her 

personal data.387 Consent can also be given by electronic means, for example 

by ticking a box when visiting a website, choosing certain technical settings or 

any other statement or conduct which clearly indicates in this context the data 

subject’s acceptance of the proposed processing. Pre-ticked boxes or inactivity by 

386 Article 9 (2,a) GDPR and Article 6 (a) GDP
387 Article 4 (11) GDPR.
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the data subject do not constitute consent.388 The request for consent has to be 

clear, concise, not unnecessarily disruptive and needs to be presented in a clearly 

distinguishable form, meaning that it may not be buried within the fine print of 

a privacy policy or contract.389 

While at first sight it looks as if the GDPR offers sufficient protection 

against the processing of health data, the practical reality is quite different. 

Previous research has shown that companies offering health apps are by no 

means transparent about their processing activities and whom they share the 

data with.390 While data subjects to some degree consent to data processing, some 

health apps do not even recognize the fact that they process health data, resulting 

in a lack of legal basis. As a result of this, risks of violation of rights and freedoms 

remain, as well as physical and practical challenges related to the use of modern 

technologies to process health data, such as jurisdiction and exercise of rights.

3. BEHIND THE SCENES OF MODERN TECHNOLOGIES

Processing personal data according to the GDPR includes ‘collection, recording, 

organization, structuring, storage, adaptation or alteration, retrieval, consultation, 

use, disclosure by transmission, dissemination or otherwise making available, 

alignment or combination, restriction, erasure or destruction’ of data.391 This 

very broad definition means that basically any action performed on personal 

data is processing. The one word that is missing from the definition is transfer 

of data. What is however mentioned by the definition in Article 4 (2) GDPR is 

that processing also includes disclosing the data by transmission and dissemination or 

otherwise making it available. While it is interesting that transfer is not included in 

the definition for processing, disclosing and making data available can be seen as 

transfer of data. 

388 Recital 32 GDPR. See also L. Golba, ‘Consent for Personal Data Processing in Digital 
Environment According to GDPR’, Annuals of the Administration and Law, no. 17 (2), p. 253-
265.
389 Article 7 (1) GDPR.
390 See for example: <https://www.theguardian.com/technology/appsblog/2013/sep/03/
fitness-health-apps-sharing-data-insurance>; T. Mulder, ‘Health Apps, their Privacy 
Policies and the GDPR’, European Journal of Law and Technology, (10) 1 (2019).
391 Article 4 (2) GDPR.
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Transfer has an important role in the GDPR. While the free flow of 

information has always been promoted by data protection legal frameworks, 

the major concern was that data protection legislation could be circumvented by 

moving processing operations to countries with no or less strict data protection 

laws.392 European data protection legal frameworks have therefore always been 

cautious about transferring data to third countries who are not part of the legal 

regime. In order to prevent data from being transferred to ‘data havens’, the 

principle of equivalent protection was introduced, meaning that there should be no 

restrictions on transborder data flows to states with legal regimes which ensure 

data protection equivalent to data protection offered by the GDPR. Chapter V of 

the GDPR is dedicated to transfers of personal data to third countries or international 

organisations. Modern technologies process data electronically, making it 

easy to transfer data across the globe. The data can be sent from one actor to 

another or made accessible to more than one actor in a blink of an eye. Modern 

technologies thus impact the way that personal health data can be collected.

These modern technologies, such as mobile applications and wearables 

process large amounts of personal (health) data. The technologies make it possible 

to continuously monitor the user. Most people carry their mobile phone with 

them during the day and wearables made tracking even easier. A smart watch 

or smart glasses for example allow users to track their health and fitness with 

objects which are easy to carry. While making life and health easy for users, large 

amounts of health data become available to commercial companies who are by 

no means under any obligation of professional secrecy and what happens behind 

the scenes of these technologies is unknown to many. When unravelling what 

happens, behind the scenes, to the data we stumbled upon 2 major ways that 

the technologies function that are relevant for this article. Many health apps and 

wearables by default:

1. collect data via an app and store it on the device itself until the user 

actively choses to send the data to a cloud or server; 

2. collect data via an app and store it on a (cloud) server. In this case the 

data exists outside of the app and is accessible to the developer, i.e. the 

device is used as a tool to collect data, the data can be seen separately 

from the app considering that it exists even if the app is deleted. 

392 Council of Europe, “Explanatory report to the Convention for the protection of individuals 
with regard to automatic processing of personal data” (ETS No 108), para. 9.
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If we picture a user in the first situation and we take the example of an app 

that counts how many steps someone takes during the day, the app counts the 

steps and stores the data on the device itself by default. The data is stored on 

the device for as long as the user does not delete the data or chooses to store the 

data somewhere else, for example when the storage space of the device is full. In 

other words, the collected data remain on the user’s device until the user actively 

decides to store the data elsewhere, outside of the app or wearable. 

More importantly for this research is however the second situation, where 

data is collected by an app or wearable which does not intend to store it on the 

device. Instead, by default, the data is sent to and stored on the (cloud) server of 

the app company. Sending the data requires an active connection between the 

device and the (cloud) server. If this connection is unavailable, the data is most 

likely stored on the device until the connection is available. 

There is a significant legal difference between the two situations. In the first 

situation the app is closely related to the data and therefore to the user, it is merely 

a means to an end. In the second situation, the purpose of the app or wearable is 

mainly to generate data. The device is not used for storage or not meant to be used 

for storage. As soon as an active connection is available, the data is sent to the 

designated (cloud) server. In this regard, we can make an analogy with streaming 

data. The user might have the app on their mobile phone or wearable, but the data 

exists separately, outside this app. For example, when watching a YouTube video, 

the app is solely used to stream the data available on the YouTube server. While 

health apps and wearables are more of a two-way-street considering that they 

can also generate data, the basic concept and comparison to YouTube streaming 

is the same. 

Processing health data in a way where data is collected by an app or wearable 

and sent to a (cloud) server for (further) processing still leaves the question 

whether sending the data can be seen as a transfer within the meaning of the 

GDPR and is as such protected or whether the device functions merely as a tool 

for the companies to collect data where sending the data can be seen as a mere 

transit of data.393 The concept of ‘transfer’ will therefore be discussed in the next 

paragraph. 

393 See for example: The concept of ‘transfer’ of data under European data protection law 
– in the context of transborder data flows, Faculty of Law – University of Oslo, 01-12-
2015, available at: <https://www.duo.uio.no/bitstream/handle/10852/49722/8026_The-
concept-of-transfer-of-data-under-European-data-protection-law---In-the-context-
of-transborder-data-flows.pdf?sequence=1&isAllowed=y>.
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4. THE NOTION OF TRANSFER

The GDPR aims at offering a similar level of data protection, regardless of where 

in the world data of data subjects who are in the EU is being processed. Therefore, 

Chapter V of the GDPR includes provisions on transfers of personal data to third 

countries. This section provides rules in order to ensure data protection equivalent 

to the GDPR, meaning that data may only be transferred to third countries outside 

the EU if the conditions of the GDPR are met. In short, this means that there 

needs to be: 1) an adequacy decision (such as the EU-U.S. Privacy Shield) or 2) 

appropriate safeguards or 3) that the data subject has given explicit consent for 

data processing in the third country. With emerging modern technologies, where 

data may be processed anywhere in the world, it is of the utmost importance to 

protect the data, in particular health data. In order to establish whether sending 

data, from the app or wearable onto the (cloud) server of a company for the 

purpose of being processed by that company, can be seen as a transfer within 

the meaning of the GDPR, it is important to establish what transfer exactly is in 

order to determine whether or not it falls under Chapter V GDPR and consequently 

whether or not health data in this regard is sufficiently protected. In literature 

transfer is described as to occur as a part of networked series of processes made to 

deliver a business result.394

The GDPR is, however, unclear about what transfer is and does not provide 

a definition. What is clear is that it is a process where data moves between 

different actors. According to the European Data Protection Supervisor (EDPS) in 

its position paper on transfer to third countries and international organizations 

by EU institutions and bodies, the lack of a definition leads to the assumption that 

the term needs to be used in its natural meaning. As such transfer means that 

data ‘moves’ between different users. However, as the EDPS also concludes, this 

is not always straight forward. According to the Court of Justice of the European 

Union (CJEU) in the Lindqvist case, it is necessary to take account of both the  

technical nature of the operations carried out and of the purpose and structure of 

394 P.M. Schwartz, ‘Managing Global Data Privacy’ (2009) Privacy Projects, p. 4.
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the provisions on transfer in EU legislation.395 Taking into account the technical 

nature of processing operations, transfer, as such entails, among other things, the 

automatically or intentionally sending or accessing of information. Unfortunately, there 

is not a lot of case law in this regard to help further clarify the matter. If one of 

the factors determining what transfer is includes the technical nature by which it 

takes place, the question that arises is what technical circumstances can facilitate 

transfer. Council of Europe Convention 108 for the protection of individuals with 

regard to automatic processing of personal data396 provides some insight in this 

regard.

Convention 108 includes a chapter on transborder data flows and determines 

that the provisions apply to the transfer across national borders by whatever 

medium.397 It is aimed at the free flow of information, regardless of frontiers, 

taking into account the wide variety of factors determining the way in which data 

is transferred. These factors include: the mode of representation of the data, their 

storage medium, way of transport, interface, the circuit followed and the relations 

between the sender and recipient.398 According to the explanatory memorandum 

the way of transport includes physical transport, mail, and circuit-switched or 

packet-switched telecommunications links. The interface, i.e. the point where two 

systems interact, can be, among other things, computer to terminal, computer 

to computer, and manual to computer. The circuit followed can be direct from the  

395 Case C-101/01 Criminal proceedings against Bodil Lindqvist [2015] ECLI:EU:C:2003:596. In the 
Lindqvist case one of the question was whether there was ‘transfer of data’ when personal 
data is loaded onto an Internet page which is stored on an Internet site on which the page 
can be consulted, thereby making the data accessible to anyone who connects to the Internet, 
including people in a third country. As regards the technical nature of the operations, the 
Court concluded that the Internet pages in question did not contain the technical means 
to send information automatically to people who did not intentionally seek access to those 
pages. Internet users would have to connect to the Internet and personally carry out the 
necessary actions to consult those pages. As such, the data was not directly transferred 
between the person uploading the information to the website and persons entering the 
website. The CJEU refers to the provisions on transfer in Chapter IV of Directive 95/46/EC, 
which has been replaced by Chapter V of the GDPR.
396 Convention for the protection of individuals with regard to automatic processing of 
personal data [1981] ETS No. 108.
397 Convention for the protection of individuals with regard to automatic processing of 
personal data [1981] ETS No. 108, Article 12.
398 Council of Europe, “Explanatory report to the Convention for the protection of individuals 
with regard to automatic processing of personal data” (ETS No 108), para. 62, 63.
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country of origin to the country of destination or via one or more countries of 

transit.399 The explanatory report to the Modernized Convention provides some 

more clarity in determining that transborder data transfers occur when personal 

data is disclosed or made available to a recipient subject to the jurisdiction of 

another state or international organization. According to Article 2 (e) of the 

Convention a recipient is ‘a natural or legal person, public authority, service, agency 

or any other body to whom data are disclosed or made available. The GDPR definition 

of recipient is almost the same, determining that recipient means a natural or legal 

person, public authority, agency or another body, to which the personal data are disclosed, 

whether a third party or not’.400 The recipient thus receives the data or is given 

access to the data and can be a controller or a processor.401 

When it comes to moving data, there are two main ways to technically do this, 

namely by exchanging or sharing data. According to Doan et al. data exchange is the 

process of taking data that is structured within the source database system and 

transforming it into data structured under a target database system.402 In other 

words, the data is transformed so that it becomes compatible with other systems 

which receive an accurate representation of the source data. Exchange thus allows 

data to be shared between systems and programs. The introductory report for 

updating Recommendation No. R (97) 5 defines exchange as the communication of 

information to (a) clearly identified recipient(s) by a known transmitter (such as secured 

e-mailing).403 When health data is exchanged, the data is sent from A to B using a 

transmitter. This can be an e-mail or other way of sending the data so that it can 

be read and used by B. Figure 1 below shows this process. In this case, A is the 

original controller of the health data and B becomes the new controller of the data 

and will build on the received data for their own purpose.

399 Council of Europe, “Explanatory report to the Convention for the protection of individuals 
with regard to automatic processing of personal data” (ETS No 108), para. 63.
400 Article 4 (9) GDPR.
401 Council of Europe, “Explanatory report to the Protocol amending the Convention for the 
protection of individuals with regard to automatic processing of personal data” (ETS No 
223), para. 23.
402 Doan, A., Halevy, A, Ives, Z., Principles of data integration, Elsevier: Morgan Kaufman, 2012, 
p. 276.
403 Bossi Malafosse et. al., Introductory report for updating recommendation R (97) 5 of 
the Council of Europe on the protection of medical data, 2015, T-PD(2015)07, available at: 
<https://rm.coe.int/introductory-report-for-updating-recommendation-r-97-5-of-the-
council-/168073510c>.
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A B
Via transmitter

Exchange

Figure 1 – Exchange

Data sharing on the other hand is making data available to others through 

a variety of mechanisms.404 According to the introductory report for updating 

Recommendation No. R (97) 5 sharing is making information accessible to third 

parties not necessarily identified at the time of the pooling and according to a principle of 

permissions (such as shared electronic medical records).405 Figure 2 below shows how, 

in a sharing system, various recipients (A – H) can access the data for the purpose 

processing it. A – H are not necessarily known at the time of pooling and need 

permission to access the data.

Data
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Figure 2 – Sharing

404 C. Cava et al., Bioinformatics clouds for high-throughput technologies, in: Handbook of 
research on cloud infrastructures for big data analytics, 2014, p. 489 – 507.
405 J. Bossi Malafosse et. al., Introductory report for updating recommendation R (97) 5 of 
the Council of Europe on the protection of medical data, 2015, T-PD (2015)07, available at 
<https://rm.coe.int/introductory-report-for-updating-recommendation-r-97-5-of-the-
council-/168073510c>.
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Both sharing and exchange of data are thus commanded by interoperable data 

processing systems and by common reference frameworks.406 This allows health 

data to be moved or to be made accessible to a variety of actors. Considering that 

transfer can be automatically or intentionally sending information or making it 

accessible to a recipient by whatever medium, transfer can be both exchange and 

sharing of data. While exchange and sharing describe different ways of moving 

health data, both ways are a transfer of data. Taking the above-mentioned into 

account, the following conclusions can be drawn about transfer:

• Transfer does not have a legal meaning.

• Transfer has a natural meaning, i.e. data moves between users.

• Transfer may be the exchange or sharing of data.

• Data movement takes place by whatever medium.

• Data is disclosed or made available to a recipient.

6. TRANSFER OF TRANSIT?

When applying the notion of transfer to our case, where health data is being 

processed by commercial companies by modern technologies and the data is sent 

from the user’s device to the (cloud) server of the company, sending this data 

can be seen as movement, even as an exchange of data between the user and 

the company, which takes place automatically and electronically. However, the 

GDPR applies to the processing of personal data of data subjects who are in the EU 

by a controller or processor regardless of whether the controller or processor is 

established in the EU. The actors in this case are the data subject who is the user of 

the app or wearable and the controller which is the company processing the data 

by modern technologies. The data subject does not determine the purpose and 

means and cannot be the controller of the data. Taking into account that the data 

exists separately from, i.e. outside the app, it is not the data subject who (actively) 

transfers the data to the company. The company as the controller cannot be both 

the controller of the data and the recipient to whom the data is disclosed. While 

sending the data may be seen as movement of data which can be a transfer of 

data, it remains difficult to classify processing by modern technologies as transfer 

of data. Consequentially, two questions arise. The first question is: if it is not a 

transfer of data, what is it then? 

406 Ibid.
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The Article 29 Working Party in its 2010 opinion on applicable law407 mentions 

transit through EU territory, for example by way of telecommunication networks 

or postal services which ensure that communications are reached in third 

countries. While the context is slightly different, in our view the analogy can be 

made with modern technologies. When data is processed by modern technologies, 

the processing may take place anywhere in the world. For the data to reach 

the (cloud) server, a transit from the device to the server is necessary. Like an 

envelope containing data sent by post to a company outside the EU where it will 

undergo processing, a transit is required for the data to reach its destination. The 

data is simply being passed on and not being processed along the way.408 In this 

case sending the data from the user’s device to the (cloud) server of a company 

where it will undergo processing can be seen as a mere transit of data and cannot 

be classified as transfer within the meaning of the GDPR. The device on which the 

app is installed is a mere tool for companies to collect the data, which does not 

exist on the device, but on a (cloud) server owned by the company, which can be 

located anywhere in the world.

The second question is: if it is not transfer and the GDPR rules on transfer 

do not apply, is processing of health data by modern technologies sufficiently 

protected? Previous research409 has shown that there is a gap between the GDPR 

and practical reality. There is a general lack of transparency from commercial 

companies about their processing activities, their purposes for processing, the 

quantity of health data processed, the location of storage and recipients the data 

is shared with. In particular, the sharing of data is of a great concern as the data 

is collected and shared with actors who are by no means under any obligation of 

professional secrecy and who sell the data to the highest bidder which may lead to 

various forms of discrimination, violation of fundamental rights and difficulties 

with exercising rights in case of infringements. This is even more concerning 

407 Article 29 Data Protection Working Party, Opinion 8/2010 on applicable law, WP179, 
p. 23, available at: <https://ec.europa.eu/justice/article-29/documentation/opinion-
recommendation/files/2010/wp179_en.pdf>.
408 The concept of ‘transfer’ of data under European data protection law – in the context 
of transborder data flows, Faculty of Law – University of Oslo, 01-12-2015, available at: 
<https://www.duo.uio.no/bitstream/handle/10852/49722/8026_The-concept-of-transfer-
of-data-under-European-data-protection-law---In-the-context-of-transborder-data-
flows.pdf?sequence=1&isAllowed=y>.
409 T. Mulder, M. Tudorica, Privacy policies, cross-border health data and the GDPR, 
Information & Communications Technology Law (2019) 28,3.
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considering that people generally do not inform themselves before giving away 

their data and/ or choose convenience over privacy. It is the responsibility of 

companies to protect their users’ privacy; however, unfortunately they often fail to 

do so. Consent as a legal basis for processing health data by modern technologies 

is therefore not enough. As a result of this, the complexity of the GDPR legal 

framework does not offer sufficient protection for processing of health data by 

modern technologies.

 
7. CONCLUSION

The multitude of modern technologies that are available today process large 

amounts of health data. When processing data, controllers and processors need 

to abide by the GDPR, which requires that there needs to be a legal basis for 

processing. Commercial companies therefore need to request the users of their 

modern technologies for consent before being allowed to process health data. On 

many occasions, these companies collect data via an app and store it on a (cloud) 

server where it is being processed. The device is used as a tool to collect data and 

the data can be seen separately from the app considering that it exists outside of 

the app (even if the app is deleted) where it is accessible to the company. Taking 

into consideration that the data exists outside the app and that the data subject 

cannot be the controller of his or her own data, the transfer regime of the GDPR 

does not apply when the data is being sent from the device to the (cloud) server. 

This process is a mere transit of data. 

Considering that the GDPR transfer regime does not apply, the question 

is whether consent as a legal basis is enough. While the GDPR applies to the 

processing of the data of data subjects who are in the EU, regardless of where 

the controller or processor is established, the reality remains that it is more 

difficult to track data processed by modern technologies, i.e. where it is stored 

and with whom is it shared, which may result in discrimination and violation 

of rights. There is a general lack in transparency from companies as regards to 

their processing operations. Furthermore, informing people via privacy policies 

of modern technologies does not offer sufficient protection considering that most 

people do not actually read them.410 And even if they were to read them, they  

410 See for example: A M McDonald and L F Cranor, ‘The Cost of Reading Privacy Policies’ 
(2008) 4 A Journal of Law and Policy for the Information Society 543; F Schaub and os, 
‘Designing Effective Privacy Notices and Controls’ (2017) 99 IEEE Internet Computing 70.
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might not understand the meaning or the risks involved. As such, people do not 

know what they are consenting to. Therefore, combining the fact that commercial 

companies are generally not transparent enough about their processing activities 

with the fact that users generally do not know what they are consenting to, results 

in a weak legal basis. As a consequence, violations take place more frequently 

than we would wish.

As such, the complexity of the GDPR legal framework does not offer sufficient 

protection against data processing by modern technologies and commercial 

companies are not taking sufficient responsibility when processing health data. 

Perhaps the solution lies in prohibiting the use of health data in certain situations 

as suggested by Frank Pasquale411. A stricter approach, i.e. prohibiting the use of 

health data in certain situations, would at least be an incentive for companies 

not to violate the privacy of a person’s most intimate sphere. This approach 

will require further research on how to limit processing health data by modern 

technologies. The situations where it might be limited or prohibited would have 

to be defined. It is, however, our opinion that we need another way of looking 

at health data processed by modern technologies that would be beneficial to all 

parties and still protects rights and freedoms.

411 F. Pasquale, ‘Redescribing Health Privacy: the Importance of Information Policy’ (2014) 
103 HJHLP 127.
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1. INTRODUCTION

Tracking one’s health status is becoming increasingly popular in the last years.412 

With the help of commercial health applications (‘apps’) and wearable devices 

(‘wearables’), more and more questions regarding someone’s daily activities 

are easily answered. Registering activities consciously is no longer necessary. 

By either wearing a wearable or taking a smartphone with a health app with 

you everywhere you go, most, if not all, of someone’s activities are registered 

without any effort from the individual. Even more bodily data, for example heart 

rate and blood pressure,413 can be monitored and sometimes even measured via 

these modern and commercial technologies. These data could be very helpful for 

medical practitioners in determining a medical diagnosis. 

Recent events regarding the Covid-19 pandemic illustrate that the use of 

(commercial) apps and wearables cannot only help patients and consumers on 

an individual basis. They can also play a role in monitoring and maybe even 

controlling the spread of a virus.414 This public health pandemic has shown that 

both technology and health protection know no boundaries. Several countries 

worldwide are now working on especially an app that focuses on tracking people’s 

movements. Several questions arise for these apps; such as what system would 

work best and how do we deal with data subjects rights? And is it possible to 

develop an app that could be applied in different legal systems worldwide?

412 For example: Nicolas P. Terry & Tracy D. Gunter, Regulating Mobile Mental Health Apps, 
36 Behav. Scl. & L. 136, 137 (2018) (this article gives more background information 
regarding mobile health apps); but also: <https://www.globenewswire.com/news-
release/2019/01/24/1704860/0/en/Global-mHealth-Apps-Market-Will-Reach-USD-111-1-
Billion-By-2025-Zion-Market-Research.html> and < https://liquid-state.com/mhealth-
apps-market-snapshot/> last accessed 1 October 2019. 
413 See for instance a method of monitoring the heart via an Apple watch: <https://www.
theverge.com/2018/9/13/17855006/apple-watch-series-4-ekg-fda-approved-vs-cleared-
meaning-safe>. Furthermore, more recently, Apple’s patent application for a new Apple 
watch with sensors that could be used to compute blood pressure or blood oxygenation 
level: <https://www.forbes.com/sites/davidphelan/2020/02/13/apple-reveals-dazzlingly-
different-apple-watch-design--features/#1fbe5a1753ac> last accessed 12 March 2020.
414 Most of the research for this article has been done before the Covid-19 outbreak. 
However, all over the world governments use or would like to use (commercial) apps 
and wearables for controlling the spread of the virus. See for example: <https://www.
theverge.com/2020/4/10/21216484/google-apple-coronavirus-contract-tracing-bluetooth-
location-tracking-data-app>; <https://www.engadget.com/france-covid-19-contract-
tracing-app-183246258.html>; <https://www.cnn.com/videos/world/2020/04/10/china-
coronavirus-covid-19-tracking-app-culver-townhall-intl-hnk-vpx.cnn> (15 April 2020).
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Whether dealing with individual health care or public health, it is clear 

that the data collected via apps and wearables are considered to be personal 

data in Europe415 and are, therefore, protected under the General Data Protection 

Regulation (GDPR).416 However, as is inherent to modern technologies such as apps 

and wearables, data is not limited to domestic borders. Data can flow wherever 

people decide it to flow and data are important for economies. They are even 

sometimes referred to as ‘the new oil’.417 The fact that health data is worth a great 

amount of money can be illustrated by the fact that Google decided to buy Fitbit 

in November 2019 for over 2 billion dollars, their biggest investment in years.418 

Balancing economics and data protection is one of the reasons the European 

Union (E.U.) decided to draft the GDPR. The preamble of the GDPR elaborates 

on how the regulation is designed to “contribute to an economic union, to 

economic and social progress and to the strengthening and the convergence of 

the economies within the internal market” while at the same time providing 

a strong legal framework to protect the fundamental rights and freedoms of 

natural persons.419 Although the GDPR is a step forward from the previous Privacy 

Directive420 regarding the implementation of data protection laws in Europe, it is 

important to realise that much of the personal data that is being created in Europe 

415 The definition of personal data can be found in Article 4(1) GDPR: “any information 
relating to an identified or identifiable natural person (‘data subject’); an identifiable 
natural person is one who can be identified, directly or indirectly, in particular by reference 
to an identifier such as a name, an identification number, location data, an online identifier 
or to one or more factors specific to the physical, physiological, genetic, mental, economic, 
cultural or social identity of that natural person.”
416 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) [2016] OJ L 119/1.
417 For example: Meglena Kuneva, ‘Keynote Speech SPEECH/09/156’ (Roundtable on Online 
Data Collection, Targeting and Profiling March 31, 2009) <http://europa.eu/rapid/press-
release_SPEECH-09-156_en.htm>, last accessed on 24 September 2019 and <https://www.
economist.com/leaders/2017/05/06/the-worlds-most-valuable-resource-is-no-longer-
oil-but-data> last accessed on 24 September 2019.
418 For example: <https://www.theverge.com/2019/11/1/20943318/google-fitbit-acquisition-
fitness-tracker-announcement> and <https://www.theguardian.com/business/2019/
nov/01/google-snaps-up-fitbit-for-21bn> last accessed 4 November 2019.
419 Preamble recital 2 and 3 GDPR.
420 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on 
the protection of individuals with regard to the processing of personal data and on the free 
movement of such data [1995] OJ L 281/31.
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does not stay in Europe.421 Especially when it comes to personal data created by 

commercial health apps and wearables, much of these data are being processed in 

the United States (U.S.). 

It is, however, for European health care institutions not always clear if they 

can use (commercial) health apps and wearables that are developed in the U.S. for 

treatment purposes. That leads to the situation in which those European health 

care institutions start developing their own health apps and wearables. Which in 

turn leads to the fact that these ‘European’ health apps and wearables could also 

be interesting for U.S. health care institutions. The question then arises whether 

these European apps and wearables can be used in the U.S. health care setting. 

These questions are especially relevant in the current rush of states, both in the 

U.S. and the E.U., with regard to developing tracking apps to monitor and control 

the Covid-19 pandemic.

This paper will show that there are significant differences in data protection 

regimes regarding data that are collected via modern technologies in the E.U. 

and the U.S. and proposes a solution to bring both legal systems closer together. 

Regarding health data this means that, compared to the U.S., more personal data 

are protected as sensitive data in Europa and as such more personal data are 

covered by the strict regime of the GDPR that applies to sensitive personal data. 

An important question in this regard is, as can be illustrated by Googles purchase 

of Fitbit, whether the personal data that are being processed by such a wearable 

are considered sensitive (health) data in both legal systems. 

A mutual understanding of each other’s legal systems can be beneficial 

to both economies as well as enhance data protection issues for consumers of 

these apps and wearables. This paper does not address the question when and 

why companies from the U.S. have to comply with the GDPR.422 The paper rather 

focuses on the protection of so-called ‘health data’ from a consumer perspective 

in both the E.U. and the U.S.. In doing so, this paper provides an overview of the 

two legal systems regarding the protection of ‘health data’ and will discuss the 

consequences of the strengths and weaknesses of both legal systems. While 

421 Although, the European Commission is working on the European Cloud Initiative, see 
for more information: https://ec.europa.eu/digital-single-market/en/%20european-cloud-
initiative> last accessed 30 September 2019. 
422 This is more a question of international private law. It is not so much a question of data 
protection.
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there is abundant literature on the GDPR and data concerning health423 and on 

the Health Insurance Portability and Accountability Act (HIPAA)424 and data 

protection in general,425 there is significantly less information on the similarities 

and differences regarding the protection of data concerning health in the E.U. and 

the U.S., especially with added solutions on how to solve data protection issues 

that could occur. This paper aims to fill that gap. 

2. THE E.U. VERSUS THE U.S.: AN OVERVIEW

Focussing on the protection of so-called ‘health data’ in the U.S. and the E.U. the 

first thing that becomes clear is that both have chosen a different approach to 

legally protect these kinds of data. The U.S. protects personal health information 

via the HIPAA Privacy Rule, which first saw the light in 1999 and is applicable as 

of 2002. Since HIPAA is a sectoral law, the HIPAA Privacy Rule is also a sectoral 

data protection law. Opposite this sectoral approach is the E.U.’s general data 

protection approach. The E.U. started protecting personal data via general data 

protection legislation back in 1995 with their Privacy Directive, which has since 

been replaced, as of May 2018, by the General Data Protection Regulation (GDPR).426 

The GDPR is a general law. As a general law, it makes a difference between regular 

personal data and personal data that need extra data protection and are therefore 

part of the special categories of data of Article 9 GDPR. Data concerning health 

are part of these special categories of data. This difference of approach between 

the U.S. and the E.U. has an enormous effect on the way health data is protected, 

starting with the question when the law applies. However, applicability is not the 

423 For example: Chris Jay Hoofnagle, Bart van der Sloot and Frederik Zuiderveen Borgesius, 
‘The European Union general data protection regulation: what it is and what it means’ in:  & 
Communications Technology Law, 2019, v28, no.1, p. 70.
424 Health Insurance Portability Act of 1996 (HIPAA). Pub. L. No. 104-191, 110 Stat. 1936 
(1996). For literature see for example: Nicolas Terry, ‘Personal Health Records: Directing 
More Costs and Risks to Consumers?’in: Drexel Law Review, 2008, v1, p. 216.
425 For example: L. Trakman, R. Walters and B. Zeller, Digital Consent and Data Protection 
Law – Europe and Asia-Pacific Experience, Information & Communications Technology Law 
(2020).
426 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) [2016] OJ L 119/1.
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only interesting question in this regard. Also relevant is that both legislations 

use different terms. Where the HIPAA Privacy Rule speaks about ‘personal health 

information’ the GDPR uses the term ‘data concerning health’ and this paper will 

show that both terms do not cover the same kinds of data. The same conclusion can 

be drawn for the terms de-identification, used by HIPAA, and pseudonymisation 

/ anonymisation used by the GDPR.

Figure 7.1 shows a schematic overview of the way personal health data is 

protected in the U.S. and the E.U, with elements that are relevant for this paper. 

This difference in approach affects both consumers that use the health apps and 

wearables and the developers of these modern technologies. Therefore, this paper 

will use the topics in table 7.1 to investigate consequences of the similarities and 

differences of health data protection in the E.U. and the U.S.. The focus will be 

on applicability, the meaning of the terms ‘data concerning health’ and ‘personal 

health information’ and the effect of de-identification, pseudonymisation and 

anonymisation on the protection of personal data. The paper will start with an 

overview of the current status of these three topics in light of the GDPR. The second 

part of the paper will deal with the same topics based on U.S. legislation. In this 

part, the main focus will be on the legal protection on a federal level via HIPAA 

and the FTC Act, although some other (state) regulations will also be discussed. 

In the third part, the paper analyses and discusses a possible solution for the 

protection of health data in light of the practical reality that personal health data 

easily travels across borders and are therefore often exchanged between the U.S. 

and the E.U.. The proposed solution aims to benefit the protection of the use of 

personal (health) data generated by both E.U. and U.S. consumers, while keeping 

an eye on the economic interests of both countries. 

3. BACKGROUND TO THE PROTECTION OF DATA CONCERNING 
HEALTH IN THE GDPR

In 1995 the E.U. issued their Data Protection Directive, also known as the Privacy 

Directive. Almost two decades later the E.U. replaced this Directive by the GDPR. 

As of 25 May 2018 the GDPR applies.427 

427 Article 99 para. 2 GDPR.
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3.1 Applicability GDPR

The General Data Protection Regulation (GDPR) is, as the name suggests, a general 

regulation. Meaning that the GDPR does not limit itself to one or several sectors. 

On the contrary, the GDPR applies to almost all sectors.428 Furthermore, the GDPR 

applies to the processing of personal data by a controller or processor in the E.U.. 

In that case it does not matter if the processing takes place in the E.U. of outside 

the E.U..429 If, however, the controller or processer are not established in the E.U. 

the GDPR still applies if the processing activities are related to either the offering 

of goods or services to data subjects in the E.U. or the monitoring of behaviour of 

data subject in the E.U., as long as this behaviour takes place within the E.U..430 

This means the GDPR does not apply to all European citizens anywhere in the 

world. Unlike some other legal systems, the GDPR does not follow and protect 

European citizens around the world.431 The protection the GDPR has a material 

and geographical scope, limiting its protection to where a consumer is located, 

independent of the question of citizenship. The European Court of Justice (ECJ) 

has confirmed this line of thinking regarding sensitive data that can accessed via 

the Google search engine in a recent court case on the ‘right to be forgotten’.432 

In that particular case Google did not agree with the fine they received from the 

French Data Protection Authority for the fact that Google did not apply a de-

referencing report (‘right to be forgotten request’) to all of its search engine’s 

domain name extensions. The European Court of Justice ruled in favour of Google 

and said that “…currently, there is no obligation under EU law for a search 

engine operator (…) to carry out such a de-referencing on all the versions of its 

428 According to Article 2 GDPR, the GDPR does not apply to the processing of personal data: 
in the course of an activity which falls outside the scope of Union law; by the Member States 
when carrying out activities which fall within the scope of Chapter 2 of Title V of the TEU; 
by a natural person in the course of a purely personal or household activity; by competent 
authorities for the purposes of the prevention, investigation, detection or prosecution of 
criminal offences or the execution of criminal penalties, including the safeguarding against 
and the prevention of threats to public security, by Union institutions, bodies, offices and 
agencies.
429 Article 3 para. 1 GDPR.
430 Article 3 para. 2 GDRP.
431 For example, the new California Consumer Privacy Act (CCPA) that went into effect as of 
1 January 2020 protects ‘all California consumers’ regardless of their location. A consumer 
is a natural person who is a California resident, including individuals who are in California 
for other than a temporary purpose and everyone domiciled in California who is outside 
California for a visit (§1798.140 under g).
432 C-507/17, 24 September 2019 ECLI:EU:C:2019:772.
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search engine.”433 Although Google had to implement the de-referencing on all 

search engines corresponding to the different E.U. member states, a worldwide 

implementation was not enforceable via the GDPR.434

The above mentioned court case is especially interesting regarding the 

processing of health data, or data concerning health as the GDPR calls it, that 

are generated via modern technologies such as apps and wearables. After all, 

these kinds of data are considered to be sensitive data. On the one hand, if E.U. 

citizens take their smartphone or wearable outside the E.U. and use an app from 

a company that does not have an establishment in the E.U., the GDPR does not 

apply and does, therefore, not protect these data. E.U. citizens will in that case 

have to look to another jurisdiction for data protection regulation, depending on 

where the E.U. citizens are located. On the other hand, if non E.U. citizens are in 

the E.U. and use there smartphone or wearable in the E.U. to track their health 

status, their personal data is protected by the GDPR as long as they are in the 

E.U.. Considering the nature of modern technologies and the fact that people 

are inclined to take their smartphone and wearables with them wherever they 

travel, this can be seen as a gap in the protection offered by the GDPR at least 

when it comes to E.U. citizens. However, it can also be considered as the logical 

consequence of the choices that have been made when drafting the GDPR. Rather 

than trying to protect European citizens, the GDPR protects the internal market 

and the free flow of data within this internal market; a more manageable goal.

3.2 Data Concerning Health

According to the GDPR there are some personal data that are likely to impact the 

fundamental rights and freedoms of individuals above average if they were freely 

available.435 Therefore, these personal data need extra protection and are listed in 

the special categories of data of Article 9 GDPR. Data concerning health are part 

of these so-called ‘sensitive data’. As such, the GDPR determines that these kinds 

of data cannot be processed unless one of the exceptions of Article 9 paragraph 2 

GDPR apply. 

The definition of data concerning health given by the GDPR is very broad, 

since it is defined as:

433 Consideration 64 C-507/17.
434 Consideration 66-69 C-507/17.
435 Preamble recital 51 GDPR.
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‘personal data related to the physical or mental health of a natural person, 

including the provision of health care services, which reveal information about his 

or her health status’436 

This a very broad definition. Almost all personal data can, at some point, become 

data concerning health and are as such considered to be sensitive data. As soon as 

the data are used to reveal information about someone’s health, they become data 

concerning health. This broad definition might make it hard, if not impossible, 

to enforce the obligations of the GDPR regarding the processing of sensitive data. 

When it comes to the use of commercial apps and wearables, the Article 

29 Working Party, the independent European advisory body on data protection, 

explained the term data concerning health in that light. With the arrival of the GDPR 

the Article 29 Working Party is now referred to as the European Data Protection 

Board (EDPB).437 Although the opinions of the EDPB are not legally binding, they 

have authoritative value. Both Member State’s courts and the European Court of 

Justice have made references to opinions issued by the EDPB and the Article 29 

Working Party and respected these opinions. Until now, courts and Member States 

data protection authorities have never gone against the opinions issued by either 

the EDPB or the Article 29 Working Party. 

According to the Article 29 Woking Party, personal data are data concerning 

health when: 

1. the data are clearly medical data, this is the case if the data are on the physical 

and mental health of the data subject and are generated in a professional, 

medical context;

2. the data are raw sensor data that can be used in itself or in combination with 

other data to draw a conclusion about the actual health status or health risk 

of a person. For example, raw sensor data of someone’s heart rate, age and 

gender are stored together, apart from the question if the data are used to 

draw conclusions on someone’s health; or 

3. conclusions are drawn about a person’s health status or health risk. In this 

case it does not matter whether the raw sensor data is considered as data 

concerning health or not.438

436 Article 4 para. 15 GDPR.
437 Article 68 GDPR. This contribution refers to either the Article 29 Working Party or the 
EDPB, depending on when the opinion was issued.
438 Article 29 Working Party, 2015 ‘Annex – health data in apps and devices’.
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This means that medical data are always data concerning health, while in 

some cases raw sensor data are also considered to be data concerning health. 

However, in most cases the qualification of personal data as data concerning health 

depends on how the data are used. If personal data are used to draw a conclusion 

on someone’s health, the personal data becomes data concerning health even if 

the raw sensor data are not considered to be data concerning health. 

The use of data concerning health is limited by the prohibition of Article 9 

(1) GDPR, saying that sensitive data can, in principle, not be processed. However, 

there are many exceptions to this rule one of them being the exception of people 

giving informed consent.439 This is an interesting exception, since literature going 

back more than a decade already showed that people do not read privacy policies, 

while a privacy policy is the most common way in which companies get consent 

for the processing personal (health) data.440 Under the GDPR asking data subjects 

to agree with a privacy policy is mechanism to comply with the demands of 

consent set by the GDPR.441 However, data concerning health is considered to be 

sensitive data en therefore the GDPR demands explicit consent. Earlier research 

has shown that (commercial) health apps and wearables do not meet with the 

demands on explicit consent, because simply agreeing to processing these kinds 

of data by agreeing with a privacy policy is not considered to be explicit consent.442

It is, therefore, very debatable whether sensitive data such as data concerning 

health in well protected in practice. The GDPR has the informed consent exception, 

however in practise regular consent seems to be sufficient to process sensitive 

data and this is not enforced. Taking it even further, it is very much the question 

whether informed consent, even if it were implemented in a correct manner, 

would truly protect sensitive data. If people do not read the privacy policies, the 

information asymmetry remains, especially in moment where a data subject 

cannot predict the consequence of sharing their personal data. 

439 Article 9 (2, a) GDPR.
440 See for more research on this: AM McDonald and LF Cranor, ‘The Cost of Reading Privacy 
Policies’ (2008) 4A JLPI 543 and F Schaub and others, ‘Designing Effective Privacy Notices 
and Controls’ (2017) 99 IEEE 70.
441 See for consent under the GDPR Article 7 GDPR in conjunction with Article 29 Working 
Party Guidelines on consent under Regulation 2016/679 WP259 rev. 01, last revised and 
adopted on 10 April 2018.
442 T. Mulder, ‘Health Apps, their Privacy Policies and the GDPR’ (2019) 10(1) European Journal 
of Law and Technology [3].
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Furthermore, the GDPR sets other rules when it comes to the development of 

new technologies that process these kinds of data. For example, if data concerning 

health is being processed table 2 shows that a data protection impact assessment 

is needed before the personal data is being processed.443

Figure 7.2: determining whether a DPIA is mandatory according to Article 35 GDPR combined with 
explanations given by the Article 29 Working Party

443 Article 35 (1) and (3,b) GDPR in conjunction with Article 29 Working Party, Guidelines on 
Data Protection Impact Assessment (DPIA) and determining whether processing is “likely 
to result in a high risk” for the purposes of Regulation 2016/679 17/EN, WP 248 rev.01, 4 
October 2017, p 9-10.
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A data protection impact assessment (DPIA) is a “process designed to help 

(…) systematically analyse, identify and minimise the data protection risks of 

a project or plan.”444 Although the GDPR does not explain how a DPIA must be 

carried out, if done properly it can both help assess and demonstrate compliance 

with other data protection obligations of the GDPR, such as data protection by 

design and data protection by default.445 As such, the effect of DPIA is not to 

eradicate all risks relating to the processing of personal data but rather help the 

data controller determine whether the risks that arise from the processing are 

acceptable or whether to make (technological) changes in the design of the data 

processing to minimise the risks further.

The GDPR offers two obligations that can also be seen as important tools that 

can help with complying with a DPIA: data protection by design and by default.446 

Data protection by design means that the controller has to take the data-protection 

principles of the GDPR in mind both at the time of the determination of the means 

of processing and at the time of the processing itself.447 This tool focuses on both 

technological design and organisational measures.448 Data protection by default 

means only personal data that are necessary for the specific processing purpose 

will be processed, by default.449 Previous research in the U.S. on the matter on 

data protection by design has shown that even though companies might have 

data protection by design policies that does not mean these policies are adhered 

to in practise.450 However, what is important to recognise is that the GDPR is not 

merely a policy; it is a legal obligation.

3.3 Pseudonymisation Versus Anonymisation

The GDPR makes a distinction between personal data have undergone pseudo-

nymisation, also called pseudonymised data, and personal data that are truly 

444 See: ICO, https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-
general-data-protection-regulation-gdpr/data-protection-impact-assessments-dpias/
what-is-a-dpia/.
445 N.E. Vellinga & T. Mulder, “Exploring data protection challenges of automated driving”, 
Computer Law & Security Review, forthcoming (2020).
446 Article 25 GDPR.
447 Article 25 (1) GDPR.
448 Article 25 (1) GDRP; Friedman, B., Kahn, P. H., & Borning, A. (2009). ‘Value Sensitive 
Design and Infor- mation Systems’. In: The Handbook of Information and Computer Ethics (pp. 
69– 101). John Wiley & Sons, Inc. 
449 Article 25 (2) GDPR.
450 Ari Ezra Waldman, Designing Without Privacy, 55 Houston Law Review 659 (2018). 
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anonymised.451 When data are pseudonymised the GDPR still applies. 

Pseudonymisation is the processing of personal data in such a way that the 

personal data can no longer be associated with a specific data subject without 

the use of additional information. This additional information, for instance a key 

to decrypt personal data after it has been encrypted, has to be kept separately 

from the data and has to be subjected to technical and organisational measures 

to ensure that the personal data are not attributed to an identified or identifiable 

natural person.452 This description of pseudonymisation clearly shows that the 

data are still considered to be personal data and therefore the GDPR applies to 

these kinds of data.

When the data are, however, anonymised the data are no longer considered 

to be personal data and therefore the GDPR does not apply to these kinds of 

data.453 For data to be considered anonymised it is important that the process 

of anonymisation is irreversible.454 The European Court of Justice set a high 

bar for anonymisation.455 This makes it hard, if not impossible, to reach true 

anonymisation under the GDPR. Especially when dealing with big technology 

companies that already possess large amounts of personal data.

451 This paper uses the term ‘pseudonymised data’ instead of ‘personal data that have 
undergone pseudonymisation’ although the latter has been thought to be more accurate. 
See for example: Sophie Stalla-Bourdillon and Alison Knight, “Anonymous data v. Personal 
data–A false debate: An EU perspective on anonymisation, pseudonymisation and personal 
data” (2017) Wisconsin International Law Journal 284, 311. 
452 Article 4 (5) GDPR.
453 Recital 26 GDPR.
454 Article 29 Working Party, ‘Opinion 05/2014 on Anonymisation Techniques’ (WP 216, 10 
April 2014).
455 See Case C-582/14, Patrick Breyer v Bundesrepublik Deutschland, ECLI:EU:C:2016:77 of 
19 October 2016. In this case the court ruled that that personal data includes dynamic IP 
addresses held by a website because there exists a third party, in this case the Internet 
Service Provider, that holds additional data sufficient to identify the individuals associated 
with those IP addresses.
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4. THE PROTECTION OF HEALTH INFORMATION IN THE 
U.S.

Where the E.U. follows a cross-sectoral data protection regulation model, the 

U.S. follows a sectoral model.456 The Federal Trade Commission’s (FTC) general 

consumer protection authority regulates those sectors that do not have specific 

data protection laws.457 One of the sectors that does have a federal data protection 

law is the medical sector. The Health Insurance Portability and Accountability Act, 

better known as HIPAA, regulates this sector.458

4.1 Hipaa

Although HIPAA is broader than just data protection, the most well known part of 

HIPAA is the Privacy Rule. This is the part of HIPAA that handles data protection 

issues, therefore this paper focuses on that part of HIPAA.

4.1.1 Applicability

The HIPAA Privacy Rule is only applicable to the health care sector, since HIPAA 

is a sectoral system. These becomes immediately clear, as the original version of 

HIPAA in 1996 states:

“SEC. 1172. (a) APPLICABILITY.—Any standard adopted under this part shall apply, 

in whole or in part, to the following persons: (1) A health plan. (2) A health care 

clearinghouse. (3) A health care provider who transmits any health information 

in electronic form in connection with a transaction referred to in section 1173(a)

(1).”459

456 Federal privacy laws in the U.S. cover specific sectors, such as financial services and 
health care services.
457 Chris Jay Hoofnagle, Bart van der Sloot and Frederik Zuiderveen Borgesius, ‘The European 
Union general data protection regulation: what it is and what it means’ in: Information & 
Communications Technology Law, 2019, v28, no.1, p. 70.
458 Health Insurance Portability Act of 1996 (HIPAA). Pub. L. No. 104-191, 110 Stat. 1936 
(1996).
459 HIPAA (n 48), p. 89.
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Therefore, there is no doubt: the HIPAA Privacy Rule only applies to health 

plans,460 health care clearinghouses461 and health care providers who transmit any 

information in electronic form in connection with certain standard transactions.462 

These entities are also known as the ‘covered entities’ of HIPAA. The Department 

of Health and Human Services (HHS) acknowledged in 1999 that they have no 

“authority to apply these standards directly to any entity that is not a covered 

entity”463 and therefore “the proposed rule does not directly cover many of the 

persons who obtain identifiable health information from the covered entities.”464 

Over the years HIPAA has seen several changes and improvements. These 

changes broadened the scope of HIPAA a little bit and, therefore, HIPAA is currently 

applicable to covered entities and business associates of covered entities.465 These 

business associates are individuals and institutions who ‘create, receive, maintain 

or transmit personal health information for a function or activity regulated by 

the HIPAA Privacy Rule; and provide legal, actuarial, accounting, consulting data 

aggregation, management, administrative, accreditation, or financial services to 

or for the covered entity.’466 They are, in other words, connected to the covered 

entity in one-way or another.

The HIPAA Privacy Rule does not cover any other entities that process health 

information. This means there is a lot of health information that is not covered by 

this sectoral data protection law. Commercial health apps and wearables are, for 

example, not developed by covered entities and therefore the personal data that 

460 Examples of health plans are health insurance companies, company health plans and 
government programs such as Medicare and Medicaid. Interestingly enough a group health 
plan with less than 50 employees that is self-administrative by the employer is seen as an 
exception and therefore not covered by HIPAA.
461 Examples of clearinghouses are billing services, repricing companies and community 
health management information systems that perform clearinghouse functions.
462 Examples of health care providers are providers of medical or health services under 
Medicare Part A of Part B, or any other person or organization that furnishes, bills, or is paid 
for health care in the normal course of business. Standard transactions include submitting 
claims electronically, checking eligibility of a patient electronically, and looking-up the 
status of a claim.
463 Federal Register/Vol. 64, No. 212/Wednesday, November 3, 1999/Proposed Rules, p. 
59924. 
464 Ibid.
465 45 C.F.R. §160.102 under B.
466 45 C.F.R. §160.103. The activities include claims processing, data analysis, utilization 
review, billing, transcription services, temporary staffing services, and software 
development/maintenance.  
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are generated via these technologies are not protected by HIPAA. From a European 

perspective this seems like an unwanted and unfortunate situation, especially 

since so much health data are being collected in this way. However, HIPAA leaves 

these kinds of data to the protection of state laws and FTC regulation, leaving 

patients and consumers relatively unprotected. Adding to this, HIPAA protection 

does not apply to all medical data. In some cases even clearly medical data can 

lack HIPAA protection. If medical data are being transferred outside of the sphere 

of the covered entities, which can be done via consent of the data subject or by 

de-identifying the data, the medical data no longer receives HIPAA protection.467 

This leads to the situation that some very sensitive data in the U.S. are not being 

protected by a federal law at all. The paragraph dealing with anonymisation will 

elaborate on this gap in legal protection for health data in the U.S..

Comparing the situation regarding the applicability of HIPAA in the U.S. to 

the applicability of the GDPR in the E.U. shows that health data gets considerably 

less legal protection in the U.S. than it does in the E.U.. The GDPR protects data 

concerning health no matter who the entity is that processes the data, while HIPAA 

only protects personal health information that is processed by a covered entity.

4.1.2 Data concerning health

The HIPAA Privacy Rule does not use the term data concerning health, but speaks 

of ‘personal health information’ (PHI).468 PHI has a broad definition. It covers:

“any information, including genetic information, whether oral or recorded in any 

form or medium, that:

(1) Is created or received by a health care provider, health plan, public health 

authority, employer, life insurer, school or university, or health care clearinghouse; 

and 

(2) Relates to the past, present, or future physical or mental health or condition of 

an individual; the provision of health care to an individual; or the past, present, or 

future payment for the provision of health care to an individual.”469

467 A very good article on this issue regarding the differences between the protection HIPAA 
offers medical data via an Electronic Health Record or a Personal Health record is: Nicolas 
Terry, ‘Personal Health Records: Directing More Costs and Risks to Consumers?’in: Drexel 
Law Review, 2008, v1, p. 216.
468 45 C.F.R. §160.103.
469 Ibid.
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This provision is built as a two-step-approach, meaning the definition of 

PHI can only be met if the data meet both steps. However, the definition is still 

very broad, since the data do not have to be created by the entities mentioned 

in the first paragraph (‘covered entities’). If the data are created elsewhere and 

then received by these covered entities, HIPAA considers it to be personal health 

information. This first step means that if a covered entity wants to use data that 

are generated by commercial apps and wearables for the treatment of patient, 

these data are covered by HIPAA. However, only the copy of the personal data that 

is used for the treatment will receive HIPAA protection. The original personal data 

are, after all, not used by the covered entity and therefore not protected by the 

HIPAA Privacy Rule. There is, however, a second step that the personal data have 

to meet before it can be considered personal health information under HIPAA.

The second step means that the data have to be relatable to an individual. 

For data to be relatable to an individual there must be a reasonable basis to believe 

that the data can be used to identify the individual.470 What exactly ‘reasonable’ is, 

is not explained by the HIPAA Privacy Rule. This GDPR has more or less the same 

problem, not specifically regarding data concerning health but regarding the term 

‘personal data’ in general. The GDPR considers personal data to be all data that 

are “related to an identified or identifiable natural person” without being exact 

about what is meant by this.471  

Comparing the term data concerning health from the GDPR to personal 

health information used by HIPAA shows that these are very different terms. As is 

the case with the applicability of both laws, the GDPR offers its protection to more 

kinds of personal data than HIPAA does. Data concerning health is not limited 

to who created or receives the data. If personal data is used in any way to assess 

someone heath situation, it is categorised as sensitive data and, as such, receives 

the corresponding protection. Whereas under HIPAA personal health information 

is custodian-specific and is only protected if the data are either created or received 

by a health care provider, health plan, public health authority, employer, life 

470 45 C.F.R. §160.103.
471 Article 4 (1) GDPR. Although the GDPR does explain what ‘an identified or identifiable 
natural person’ means, the given description is still vague. It is someone “who can be 
identified, directly or indirectly, in particular by reference to an identifier such as a name, an 
identification number, location data, an online identifier or to one or more factors specific 
to the physical, physiological, genetic, mental, economic, cultural or social identity of that 
natural person.” Especially, the part of the definition that says ‘in particular’ seems to aim 
at an open definition. 
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insurer, school or university or health care clearinghouse.472 In all other situation 

personal data does not receive HIPAA protection, even though the GDPR in most 

cases categorises these data as data concerning health.

4.1.2.1 Other Relevant Laws on Sensitive Data in the U.S.

As shown above, HIPAA does not make the distinction between personal data and 

so-called sensitive personal data. One could argue that HIPAA only protects data 

that is, at least from a European perspective, considered to be sensitive data. There 

are, however, several other laws that also influence the protection of these data 

that are in Europe considered to be sensitive data. A consequence of this is that, 

compared to Europe, the U.S. regulatory framework regarding data protection 

is fragmented and disjointed, which makes it very hard to draw the full ‘data 

protection picture’. This paper focuses on the Substance Abuse and Mental Health 

Service Administration (SAMHSA)473 and the Law and the Genetic Information 

Nondiscrimination Act (GINA).474

Where HIPAA protects personal data that are being processed by covered 

entities, SAMHSA protects all information about any person who has applied for 

or been given diagnosis, treatment or referral for a treatment for, for example, 

alcohol or drug abuse at a federally assisted program.475 SAMHSA is applicable to 

any information that can identify a patient for having a substance abuse disorder, 

or having had such a disorder. The identification methods are quite strict. It 

not only protects information when someone can be identified directly; it also 

protects information that can identify a person “by reference to publicly available 

information, or through verification or such identification by another person.”476 

SAMHSA has several confidentiality restrictions in place to protect the data that 

are protected via this law477 and the patient records may only be disclosed or 

472 Cohen IG, Mello MM. HiPAA and Protecting Health Information in the 21st Century. 
JAMA. 2018;320(3):231-232 (DOI:10.1001/jama.2018.5630).
473 42 C.F.R. § 2.1 – § 2.67. 
474 Pub. L. No. 110-233, 122 Stat. 881 (2008).
475 42 C.F.R. § 2.11 and § 2.13: Substance abuse disorder is “a cluster of cognitive, behavioral, 
and physiological symptoms indicating that the individual continues using the substance 
despite significant substance-related problems such as impaired control, social impairment, 
risky use, and pharmacological tolerance and withdrawal. For the purposes of the regulations 
in this part, this definition does not include tobacco or caffeine use.”
476 42 C.F.R.§ 2.12 (a, 1, i). 
477 See for these restrictions: 42 C.F.R.§ 2.13 and for minors § 2.14.
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used in way that SAMHSA permits.478 One of the ways it is permitted to 

disclose these kinds of data is with a patient’s consent.479 Furthermore, the holder 

of the personal data must have formal policies and procedures in place that can 

reasonably protect the patient identifying information against both unauthorized 

use and unauthorized disclosure.480 Finally, violation of these regulations can be 

fined via a criminal penalty.481

The personal data that are protected via SAMHSA would be considered as 

data concerning health under the GDPR, because these personal data reveal 

information about a disease risk.482 As such they are protected as sensitive data.483 

Although these kinds of data are not (always) protected via HIPAA, they still 

receive protection in the U.S. only via a different law. This means that comparing 

the term data concerning health in the GDPR to the protection it receives in the 

U.S. is not as simple as just looking at HIPAA, other laws are also relevant. 

Where SAMHSA co-determines the definition of data concerning health 

in the GDPR, GINA prohibits discrimination based on genetic information (GI) 

by health insurers (Title I) and employers (Title II). Within the GDPR genetic 

data is not part of the definition of data concerning health. It is, however, 

part of the special categories of data mentioned in Article 9 GDPR and as such 

receives the same protection as data concerning health. One could argue that a 

similar situation occurs in the U.S., since genetic information is not the same 

as personal health information. However, in the case of HIPAA the fact that PHI 

and GI are not the same has as a consequence that they are treated differently. 

478 Article § 2.13 (a) says patient records: “may not otherwise be disclosed or used in any civil, 
criminal, administrative, or legislative proceedings conducted by any federal, state, or local 
authority. Any disclosure made under the regulations in this part must be limited to that 
information which is necessary to carry out the purpose of the disclosure.” The definition of 
disclosed is: “to communicate any information identifying a patient as being or having been 
diagnosed with a substance use disorder, having or having had a substance use disorder, or 
being or having been referred for treatment of a substance use disorder either directly, by 
reference to publicly available information, or through verification of such identification by 
another person.”
479 See for the conditions of disclosing the data with a patient’s consent Subpart C of 42 
C.F.R.(§ 2.31 - § 2.35). It is also allowed to disclose the information without a patient’s 
consent, for instance in the case of a medical emergency of for research purposes. These 
conditions can be found in Subpart D of 42 C.F.R (§ 2.51 - § 2.53).
480 42 C.F.R.§ 2.16 (a).
481 42 C.F.R.§ 2.3.
482 Recital 35 GDPR.
483 See Article 4 (15) GDPR in conjunction with Article 9 (1) GDPR and recital 35 GDPR.
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For example, before GINA came into effect in 2008 HIPAA prohibited insurers of 

group insurances to use genetic data as a pre-existing condition if there was no 

diagnosis for the condition. Furthermore, the insurers were not allowed to use 

genetic data to set a premium contribution. However, both examples only applied 

to individuals, they did not apply to the coverage of a group or to premiums set for 

a group. This led to the situation that although it was not possible to discriminate 

against individuals within a group it was possible to discriminate a group as a 

whole. Furthermore, if an individual was not part of a group plan, HIPAA did not 

prevent an insurer to use genetic data for setting a premium for that individual 

for an individual policy.484 Although the GDPR also considers genetic data and 

data concerning health as two separate quantities, they are treated in the same 

way because they are both considered being sensitive data. According to HIPAA, 

personal health information and genetic information are also two different 

quantities. However, in the case of HIPAA, both quantities are also not treated the 

same way. A large difference to the situation under the GDPR.

4.1.3 De-Identified Data

As seen in the first paragraph of this chapter, information that is de-identified is 

not considered to be personal health information. Therefore, the HIPAA Privacy 

Rule does not protect these kinds of data. HIPAA explains how personal health 

information can be de-identified.485 If certain information is stripped from the 

484 29 U.S.C. §1181.
485 45 C.F.R. § 164.514(B, c) states that the following data elements should not be in the 
information: names; all geographic subdivisions smaller than a state, including street 
address, city, country, precinct, zip code, and equivalent codes. The first three digits of 
the zip code may be retained if certain conditions are met (i.e. the sip code area is not 
too sparsely populated); all elements of dates (except year) for dates directly related to an 
individual, including birth date, admission date, discharge date, date of death; and all ages 
over 89 and all elements of dates (including year) indicative of such age, except that such 
ages and elements may be aggregated into a single category of age 90 or older; telephone 
numbers; fax numbers; e-mail addresses; social security numbers; medical record numbers; 
health plan beneficiary numbers; account numbers; certificate/license numbers; vehicle 
identifiers and serial numbers, including license plate numbers; device identifiers and 
serial numbers; web addresses – Universal resource Locaters (URLs); internet protocol (IP) 
address numbers; biometric identifiers, including fingerprints and voice prints; full face 
photographic images and any comparable images; and any other unique identifying number, 
characteristic, or code (except a re-idenfication code).
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data, they are considered to be de-identified. The way to de-identify is, however, 

not delineated precisely. The last part of the explanation on how to de-identify 

personal health information mentions: ‘… and any other unique identifying 

number, characteristic or code.’ This would mean that anything that could 

possibly help re-identify the data and link it to a natural person is not considered 

to be de-identification of the data. However, it is allowed for a covered entity to 

assign a code that allows the data to be re-identified by the covered entity. HIPAA 

sets two conditions relating to this exception. First, the code cannot be derived 

from the information about the individual and is not capable of being translated 

and used to identify the individual. Second, the covered entity may not use or 

disclose the code for any other purpose than to re-identify the data itself and does 

not disclose a mechanism for re-identification.486 Looking at this from a European 

perspective is worrisome, because this means that large amounts of medical data 

that are merely pseudonymised do not receive HIPAA protection and are therefore 

left fairly unprotected. 

A recent class action complaint in the U.S. nicely illustrates the problem with 

not protecting de-identified data in this day and age where consumers use modern 

technologies on a daily basis.487 In the August 2019 Google case, the University of 

Chicago and its medical centre are sued for having shared hundreds of thousands 

of patient’s records with Google without sufficiently de-identifying the data.488 

Google is trying to build technology that can read electronic health records and 

help physicians identify medical conditions. To achieve this goal, Google needs 

huge amounts of data in order to learn machines this skill properly. This is where 

the University of Chicago and its medical centre come into the picture. Google 

has similar deals with, among others, the University of California and Stanford 

University.489 What makes the situation in Chicago different is that the shared data 

486 45 C.F.R. § 164.514(C).
487 Although there have not been court cases regarding the use of anonymised data concerning 
health in Europe yet, there were some concerns from the data protection authority in the UK 
(ICO) in 2016 regarding the deal between DeepMind, a company owned by Google, and the 
National Health Service (NHS). The deal entailed that DeepMind could process medical data 
for research, but ICO concluded that the deal “failed to comply with data protection law.” 
According to ICO there was no legal basis for the processing of the data.
488 Case: 1:19-cv-04311, Dinerstein v. Google, the University of Chicago Medical Centre and 
the University of Chicago, filed 26 June 2019.
489 Alvin Rajkomar, et al, ‘Scalable and accurate deep learning for electronic health records’, 
DOI:10.1038/s41746-018-0029-1.
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contained data stamps of when patients were checked in and checked out of the 

hospital.490 This does not meet the HIPAA provision on de-identifying personal 

health information, since admission and discharge dates should be removed to 

make sure the data are de-identified. What is most worrisome, according to the 

plaintiffs, is that Google has nearly unlimited information which they can use to 

re-identify the received data from the University of Chicago’s medical centre. The 

plaintiffs refer to the large amounts of geolocation of information that Google has 

through users of Android phones, mobile applications such as Maps and Waze and 

their search engine which records Internet Protocol addresses that correspond to 

a specific physical location.491 All this information makes it possible for Google 

to, not only, identify individuals who visit the Medical Centre of the University of 

Chicago, but even to identify which specific buildings or departments have been 

visited at what specific time.  

Having this much geolocation information on people and then retrieving 

medical records with the exact datastamps for admission and discharge and 

being able to cross reference these datasets to the age, gender and demographic 

information Google already has, makes it relatively easy for Google to identify 

who’s patient records they received. This case shows, very clearly, the difference 

between pseudonymisation and anonymisation. De-identification under HIPAA 

can be compared to pseudonymisation under the GDPR. Where the GDPR still 

applies to data that are merely pseudonymised, HIPAA takes a different approach. 

Once data is de-identified, it leaves the protection sphere of HIPAA. It is going to 

be interesting to see how the court is going to rule this case, not only from an E.U. 

vs. U.S. perspective, but also from a consumer perspective. 

490 According to a research paper from October 2017 electronic health record data of patients 
at University of Chicago Medicine from 2009 to 2016 were used. These data included patient 
demographics, diagnoses, provider orders, diagnoses, procedures, medications, laboratory 
values, vital signs and flowsheet data from “all inpatient and outpatient encounters.” The 
paper mentions that the records were de-identified, except that “ the dates of service were 
maintained in the UCM dataset.” Also “free-text medical notes” that were de-identified 
were used. Alvin Rajkomar, et al, ‘Scalable and accurate deep learning for electronic health 
records’, DOI:10.1038/s41746-018-0029-1 and Case: 1:19-cv-04311 p. 28 under 93.
491 Case: 1:19-cv-04311 p. 25-28.
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4.2 Federal Trade Commission Act

In some cases, when the HIPAA Privacy Rule does not protect PHI (anymore) the 

Federal Trade Commission Act (FTC Act) can offer some level of protection.492 

Section 5(a) of the FTC Act prohibits “unfair or deceptive acts or practices in or 

affecting commerce.” According to the FTC a deceptive act takes place when an 

organisation makes misleading material statements or omissions about a matter. 

When these statements or omissions are likely to mislead so-called ‘reasonable 

consumers’ the FTC considers the act to be deceptive.493 An act is considered to 

be unfair if it is substantial, not outweighed by any countervailing benefits to 

either consumers or the competition and causes, or is likely to cause, an injury 

to consumers that the consumers could not reasonably have avoided.494 The FTC 

can and has used their power in several cases where companies where misleading 

consumers with claims about privacy or data security procedures.495

However, focussing specifically on health data it shows that the FTC has 

not brought enforcement actions in the last decade to companies for making 

misleading claims on how they dealt with data protection issues. The FTC has 

492 15 USC § 45(a).
493 Federal Trade Commission Policy Statement on Deception, appended to Cliffdale Associates, 
Inc., 103 F.T.C. 110, 174 (1984) p.2.
494 Federal Trade Commission Policy Statement on Unfairness, appended to International 
Harvester Co., 104 F.T.C. 949, 1070 (1984) (accessible via: <https://www.ftc.gov/public-
statements/1980/12/ftc-policy-statement-unfairness> last accessed 18 October 2019); see 
also 15 U.S.C. § 45(n).
495 See for example: F.T.C. v. LifeLock Inc., 8 October 2019, in this case the FTC argued 
that LifeLock failed to establish and maintain a comprehensive information security 
program to protect users’ sensitive personal information while falsely advertising that it 
protected consumers’ sensitive data with “the same high-level safeguards used by financial 
institutions” and falsely claimed it provided “24/7/365 alerts “as soon as” it received any 
indication a consumer’s identity was being used”; F.T.C. v. Cambridge Analytica LLC, 9 
March 2019, in this case the FTC filed an administrative complaint against Cambridge 
Analytica and filed settlements for public comment with Cambridge Analytica’s former chief 
executive and the app developer of the GSRApp who worked with the company, alleging they 
employed deceptive tactics to harvest personal information from up to possibly 65 million 
Facebook users for voter-profiling and commercial targeting; F.T.C. v. 214Technologies, 
Thru, LotaData, DCR Workforce and EmpiriStat Inc. (in separate cases, September 2019). 
These five companies have reached settlements with the FTC over allegations that they 
falsely claimed certification under the EU-U.S. Privacy Shield framework, which establishes 
a process to allow companies to transfer consumer data from European Union countries to 
the United States in compliance with EU law.
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mostly brought enforcement actions against companies that make false or 

deceptive claims with regard to what their apps can do. For example, in 2015 

the FTC settled with two companies for claiming that their apps could “assess 

melanoma risk early by using mathematical algorithms and image- based pattern 

recognition technology to analyze specific characteristics (asymmetry, border, 

color, diameter, and evolution) of digital images of skin lesions captured by the 

device’s camera.”496 The apps where ordered, among others, to stop “make any 

representation, in any manner, expressly or by implication, including through 

the use of a Device name, endorsement, depiction, or illustration that the Device: 

(1) Detects or diagnosis melanoma or risk factors of melanoma, or (2) Increases 

users’ chances of detecting melanoma in early stages.”497

The above-mentioned examples show that the FTC Act offers a safety net 

when it comes to apps and wearables that make false claims regarding what they 

can do in regard to the user’s health. However, paragraph 4.1.1 showed that there 

is a large amount of personal data that deals with a person’s health situation that 

is not protected by the HIPAA Privacy Rule. In theory, the data protection issues 

regarding these personal data could be protected via the FTC Act. Yet, the FTC has 

reported no enforcement actions in the last decade that deal with data protection 

issues. As a consequence, there is a very big loophole in the protection of these 

personal data on a federal level in the U.S., especially compared to Europe. If, for 

example, a mobile app company shares personal (health) data with one or even 

several third parties and the company states this practise in their privacy policy, 

it will most probably not be considered to be a deceptive or unfair trade practice 

to the FTC. After all, the user of the app or wearable has the possibility to read 

the privacy and then decide not to give his or her consent to the processing. 

The problem with this situation is that research going back over a decade has 

shown that people do not read privacy policies.498 More recent research has shown 

that even if a person reads a privacy policy, it is still hard, if not impossible, to 

really understand what your personal data is being used for and with whom it is 

496 F.T.C. v. Health Discovery Corporation, Docket No. C-4516.
497 F.T.C. v. Health Discovery Corporation, Docket No. C-4516, p. 3.
498 See for example: AM McDonald and LF Cranor, ‘The Cost of Reading Privacy Policies’ 
(2008) 4A JLPI 543 and F Schaub and others, ‘Designing Effective Privacy Notices and 
Controls’ (2017) 99 IEEE 70.
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shared.499 Where the GDPR determines that privacy policies have to be transparent, 

these kinds of non-transparent privacy policies are most likely a violation of the 

GDPR. The processing of these kinds of data are therefore unlawful in Europe. 

However, if the data are not protected by HIPAA, the FTC Act will not offer any 

legal protection to these practises. Leaving the consumer pretty much legally 

powerless.

4.3 State Regulation Regarding Health Data

Neither HIPAA nor the FTC Act retains U.S. states to develop their own data 

protection laws. Where in Europe the GDPR applies for a Member States without 

exception, the situation in the U.S. is quite different. Some U.S. states have taken 

the effort to draft their own data protection laws. Unfortunately, not all 50 states 

can be discussed in this paper. Therefore, the focus will on two states that have 

extended data protection laws: Florida and California.  

4.3.1 Florida

Florida has several laws that apply to the protection of health data that is collected 

via modern technologies. The two most relevant for this research and therefore 

discussed in this paragraph are the Florida Information Protection Act (FIPA) 

and the Florida Health Institution Licensing Laws (FHILL). Starting with FIPA it 

is interesting to see that this law is part of the regulation on trade, commerce, 

investments, and solicitations.500 FIPA applies to covered entities, which is a “sole 

proprietorship, partnership, corporation, trust, estate, cooperative, association, 

or other commercial entity that acquires, maintains, stores, or uses personal 

information.”501 Furthermore, FIPA has its own definition for personal information. 

It is a very limited definition, compared to the definition in the GDPR. According 

to FIPA personal information can be: 

499 T. Mulder, ‘Health Apps, their Privacy Policies and the GDPR’ (2019) European Journal of 
Law and Technology, vol. 10 no. 1.
500 Florida Statute § 501.171 deals with Security of confidential personal information and is 
part of Title XXXII, chapter 501 on consumer protection.
501 § 501.171 (b).
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“An individual’s first name or first initial and last name in combination with any 

one or more of the following data elements for that individual: (I) A social security 

number; (II) A driver license or identification card number, passport number, 

military identification number, or other similar number issued on a government 

document used to verify identity; (III) A financial account number or credit or 

debit card number, in combination with any required security code, access code, 

or password that is necessary to permit access to an individual’s financial account; 

(IV) Any information regarding an individual’s medical history, mental or physical 

condition, or medical treatment or diagnosis by a health care professional; or (V) 

An individual’s health insurance policy number or subscriber identification number 

and any unique identifier used by a health insurer to identify the individual.”502

Or: 

“A user name or e-mail address, in combination with a password or security 

question and answer that would permit access to an online account.”503

Summarising, this means FIPA only applies to covered entities that process 

personal data, which in turn has a very limited definition. Regarding health data 

that is being processed via apps or wearable the phrase ‘any information regarding an 

individual’s (…) mental of physical condition’ is interesting. This seems to go outside 

of the medical context. It looks a lot like the definition in the GDPR regarding data 

concerning health, which is: ‘personal data related to the physical or mental health of 

a natural person’.504 Therefore, from a European perspective, this would mean that 

the information collected via most commercial health apps would be considered 

to be personal data under FIPA, as in the case with the GDPR. However, this is 

only the case when these data are being combined with an individual’s first name 

or first initial and last name. If that is not the case, FIPA does not consider the 

collected data to be personal data and as such does not apply.505 This, in turn, 

leads to the situation that is easy to bypass FIPA, since there are other ways to 

identify a natural person than through their first and last name.

502 § 501.171 (g,1).
503 § 501.171 (g,2).
504 Article 4 (15) GDRP.
505 Tovino, Stacey A., “Florida Law, Mobile Research Applications, and the Right to Privacy” 
(2019). Scholarly Works. 1225, p. 372.
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Regarding health data that is being processed by licenced health care 

institutions the Florida Health Institution Licensing Laws (FHILL) plays a role. 

This law, which is codified in chapter 395 of the Florida Statutes, instructs health 

care institutions to use a system in which patient’s records can be kept. The 

following information should be part of these records: “basic client data collection; 

a listing of the patient’s problems; the initial plan with diagnostic and therapeutic 

orders as appropriate for each problem identified; and progress notes, including 

a discharge summary.”506 Furthermore, FHILL establishes patient’s rights 

regarding the collected data that are more or less comparable to the patient’s 

rights established by HIPAA.507 Just as is the case with HIPAA, Tovino, who has 

researched the protection of Florida’s laws on health data extensively, comes to 

the conclusion that the Florida’s law only applies to personal health data that are 

being processed by health care institutions. If other (commercial) organisations 

process the exact same data, those data are not protected by Florida’s laws, as is 

the case with HIPAA.508 Leaving Florida’s citizens unprotected when it comes to 

the commercial use of their health data.

4.3.2. California

The most recent data protection law in the U.S. is from the state where Silicon 

Valley is located; it is the California Consumer Privacy Act (CCPA).509 As is expected 

with state law, the CCPA only applies to California residents.510 When a company 

processes personal data of the California residents and ‘do business’ in California, 

the CCPA applies. There are however a few conditions. The company has to have 

either annual gross revenue of over $ 25 million, buy, receive, sell or share personal 

information of 50,000 or more consumers for commercial purposes, or derive 50% 

or more of its annual revenues from selling consumers’ personal information.511 

506 Florida Statute § 395.3015.
507 Tovino, Stacey A., “Florida Law, Mobile Research Applications, and the Right to Privacy” 
(2019). Scholarly Works. 1225, p. 361.
508 Ibid, p. 362. 
509 California Civil Code §1798.100.
510 The CCPA protects personal data of ‘consumers’ and § 1798.140 (g) defines a consumer as 
“a natural person who is a California resident”.
511 California Civil Code §1798.140 (d).
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However, when a controller does not do business in California, it can process 

personal data of Californians’ without having to comply with the CCPA, as long as 

the processing is not considered to be ‘doing business in California’. 

The CCPA defines personal data as “information that identifies, relates to, 

describes, is capable of being associated with, or could reasonably be linked, 

directly or indirectly, with a particular consumer or household.”512 This definition 

is than followed by a non-exhausted list of examples of types of data that can be 

considered personal data, for example ‘identifiers such as a real name’, ‘biometric 

information’, ‘browsing history, search history’, ‘geolocation data’, etc.513 This 

list is, in turn, followed by mentioning that publicly available information is not 

considered to be personal data. ‘Publicly available’ is defined as information that 

is “lawfully made available from federal, state, or local government records, if 

any conditions associated with such information.” Biometric information that is 

collected by businesses about a consumer without the consumer’s knowledge is 

not considered to be publicly available information. Also consumer information 

that is de-identified or aggregate consumer information is not considered to be 

publicly available information. The same goes for data that are used for a purpose 

that is not compatible with the purpose for which the data are maintained and 

made available in the government records or for which it is publicly maintained.514

512 California Civil Code §1798.140 (o,1).
513 California Civil Code §1798.140 (o,1): “(A) Identifiers such as a real name, alias, postal 
address, unique personal identifier, online identifier Internet Protocol address, email 
address, account name, social security number, driver’s license number, passport number, or 
other similar identifiers. (B) Any categories of personal information described in subdivision 
(e) of Section 1798.80. (C) Characteristics of protected classifications under California or 
federal law. (D) Commercial information, including records of personal property, products 
or services purchased, obtained, or considered, or other purchasing or consuming histories 
or tendencies. (E) Biometric information. (F) Internet or other electronic network activity 
information, including, but not limited to, browsing history, search history, and information 
regarding a consumer’s interaction with an Internet Web site, application, or advertisement. 
(G) Geolocation data. (H) Audio, electronic, visual, thermal, olfactory, or similar information. 
(I) Professional or employment-related information. (J) Education information, defined as 
information that is not publicly available personally identifiable information as defined 
in the Family Educational Rights and Privacy Act (20 U.S.C. section 1232g, 34 C.F.R. Part 
99). (K) Inferences drawn from any of the information identified in this subdivision to 
create a profile about a consumer reflecting the consumer’s preferences, characteristics, 
psychological trends, preferences, predispositions, behavior, attitudes, intelligence, abilities, 
and aptitudes.
514 California Civil Code §1798.140 (o,2).
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Focussing on health data it is important to notice that the CPPA does not apply 

to data that is covered by HIPAA.515 Biometric data is mentioned specifically and 

is not considered to be part of health data. However, it is the other way around in 

some situations. Part of the definition of biometric data is “…and sleep, health, or 

exercise data that contain identifying information.”516 Although the CCPA does not 

explain what identifying information exactly is, it will be information that is not 

de-identified and, as such, information that can reasonably identify a particular 

consumer.517 This would mean that health data that are not part of HIPAA but can 

reasonably identify a Californian citizen and are being processed by a company 

that does business in California is protected by the CCPA. This also means that 

Californian residents receive significant more data protection regarding health 

data than other U.S. citizens.

5. AN OVERVIEW: HEALTH DATA PROTECTION IN THE E.U. 
VERSUS THE U.S.

It is clear that there are significant differences when it comes to data protection 

regarding health data in the E.U. and the U.S..518 There are several factors to 

consider that are relevant to this paper. The previous paragraphs of this paper 

focussed on the similarities and differences regarding the protection of so-called 

‘health data’. This paragraph will address the most relevant potential problems 

that might arise from these differences, especially regarding the use of modern 

technologies to process these kinds of personal data. 

5.1 A Sectoral Approach Versus a Non-Sectoral Approach

The first major difference between the U.S. and E.U. data protection approach is 

the difference between a sectoral and a non-sectoral approach, respectively. Due 

515 California Civil Code §1798.145 (6,c).
516 California Civil Code §1798.140 (b).
517California Civil Code §1798.140 (h): the exact definition for deidentified is: “information 
that cannot reasonably identify, relate to, describe, be capable of being associated with, or 
be linked, directly or indirectly, to a particular consumer…”
518 See also for example: Chris Jay Hoofnagle, Bart van der Sloot and Frederik Zuiderveen 
Borgesius, ‘The European Union general data protection regulation: what it is and what it 
means’ in: Information & Communications Technology Law, 2019, v28, no.1, p. 70 and Stacey A. 
Tovino, The HIPAA Privacy Rule and the EU GDPR: Illustrative Comparisons, 47 Seton Hall 
Law Review 973, 994 (2017). 
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to the fact that the GDPR is a non-sectoral law, it makes it relatively easy for 

stakeholders to determine whether or not the GDPR applies. Meaning that regarding 

the use and development of modern technologies, health care institutions, (app) 

developers and patients it is relatively easy to determine whether or not the GDPR 

applies. 

Having said that, the non-sectoral approach of data protection also has its 

own difficulties. The most well-known example is that parts of the GDPR must be 

interpreted in a way that fits with that specific sector. This can lead to difficulties 

on how to interpret the GDPR and already starts with the terms and definitions 

used by the GDPR. It is, for example, not always clear who the controller is and 

who the processor.519 Despite these interpretation issues, the biggest benefit of 

having a non-sectoral approach to data protection is that even in situations where 

the GDPR needs interpretations, the focus can still be on the GDPR. 

It is further important to keep in mind that in some cases, one of those 

being in regard to data concerning health, the GDPR allows member states to 

introduce further conditions with regard to the processing of these kinds of 

data.520 Therefore, the GDPR is more or less a minimum standard; member state 

law can impose stricter regulation when dealing with data concerning health. 

Summing up: even though the GDPR is a non-sectoral law with its own 

interpretation issues and member states can introduce further regulation 

regarding the processing of data concerning health, the GDPR sets an already very 

strict minimum standard regarding the processing of sensitive data, such as data 

concerning health and genetic data. 

Focussing on the health care sector, the U.S. has HIPAA to protect personal 

health information that is processed by covered entities. Applicability of HIPAA in 

the U.S. might be a little harder to determine, for some stakeholders, compared 

to applicability of the GDPR. Although HIPAA, in principle, always applies to 

health care institutions, it does not always apply to the technology sector. After 

all, HIPAA only applies to the covered entities.521 When a health app or wearable 

is developed for commercial reasons, HIPAA will not apply to the development of 

519 See for example: Jenna Lindqvist, New challenges to personal data processing agreements: 
is the GDPR fit to deal with contract, accountability and liability in a world of the Internet 
of Things?, International Journal of Law and Information Technology, Volume 26, Issue 1, Spring 
2018, Pages 45–63,
520 Article 9 (4) GDPR.
521 See paragraph 4.1.1.



Chapter 7

196

the app. It might apply to the use of the personal data later on, if the personal data 

is used for treatment purposes. But this situation leads to uncertainty with (app) 

developers and patients and maybe even the health care sector itself. 

Figure 4 shows the impact of the fact that HIPAA is a sectoral law and as 

such only applies to covered entities. As a consequence, HIPAA does not always 

apply to the technology sector and not even to the health care sector. This makes 

is more diffi  cult for developers to determine whether or not their technology has 

to comply with HIPAA if they want to develop a modern technology for the U.S. 

market. In the E.U. this is more apparent, because the GDPR (almost) always 

applies and as such the developed technologies and the use of these technologies 

must both comply with the GDPR.

Figure 7.3: Sectoral vs. non-sectoral data protection approach

5.2 The European Concept of Data Concerning Health From an 
U.S. Perspective

Focussing on health data specifi cally, we see that in Europe the GDPR protects 

data concerning health as part of a special categories of data. Genetic data is 
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also part of this special category of data. Since both terms are part of the special 

categories of data, both kinds of personal data are treated in the same way by the 

GDPR, making it easier for health care institutions and health-tech developers 

to determine how these kinds of personal data should be treated. However, 

comparing the definition of the European term ‘data concerning health’ with U.S. 

legislation is not as easy as looking at one law, mainly due to the fact that the U.S. 

has a sectoral approach regarding data protection. 

This paper tries to investigate how the European term ‘data concerning 

health’ is covered by U.S. legislation because that can be beneficial for health-tech 

developers. Figure 1 in paragraph 2 already showed that this is rather complex. 

Therefore, this section will investigate how the European terms ‘data concerning 

health’ and ‘genetic data’, part of the so-called ‘sensitive data’ of Article 9 GDPR, 

compare to the terminology used in U.S. legislation. 

For starters, investigating the term data concerning health means looking 

at the term personal health information of HIPAA. These different terms only 

very roughly cover the same sorts of personal data, making it very difficult for 

developers to determine whether the personal data that are being generated by 

these apps or wearables are covered by one or maybe even both definitions. Other 

federal laws, such as for example SAMHSA and even the FTC act, are important 

because of their definitions that impact the European concept of data concerning 

health. Although HIPAA is a federal law, research has shown that large amounts 

of health data are left unprotected by HIPAA.522 Other laws might help protect 

some of these personal health data that are left unprotected. Paragraph 4.2 

showed that the FTC Act protects consumers against false claims in, for example, 

privacy policies, but this law does not protect against vague and non-transparent 

privacy policies. Whereas the GDPR has specific rules on this regard, U.S. law 

offers consumers less protection.523 Furthermore, SAMHSA protects personal data 

about the diagnosis or treatment dealing with substance abuse.524 These kinds of 

data are in Europe part of the definition of data concerning health.

522 See paragraph 4.1 for a more detailed description of this.
523 See the rules on consent in the GDPR: Article 9 (2,a) in conjunction with Article 4 (11) 
GDPR and Article 7 GDPR. See also the Article 29 Working Party Guidelines on consent under 
Regulation 2016/679, last revised and adopted on 10 April 2018, 17/EN WP259 rev.01.
524 42 C.F.R. § 2.11 and § 2.13: Substance abuse disorder is “a cluster of cognitive, behavioral, 
and physiological symptoms indicating that the individual continues using the substance 
despite significant substance-related problems such as impaired control, social impairment, 
risky use, and pharmacological tolerance and withdrawal. For the purposes of the regulations 
in this part, this definition does not include tobacco or caffeine use.”
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In addition, there is another U.S. law that impacts the European defi nition 

of data concerning health: GINA. Although GINA protects genetic information, 

which is part of the European concept of sensitive data of Article 9 GDPR, genetic 

information is, on it’s own, not part of data concerning health. The GDPR has 

a separate defi nition for genetic data, besides the defi nition of data concerning 

health. However, there are cases in which genetic data can be part of the 

defi nition of data concerning health. Whenever genetic data is used to predict 

someone’s (future) health status, it becomes data concerning health. This might 

be confusing. However, because both data concerning health and genetic data 

are seen as sensitive data, the actual impact in practise is minimal. Both sets 

of personal data will be treated the same way in Europe, since they are both 

considered to be sensitive data. Especially the personal data protected by the part 

of GINA that prohibits discrimination based on genetic information by health care 

insurers might be considered to be data concerning health in Europe. Therefore, a 

health-tech company will have to take GINA into consideration as well. 

Figure 7.4: comparing the European concept of data concerning health from a U.S. perspective

Finally, HIPAA makes it possible for U.S. states to draft their own data 

protection laws. Although, for instance, this paper has shown that Florida’s data 

protection laws do not change much when it comes to health data protection, the 

new data protection law in California (CCPA) is an example of a state law that 

changes the landscape regarding health data protection considerably, at least for 
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California residents. Figure 4 shows a schematic overview of different laws in the 

U.S. that impact the European definition of data concerning health.

5.3 Anonymisation Versus De-identification

There are two more or less similar situations in which neither the GDPR nor HIPAA 

applies, even when dealing with sensitive data such as data concerning health 

or personal health information respectively. Regarding the GDPR anonymisation 

means that personal data has been stripped of any indicators that can relate to the 

data to a natural person. If data has been anonymised, the GDPR does not apply to 

the data because the data is no longer considered to be personal data. It is important 

to keep in mind that the GDPR demands that the process of anonymisation is 

irreversible. If, however, the process of anonymisation is reversible, the GDPR 

considers the data to be pseudonymised instead of anonymised. Pseudonymisation 

under the GDPR means that although the personal data are stripped of indicators 

to link the data back to a natural person, this is done in a way that can be reversed, 

for instance by using encryption. In that case the data is still considered to be 

personal data and as such the GDPR still applies. 

Where the GDPR distinguishes between anonymisation and pseudonymisation, 

HIPAA does not. HIPAA applies to personal health information. However, if 

the personal health information is de-identified, as paragraph 4.1.3 showed, 

HIPAA no longer applies. The U.S. method for de-identification of personal 

health information is merely considered as pseudonymisation from a European 

perspective. As a consequence there are many situations conceivable in which 

HIPAA does not apply to an app or wearables while the GDPR still applies. 

5.4 To Conclude

Looking at modern technologies, such as apps and wearables, and especially when 

these technologies are (being) developed by commercial companies and used in 

a medical setting, there are several differences between E.U. and U.S. law. This 

paragraph has identified three of these issues. Due to these differences it is harder 

for companies to develop an (health) app or wearable that can be used on both the 

European and the American market. Especially considering that the GDPR also 

applies to such technologies with respect to U.S. citizens present in Europe. It is, 

furthermore, challenging for health care institutions in both the U.S. and the E.U. 

to determine whether they can use a commercial developed app or wearable in 
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their health care sector. The next paragraph will look towards a possible solution 

for this impasse. 

6. POSSIBLE SOLUTIONS FOR E.U. AND U.S. DATA PROTEC-
TION LAW TO ‘MEET IN THE MIDDLE’

This paper has shown that there is a large gap between data protection regulation 

regarding data concerning health in the E.U. and the U.S.. The previous paragraph 

identified three of the issues that can impact both heath-tech developers and the 

health care sector. This does, however, not mean that it is not possible for both 

legal frameworks to come closer together and maybe even to meet each other 

in the middle. The arrival of the CCPA already shows that, especially regarding 

data subjects rights, the state of California and the European Union have come 

closer together than ever before.525 A possible solution should at least address the 

three issues identified in the previous paragraph. Meaning it should address the 

difference in approach (sectoral vs. non-sectoral), the difference in terminology 

(data concerning health in the GDPR vs. the different laws in the U.S.) and the 

difference between anonymisation and de-identification. However, the solution 

might not necessarily lay in more data protection laws per se but rather in a 

different approach to the use of so called ‘health data’. This could be an immense 

step forward in providing consumers from both continents with sufficient data 

protection as well as more legal transparency for health-tech companies, the 

health care sector and consumers. After investigating different solutions, two 

solutions seem the most promising. The first solution deals with licensing the use 

of personal health data itself while the second solution deals with licensing the 

technology behind the processing of personal health information, such as apps 

and wearables. 

6.1 Licencing

A licence is an official permission or permit to do, use or own something, usually 

after having paid money or after taking a test.526 Licencing is not a new concept, 

there are already different forms of licensing practises in other areas than data 

protection, for example software licences, broadcast licences or music licences. 

525 See paragraph 4.3.2 and paragraph 3 for an overview of this.
526 Cambridge dictionary. 
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These licences have already been tried and have proven themselves in their own 

area, and could proof a suitable approach to the issues identified in paragraph 

5 of this paper relating to the questions of what and when: what kinds of data 

are protected and when are these data protected. This is, among others, due to 

the use of different terms with different definitions, such as data concerning 

health or personal health information and pseudonymisation or de-identification. 

Furthermore, the fact that the E.U. uses a non-sectoral approach whereas the 

U.S. chose for a sectoral approach of health data protection impacts the when-

question, especially for the health care sector and the health-tech developers. 

These questions could be solved via licensing, as this paragraph will show. Before 

examining the application of licensing, the next section first introduces the form 

of licensing this paper uses as an example, the type-approval license used in 

Europe. 

6.1.1 Type-Approval Licence

Both forms of licensing introduced by this paper can be, more or less, compared to 

the type-approval licencing certificate that is used in the E.U. to approve vehicles 

before they are allowed on a public road.527 The effect of the system is that a 

vehicle is only allowed on public roads in Europe after it has been approved.528 

While more and more vehicles accessed public roads in the 1950s and 1960s, the 

European Union saw the need, among others, to ensure a high level of road safety, 

and therefore drafted a directive regarding type-approval, which already dates 

back to 1970.529 In 2007 that directive was replaced by a new, up-to-date directive: 

the Framework Directive.530 

527 The E.U. has a different approach than the U.S.. The U.S. has a self-certification system 
for vehicles, where the manufacturers can claim themselves that their vehicles are compliant 
with the Federal Motor Vehicle Safety Standards (FMVSS). The U.S. regulator checks these 
claims only by means of random checks.
528 Directive 2007/46/EC of the European Parliament and of the Council of 5 September 
2007 establishing a framework for the approval of motor vehicles and their trailers, and of 
systems, components and separate technical units intended for such vehicles (Framework 
Directive).
529 Council Directive 70/156/EEC of 6 February 1970 on the approximation of the laws of the 
Member States relating to the type-approval of motor vehicles and their trailers.
530 Article 49 of Directive 2007/46/EC repeals Directive 70/456/EEC as of 29 April 2009.
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6.1.1.1 How Does Type-Approval Certification Work?

Harmonisation of technical vehicles requirements in the E.U. goes through two 

different yet connected methods. Firstly, via the creation of an E.U.-specific type-

approval system through the Framework Directive and secondly via participation 

in the harmonisation of the United Nations Economic Commission for Europe 

(UNECE).531 The UNECE Regulations go back to 1958 and are a total of approximately 

160 regulations that regulate a wide variety of issues, such as braking power, 

mirrors, up to the impact that a dummy undergoes during a brake crash test. 

Most of the technical standards of the UNECE Regulations are incorporated in the 

Framework Directive.532

The Framework Directive assigns the Member States with the task of 

appointing a domestic governmental organisation as approval authority.533 If a 

vehicle receives the type-approval certificate in one Member State, the vehicle is 

allowed on any public road in the E.U.. It is, therefore, not necessary to apply for a 

certificate in every Member State separately. According to the Framework Directive, 

Member States have to ensure that manufacturers who apply for approval comply 

with the requirements set by the directive.534 However, if a vehicle complies with 

all (technical) demands but the approval authority still deems the vehicle ‘not 

safe’ the approval authority is allowed to withhold approval. As a consequence the 

user of an approved vehicle can expect the vehicle to be safe to use “within the 

boundaries set by the (type-)approval.”535

It is interesting to see that this kind of ‘legislation’ works for the over 50 

countries that are a member of UNECE and has been working for quite some time. 

Via de Framework Directive and UNECE a sort of worldwide harmonisation of rules 

regarding vehicles have been realised. The European Convention of Human Rights 

(ECHR), of which Europe is a member while the U.S. has an observer status,536 

531 M. Humphreys & D. Munro, ‘Brexit and the Car Industry’, p. 36. See also: S. Polly, EU 
Product Compliance, Safety and Liability: A Best Practice Guide for the Automotive Sector (Beuth 
Verlag 2018) 8fff.
532 See Article 34 and 35 Directive 2007/46/EC.
533 Article 3 (28) in conjunction with Article 4 (1) Directive 2007/46/EC.
534 Article 4 (1) Directive 2007/46/EC.
535 Nynke E. Vellinga, Legal Aspects of Automated Driving; On Drivers, Producers, and Public 
Authorities, (Ridderprint B.V., 2020).
536 In the ‘Criteria for the Granting of Observer Status with the Council of Europe’ of 7 July 1999 
it is written that a country can become an observer state if “they are willing to accept the 
principles of (…), and they enjoyment by all persons within its jurisdiction of human rights 
and fundamental freedoms (…)”.
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considers privacy as a human right via Article 8 of the European Convention of 

Human Rights (ECHR). The European Court of Human Rights (ECHR) has ruled 

that personal data protection is an important part of the right to privacy.537 

Furthermore, for the E.U., the European Charter of Fundamental Rights regards 

both privacy and data protection as human rights.538 Therefore, considering the 

fact that data protection is a human right, this paper argues the same level of 

protection given to road safety should be achieved in protecting sensitive health 

data.

6.2 Licensing the Use of Personal Health Data

The first solution this paper investigates is licensing the use of personal health 

data directly, meaning that an organisation can only process personal health data 

when they have an appropriate license to do so.

6.2.1 Licensing and Ownership of Data

Before going into the concept of licensing (sensitive) personal data, a preliminary 

remark is needed because licensing is closely related to the ongoing discussion 

about ‘ownership’ of personal data. Although data protection laws in both the 

U.S. and the E.U. do not seem to assign ownership of personal data to any of 

the stakeholders, some scholars argue that the GDPR does define “partial and 

limited ownership rights to data.”539 However, the discussion on licensing the 

use of data concerning health does not have to be held parallel to the discussion 

of data ‘ownership’. On the contrary even, as one could argue that even if a data 

subject would be the owner of his or her personal (health) data, there would still 

be the issue of the unequal situation between large data processing companies and 

an individual data subject. This might lead to a legal reality where the data subject 

is considered as the owner of his or her own data, while in practise large 

537 See, for example: ECHR, Z v. Finland, No. 22009/93, 25 February 1997.
538 See Article 7 and of the Charter of Fundamental Rights of the European Union (2012/ C 
326/02).
539 Joint Research Centre Technical Reports, JRC Digital Working Paper 2017-01, The economics 
of ownership, access and trade in digital data, p.12.



Chapter 7

204

data processing companies will still be in power.540 Furthermore, the discussion 

on ownership of personal data already knows a very long history and until now no 

consensus has been reached and it is not expected that consensus will be reached 

any time soon. Therefore, this section will focus on possible licensing models for 

using data concerning health.

6.2.2 How Would Licensing Personal Health Data Work?

When it comes to licensing personal health data, it is especially important 

to determine what personal data needs licencing. This needs to be done on a 

transcontinental level as to prevent the current situation where there is a large 

difference between the meaning of European term ‘data concerning health’ 

and the U.S. term ‘personal health information’. There are several options for 

achieving this goal. For example, an organisation such as the United Nations 

(U.N.) or the World Health Organisation (WHO), could play a role similar to the 

role they played in harmonising technical vehicle requirements. Having said 

that, this paper focuses on bringing together data protection issues regarding 

health data in the U.S. and the E.U., whereas an organisation such as the U.N. 

or WHO would probably involve more regions than only the U.S. and Europe. 

Looking for example at UNECE the E.U. Member States are a member and so 

are the U.S., together with several other countries. Furthermore, both the U.N. 

and WHO are not always known for their quick decision-making. UNECE has, for 

example, over 160 regulations that are mostly technical and vary from how and 

what kinds of mirrors a car needs to information on crash tests. Such a regulation 

regarding data protection might not be an easy task. However, a taskforce of 

the U.N. has been working on a recommendation on the protection and use of 

health-related data under the supervision of the Special Rapporteur on the Right 

to Privacy.541 In this recommendation the term ‘health-related data’ is introduced 

and this recommendation could be used as a starting point for the licensing setup. 

Especially keeping in mind that although this paper focuses on the E.U. – U.S. 

relationship, a licensing setup for data concerning health could also be interesting 

for other regions.

540 D. Elliott & L. Quest, It’s time to redefine how data is governed, controlled and shared. Here’s 
how, World Economic Forum (January 2020). Available at: <https://www.weforum.org/
agenda/2020/01/future-of-data-protect-and-regulation> (20 March 2020).
541 Available via: <https://rm.coe.int/draft-recommendation-on-the-protection-and-use-
of-health-related-data/1680943bea> (06 April 2020).
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Another solution, for which the U.N. and WHO are not needed, could be a 

bilateral agreement between the U.S. and Europe. It might be easier and faster to 

achieve such an agreement between these two regions. It might even be possible 

to involve the current Privacy Shield between the U.S. and E.U. in the drafting and 

setting of licensing conditions.542 Regardless of the question what organisation 

or agreement should setup the licensing idea, it is important that technical 

requirements regarding the use of personal health data should also be determined 

transcontinental, in consultation with the E.U. and the U.S. stakeholders. This 

would be an interesting platform for the health care sector and the health-

tech sector in both areas to participate. That way the (technical) requirement 

for processing health data will be drawn up in collaboration between these two 

sectors. Such collaboration ensures that the technical demands meet the needs 

of the health care sector for the use of personal data. For instance, professional 

secrecy is a requirement that is important for the health care sector in both the 

E.U. and the U.S. and therefore any form of licensing should address that issue. 

On a more ‘local’ level, such as an E.U. and U.S. level, details of the data protection 

legislation can be determined. Meaning that different accents regarding data 

protection of data concerning health can be made, while at the same time both 

the consumers and the developers of apps and wearables know they either receive 

or have to comply with a minimum set of technical requirements. 

6.2.3 Issues Regarding Licensing the Use of Data

Applying the definition of licensing used in paragraph 6.1 to licencing of health 

data would mean that health data cannot be used unless a company or institution 

has official permission from the approving authority to use these kinds of personal 

data, for example after showing that they will use the personal data in a way that 

complies with the legal requirements connected to the permission. This would 

entail a licensing body that would approve the use of health data. Such a licensing 

body can be delegated to the member states, as it is done with the type-approval 

certification. However, licensing the use of data can be hard to enforce. It would 

furthermore completely side-line the data subject, since it is the licensing body 

that determines whether or not an organisation can use data that is health related 

without consulting with the data subject.

542 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 
95/46/EC of the European Parliament and of the Council on the adequacy of the protection 
provided by the EU-U.S. Privacy Shield (notified under document C(2016) 4176).
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As a result, the risk arises that such a proposal will get stuck in the ongoing 

discussion about data ownership.543 The discussion on ownership of personal data 

already knows a very long history and until now no consensus has been reached 

and it is not expected that consensus will be reached any time soon. Furthermore, 

at least as far as the E.U. is concerned, the competence of the E.U. when dealing 

with health issues is not easy. Health is considered to be a task of the member 

states, not the E.U. This might lead to difficulties if the E.U. would like to be 

a partner in the licensing design of the use of health data. Therefore, the next 

section of this paragraph will take the idea of licensing a step further. Instead 

of licensing the use of personal health data, the concept of licensing apps and 

wearables that process personal health data will be introduced.

6.3 Licensing Health Apps and Wearables

The licensing of the technology that processes health data fits in with the 

discussion that is going on about licensing Internet of Things (IoT) applications 

and licensing software that is used for artificial intelligence (AI).544 People have 

to be able to trust that the ‘product’ they buy is safe and this also applies when 

they deal with devices that are connected to the Internet. This is why consumer 

organisations argue that manufacturers of IoT application should be held liable 

for digital security, especially since Internet security is often not a priority yet.545 

543 See for example: Catalini, Christian and Gans, Joshua S., Some Simple Economics of the 
Blockchain (April 20, 2019). Rotman School of Management Working Paper No. 2874598; 
MIT Sloan Research Paper No. 5191-16 and Zetzsche, Dirk Andreas and Buckley, Ross P. and 
Arner, Douglas W. and Barberis, Janos Nathan, From FinTech to TechFin: The Regulatory 
Challenges of Data-Driven Finance (April 28, 2017). New York University Journal of Law 
and Business, Forthcoming; European Banking Institute Working Paper Series 2017 - 
No. 6; University of Hong Kong Faculty of Law Research Paper No. 2017/007; University 
of Luxembourg Law Working Paper No. 2017-001. Available at SSRN: <https://ssrn.com/
abstract=2959925> DOI:.2139/ssrn.2959925 and Determann, Lothar, No One Owns Data 
(February 14, 2018). UC Hastings Research Paper No. 265. Available at <SSRN: https://ssrn.
com/abstract=3123957> DOI:10.2139/ssrn.3123957 (12 April 2020).
544 See for monitoring AI an interview with the Dutch director-chief inspector, via 
<https://www.dvhn.nl/groningen/Agentschap-Telecom-in-Groningen-wil-toezicht-op-
kunstmatige-intelligentie-25311998.html> (12 April 2020).
545 See for example the Dutch Consumer organisation: <https://www.consumentenbond.
nl/acties/updaten/veiligheidsvisie-connected-apparaten> and Consumers International 
<https://www.consumersinternational.org/media/154746/iot2017review-2nded.pdf > (12 
April 2020).
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They therefore advocate regulation that ensure that manufacturers are only 

allowed to place so-called smart-devices on the market that meet minimum 

safety requirements, which are updated throughout their useful life.

Wearables can be considered as part of the IoT market. Although apps might 

not be seen as ‘products’ in the sense of IoT applications, people still have to 

able to trust that the apps that they want to use for monitoring their health are 

safe. This is especially important when it comes to apps that process sensitive 

personal health data. An analogy with IoT applications is easily made, because 

‘safe’ IoT applications mean, among others, that the data that are processed by 

these applications are processed in a safe way. As such, this would be the case 

with wearables and this is no different for apps that process health data. Even 

though the GDPR in Europe protects the processing of personal data, that does 

not mean that this is always the case.546 Licensing these apps and wearables could 

improve this practical reality. As with cars, a consumer needs to know whether or 

not an app or wearable is considered to be safe. 

6.3.2 How Would Licensing of Apps and Wearables Work?

As with licensing the use of health data, it is again important to make sure that 

agreements are made about this on a transcontinental basis. Since licensing 

would, in this case, mean the licensing of the technology, this form of licensing 

is much more in line with the type-approval certification of vehicles. Technical 

conditions will be set on a transcontinental level, by either the U.N. or WHO, or via 

a bilateral U.S. – E.U. agreement, where, in the case of health apps and wearables, 

the health care sector should work together with the technology sector to achieve 

this. After this, the approval of a license can be delegated to a member state. 

Most likely, a Member State will appoint a national organisation to perform 

this task. In the Netherland the Radiocommunications Agency already announced 

that they want to examine whether they can monitor AI. They want to be able 

to take action if an algorithm leads to undesirable, unethical or potentially 

discriminatory outcomes. There might also be a role for them in licensing the 

technology behind the use of data, in this case the health apps and wearables. As 

with the approval of vehicles, it would be the case that the approval of a health 

546 Mulder, T. (2019). Health Apps, their Privacy Policies and the GDPR. European Journal of 
Law and Technology, 10 (1 (2019)), [3].
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app or wearable in one member state would mean the approval of the app or 

wearable in all member states. Although this might lead to forum shopping given 

possible differences in interpretation, this paper argues that such a thing is almost 

inevitable. In any case, licensing would lead to much more uniformity regarding 

the handling of the data.

In the case of licensing health apps and wearables, data protection will 

be part of the licensing requirements. Current legal requirements such as data 

protection by design and data protection by default could play an important role 

in the licensing procedure, as could the condition of a data protection impact 

assessment. This solution will not only bring the U.S. and the E.U. closer together, 

it will also build a bridge between data protection and consumer protection without 

losing sight of the right to self-determination of data subjects. Consumers would 

be able to trust that the health apps and wearables that are available in the (app) 

stores are safe, not only regarding data protection but also in regard to any other 

issues.

7. CONCLUDING REMARKS

There is a difference in the way the U.S. and the E.U. protect personal data. As 

a consequence, there are also several differences in the way both jurisdictions 

protect health data, which is considered to be so-called sensitive personal data. 

This situation makes it hard for health care institutions, both in the U.S. and the 

E.U., to know whether or not an app or wearable that is developed in the other 

jurisdiction can be used for treatment purposes. This paper explored the most 

relevant differences regarding the protection of health data, both in connection 

to individual health as well as public health, and described the impact of these 

differences for the different stakeholders: health care institutions, health-tech 

developers and consumers. The differences in both systems focussed mostly on 

the question what data is exactly protected and when this data is protected.

Where health care is most of the time organised and regulated by states 

for their own territory, the processing of personal data and the technology 

that supports the processing of these personal data, most of the time know no 

jurisdictional boundaries. However, the latest Covid-19 pandemic showed that 

a virus does not care about territorial boundaries. Modern technologies such as 

health apps and wearables can be developed anywhere in the world and then be 

used by consumers in completely different parts of the world. Although many 
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health apps and wearables are developed in the U.S., these technologies have 

numerous users in Europe. 

Legal rules are, however, often set in the territories in which people live and 

are linked to the culture of that territory.547 This is the same for the differences 

this paper identified with regard to the way health data are protected either in the 

U.S. or Europe. These differences start with the way both territories address data 

protection issues. Where the U.S. chooses a sectoral approach, the E.U. opted for 

a non-sectoral approach. Furthermore, both jurisdictions use different terms that 

in turn have a different scope. As a consequence, the E.U. considers more personal 

data to be health data compared to the U.S.. With the health-tech market knowing 

almost no boundaries, it is important to address the differences in both legal 

systems and consider ways to close the gap between the different legal systems. 

It is significant to keep in mind that developers and users of health apps 

and wearables are used to the legal framework in their own territory. This legal 

framework is, among other, impacted by the way health care is regulated in that 

territory. As a result, developers, health care institutions and consumers already 

find it difficult enough to deal with their own territorial legal reality. However, 

practical reality is that health technology crosses boundaries easily and therefore 

other legal frameworks are also important. 

This paper has shown that legal reality regarding the protection of health 

data in the U.S. and the E.U. does not fit with the practical reality of transboundary 

health technology. Looking into the details of both legal systems, this paper found 

that there are a great many differences between the two jurisdictions. It will 

be hard to try and solve these issues at the micro-level this paper focused on. 

Therefore this paper suggests a solution on a more meta-level, via licensing either 

the use of health data or the technology itself, meaning the apps and wearables. 

If the U.S. and E.U. could come to an agreement on licensing either one of the 

suggested solutions, it would mean going beyond the local legal differences. As a 

consequence, licensing could tackle the issues that arise due to these differences 

in a technical reality that simply goes beyond legal boundaries. 

547 K. Zweigert and H. Kötz, “An introduction to comparative Law”, Oxford 1998 (third 
edition).
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As discussed elaborately in this contribution, licensing the use of health data 

is an innovative idea that remains somewhat under-researched. This paper puts 

forward that it could be a valuable step forward. Regarding public health, the 

Covid-19 pandemic can be seen as a reason for proceeding in the direction of 

licensing. If, for example, the licensing for the apps and wearables would already 

in place between the U.S. and the E.U., both territories could work together on 

developing an app that could help in controlling the virus. Developers would 

already have a technical checklist, which they could use during their developing 

process. Furthermore, the U.S. and E.U. wanting to use these apps, could more 

easily see if a suggested app fits the criteria. The criteria would already be set 

and clear for everybody involved instead of being thought up in the heat of the 

moment. Therefore, this paper believes that licensing could be beneficial, not only 

in public health situations but also regarding individual health situations. 

Even though not all problems regarding licensing have been solved by this 

paper yet, this paper is meant as a first step in thinking in that direction and as a 

starting point for a wider discussion on this topic. If the differences in protecting 

health data between these two jurisdictions can be solved on this more meta-level, 

society can benefit from technology, while still sufficiently protecting health data, 

instead of comprising either (public) health or privacy. The creation of a new legal 

space, achieved via licensing, could make this happen.
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EPILOGUE 4: THE TRANSFER OF DATA CONCERNING 
HEALTH

In part IV of this thesis, it was established that the technological concept of 

‘transfer’ and the legal concept of ‘transfer’ are not equivalent. This is especially 

the case in the technological context of apps and wearables and the GDPR-related 

concept of ‘transfer’. Furthermore, part IV of this thesis examined the European 

concept of ‘data concerning health’ from a U.S. perspective and showed the 

differences in which the U.S. and E.U. protect ‘data concerning health’. After 

completing Part IV of this thesis, new legal developments that affect the transfer 

of personal data have taken place, especially regarding the transfer of personal 

data to the U.S.. This epilogue reflects on the most relevant legal development in 

this context, the Schrems II judgement.548 

1. SCHREMS II

According to the GDPR, personal data can only be transferred to a third country549 

if the third country guarantees an adequate level of protection. This adequate level 

of protection can be determined via a so-called adequacy decision by the European 

Commission. The European Commission has provided several of these adequacy 

decisions over the last years, including adequacy decisions regarding the privacy 

protection of personal data in Japan, New Zealand, Argentina and, until July 2020, 

the U.S..550 The adequacy decision regarding the U.S., also known as the E.U.-U.S. 

Privacy Shield,551 is the most relevant for this thesis.
 

548 Case C-311/18 of 16 July 2020, ECLI:EU:C:2020:559 (Schrems II).
549 Article 44 GDPR. A third country is a country other than the EU member states and the 
three additional EEA countries (Norway, Iceland, and Liechtenstein) that have adopted a 
national law implementing the GDPR.
550 See for a complete overview: <https://ec.europa.eu/info/law/law-topic/data-protection/
international-dimension-data-protection/adequacy-decisions_en> last accessed 27 
December 2020.
551 Commission Implementing Decision (EU) 2016/1250 of 12 July 2016 pursuant to Directive 
95/46/EC of the European Parliament and of the Council on the adequacy of the protection 
provided by the EU-U.S. Privacy Shield (notified under document C(2016) 4176) (Text with 
EEA relevance), OJ L 207, 1.8.2016, p. 1–112. The adequacy decision is online available via: 
<https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv%3AOJ.L_.2016.207 
.01.0001.01.ENG> last accessed 10 March 2021.
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1.1 Privacy Shield

The predecessor of the Privacy Shield, the Safe Harbour Principles,552 were overturned 

by the European Court of Justice (ECJ) in October 2015.553 The European Commission 

and the U.S. therefore negotiated a new framework for transatlantic data flows 

and this led to the 2016 E.U.-U.S. Privacy Shield.554 Maximillian Schrems, who was 

also behind the complaint to the Irish supervisory authority the led to the downfall 

of the Safe Harbour Principles, did not agree with this adequacy decision. Schrems 

was of the opinion that both the law and practices in the U.S. did not sufficiently 

protect his personal data against access by public authorities when his data is 

transferred to that country. His complaint led to the ECJ’s Schrems II judgment 

in the case of the Irish Data Protection Commissioner on the one hand, Facebook 

Ireland Limited and Maximillian Schrems on the other. The High Court of Ireland 

rreferred a total of 11 questions to the Court of Justice for a preliminary ruling.555 

The two most relevant questions for this research are question 4 and question 11.  

 - Question 4: Given the facts found by the High Court in relation to US law, 

if personal data is transferred from the European Union to the United States 

under [the SCC Decision] does this violate the rights of individuals under 

Articles 7 and/or 8 of the Charter?

 - Question 11: Does the [SCC Decision] violate Articles 7, 8 and/or 47 of the 

Charter?

In July 2020, the ECJ declared the E.U.-U.S. Privacy Shield incompatible with 

Article 45 (1) GDPR, especially when read in light of Articles 7, 8 and 47 of the 

Charter of Fundamental Rights of the E.U.556, and therefore invalid. According to 

the ECJ the internal regime on access to and use by U.S. government authorities 

of personal data that are transferred from the E.U. to the U.S. are not delineated 

in such a way that they meet the requirements of the GDPR and the Charter.  

552 Commission Decision of 26 July 2000 pursuant to Directive 95/46/EC of the European 
Parliament and of the Council on the adequacy of the protection provided by the safe harbour 
privacy principles and related frequently asked questions issued by the US Department of 
Commerce (notified under document number C(2000) 2441) (Text with EEA relevance) 
(2000/520/EC).
553 Case C-362/14 of 6 October 2015, ECLI:EU:C:2015:650.
554 Decision 2016/1250.
555 Case C-311/18 consideration 68 states all 11 questions. 
556 2012/C 326/02.
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The Court refers specifically to a derogation in the Privacy Shield Decision that 

“enables interference, based on national security and public interest requirements 

or on domestic legislation of the U.S., with the fundamental rights of the persons 

whose personal data is or could be transferred from the E.U. to the U.S..”557 This 

interference can arise from access to and use of personal data transferred from the 

E.U. to the U.S. by U.S. public authorities in connection with several surveillance 

programmes. As a consequence, the principle of proportionality is not met because 

U.S. surveillance programmes, based on their internal legal regime, do not limit 

the use of personal data to what is strictly necessary.558

Chapter V of this thesis showed that the transfer of personal data generated by 

modern technologies, such as health apps and wearables, might not be considered 

a ‘transfer’ within the meaning of the GDPR. Unfortunately, the Schrems II case 

does not address the difference in meaning of transfer from a technological 

perspective and from a legal perspective. Therefore, part of this case is irrelevant 

for health apps and wearables. However, other parts of the Schrems II case are 

still relevant for all parties involved in health apps and wearables. Developers, 

patients/users and health care institutions will have to be aware of the fact that, 

most of the times, they do not only generate personal data via the health app or 

wearable which data are thereafter transited to a server in the U.S.. The generated 

data will often be accompanied with other personal data, such as a name or an 

account. If the health app or wearable will pass these personal data on to the U.S., 

it will be considered a transfer in light of the GDPR.

1.2 Standard Contractual Clauses

Although the ECJ declared the E.U.-U.S. Privacy Shield invalid, there are other 

ways in which the GDPR allows the transfer of personal data from the E.U. to 

the U.S.. One of these ways is via standard data protection contractual clauses.559 

Using these standard clauses to transfer personal data to the U.S. is still possible 

after the Court’s decision in Schrems II because these clauses contain an obligation 

for both the E.U. data exporter and the U.S. data recipient (in this case) to verify 

whether the level of data protection is respected in the U.S. before the transfer of 

the personal data takes place. If the U.S. recipient of the data is not able to 

557 Case C-311/18 consideration 165.
558 Case C-311/18 considerations 168-199.
559 Article 46 (2,c) GDPR.
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comply with an adequate level of data protection, it will have to notify the E.U.  

of this. This is high burden for individual healthcare institutions, perhaps even a 

mission impossible. In the meantime, the European Commission has been working 

on updating the Standard Contractual Clauses. The European Commission has 

adopted new clauses, aiming to offer sufficient safeguards on data protection for 

the data to be transferred internationally, in this case to the U.S..560 Meanwhile, 

personal data can still be transferred to the U.S. when the data subject has given 

his or her explicit consent to the transfer.561 

2. CONCLUSION

The outcome of the Schrems II judgement underlines the relevance of the 

recommendations made in Chapter VI of this thesis because the E.U.-U.S. Privacy 

Shield is declared incompatible with Article 45 (1) GDPR. Health care practitioners, 

which would like to use modern technologies such as apps and wearables in their 

treatment plan, can no longer rely on the Privacy Shield agreements. They will 

have to rely on one of the other options offered in Chapter V of the GDPR, for 

example the standard data protection clauses.562 These clauses would have to 

provide evidence that the transfer of personal data between the E.U. and the U.S. 

falls within the scope of the GDPR.563 There are currently two sets of clauses: one 

for E.U. data controllers that want to transfer data to a data controller outside  

560 See: Commission Implementing Decision (EU) 2021/915 of 4 June 2021 on standard 
contractual clauses between controllers and processors under Article 28(7) of Regulation (EU) 
2016/679 of the European Parliament and of the Council and Article 29(7) of Regulation (EU) 
2018/1725 of the European Parliament and of the Council; and: Commission Implementing 
Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of 
personal data to third countries pursuant to Regulation (EU) 2016/679 of the European 
Parliament and of the Council.
561 Article 49 (1,a) says that “the absence of an adequacy decision pursuant to Article 45(3), 
or of appropriate safeguards pursuant to Article 46, including binding corporate rules, 
a transfer or a set of transfers of personal data to a third country or an in ternational 
organisation shall take place only on one of the following conditions: (a) the data subject 
has explicitly consented to the proposed transfer, after having been informed of the possible 
risks of such transfers for the data subject due to the absence of an adequacy decision and 
appropriate safeguards.”
562 Article 46 (2,c) GDPR.
563 Marcelo Corrales, Paulius Jurys and George Kousiouris, ‘Smart Contracts and Smart 
Disclosure: Coding a GDPR Compliance Framework’ in Marcelo Corrales, Mark Fenwick and 
Helena Haapio (eds), Legal Tech, Smart Contracts and Blockchain (Springer, 2019) 212. 
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the E.U. and one for E.U. data controllers that want to transfer data tot data 

processors outside the E.U..564

According to the Notes from the CJEU hearing on Standard Contractual 

Clauses, even Schrems is in favour of these clauses.565 According to his lawyers 

“the solution is not for the court to invalidate standard contractual clauses, but 

for the DPC (Data Protection Commission) to enforce them.”566 The fact that after 

the Schrems II judgement it is still possible to transfer personal data via standard 

contractual clauses to the U.S. is relatively good news, because the clauses are used 

by hundreds organisations around the world.567 However, in light of the Schrems 

II judgement, it has become even more relevant for data exporters in the E.U. 

to verify whether the adequate level of data protection is respected in the U.S.. 

For transferring personal data to the U.S., organisations must offer guarantees 

in addition to the standard contractual clauses. The European Commission has 

adjusted the current standard contractual clauses so they are in conformity with 

the CJEU’s judgement.568

564 Standard Contractual Clauses for Data Transfers Between EU and non-EU Member States, 
available via <https://ec.europa.eu/info/law/law-topic/ data-protection/international-
dimension-data-protection/standard-contractual-clauses-scc-en> last accessed 24 January 
2021; Commission Decision of 15 June 2001 on standard contractual clauses for the transfer 
of personal data to third countries, under Directive 95/46/EC (Text with EEA relevance) 
(notified under document number C(2001) 1539); Commission Decision of 27 December 
2004 amending Decision 2001/497/EC as regards the introduction of an alternative set of 
standard contractual clauses for the transfer of personal data to third countries (notified 
under document number C(2004) 5271) Text with EEA relevance; Commission Decision of 5 
February 2010 on standard contractual clauses for the transfer of personal data to processors 
established in third countries under Directive 95/46/EC of the European Parliament and of 
the Council (notified under document C(2010) 593) (Text with EEA relevance). 
565 Simon Mortier and Benoit Van Asbroeck, ‘Notes from the CJEU hearing on SCCs: Schrems 
C-311/18 CJEU Hearing of 9 July 2019’ <https://www.twobirds.com/en/news/articles/ 2019/
global/notes-from-the-cjeu-hearing-on-sccs> last accessed 30 January 2021. 
566 Ibid. 
567 DLA PIPER, ‘Schrems 2.0 The Demise of Standard Contractual Clauses and Privacy Shield?’ 
(1 July 2019) <https://blogs.dlapiper.com/privacymatters/schrems-2-0-the-demise-of-
standard-contractual-clauses-and-privacy-shield/> last accessed 1 February 2021. 
568 See: Commission Implementing Decision (EU) 2021/915 of 4 June 2021 on standard 
contractual clauses between controllers and processors under Article 28(7) of Regulation (EU) 
2016/679 of the European Parliament and of the Council and Article 29(7) of Regulation (EU) 
2018/1725 of the European Parliament and of the Council; and: Commission Implementing 
Decision (EU) 2021/914 of 4 June 2021 on standard contractual clauses for the transfer of 
personal data to third countries pursuant to Regulation (EU) 2016/679 of the European 
Parliament and of the Council.
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With hundreds of thousands of health applications (‘apps’) available in the major 

app-stores, millions of active users and billions of activities uploaded in a year’s 

time, we can safely say that health apps and wearables are here to stay. Health 

care and modern technologies can, without a doubt, reinforce each other. This is 

not only the case for individual health care, but also for public health. The recent 

Covid-19 pandemic has shown the same trend in individual health in the last 

decades, namely that large technology companies develop technology that can 

support the health care sector.569 Deploying tracing apps to help monitor and 

control the Covid-19 pandemic has also resulted in a renewed debate of using 

commercial health apps and wearables in a non-commercial setting.570 

The boundaries between commercial health apps and wearables and non-

commercial health apps and wearables developed specifically for the medical 

sector have been and still are fading steadily. The opportunities offered by modern 

technologies, however, make it increasingly more important to study the legal 

protection side of the development. That is why the main research question of 

this thesis is:

What is the role of law in the regulation of personal data concerning health 

generated and processed by apps and wearables in Europe?

This approach was chosen because there are many relevant questions to consider 

when it comes to the relationship between the law and technology in health care. 

This research has shown that the current European legal framework 

569 See for example: <https://www.theverge.com/interface/2020/5/21/21265079/apple-
google-covid-19-exposure-notification-bluetooth-limitations-contact-tracing-
isolation>, <https://www.theguardian.com/technology/2020/may/20/apple-google-phone- 
app-trace-coronavirus> and <https://www.politico.com/news/2020/04/10/apple-google-
team-up-coronavirus-179215> (last accessed 24 May 2020). Both Google and Apple are also 
working on a technology in which a user would no longer need an app but could simply 
activate the technology that is part of the operating system of their smart phones. 
570 See for example: Parker MJ, Fraser C, Abeler-Dörner L, et al Ethics of instantaneous 
contact tracing using mobile phone apps in the control of the COVID-19 pandemic Journal 
of Medical Ethics 2020;46:427-431 or van Erp, Sjef J. H. M., Who ‘Owns’ the Data in a 
Coronavirus Tracing (And/or Tracking) App? (August 20, 2020). Coronavirus and the Law in 
Europe, Examining coronavirus-related legislation and its consequences in European states 
2020, Available at SSRN: <https://ssrn.com/abstract=3678095> (las accessed 5 April 2021).
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regarding the protection of data concerning health does not, in practice, protect 

what it is set out to protect; meaning that the law is failing in its roles of both 

protection and legal certainty. Overcoming these issues might be difficult, but not 

impossible. This thesis has identified several recommendations to reach desirable 

outcomes. 

The previous chapters and epilogues of this thesis have all contributed to 

answering the main research question of this thesis. Different methodologies 

have been used in this research to answer the main research question, from legal 

doctrinal research to explorative empirical research.571 The different chapters have 

shown that there are weaknesses in the way the legal framework regarding health 

data protection interacts with practical reality. Moreover, this thesis has proposed 

solutions to overcome these weaknesses. One of those weaknesses is that the 

legal framework for health data protection is not an as well-oiled a machine as 

is needed. 

1. LEGAL FRAMEWORK FOR HEALTH DATA IS NOT A WELL-
OILED MACHINE

Law does not act in a vacuum. Law has a purpose to serve society and, in doing 

so, law affects different actors. Before we can understand law, we first have to 

know the law. That is why this research started with an historic overview of how 

the term ‘data concerning health’ emerged and developed in Europe since the 

1950s, before the focus of the research could switch to the use of data concerning 

health that are generated by health apps and wearables in practice relating 

to the main data protection regulation in Europe, the General Data Protection 

Regulation (GDPR).572 Subsequently, the thesis reviewed another section of the 

legal framework by focusing on the new Medical Device Regulation (MDR)573, 

comparing the MDR with the GDPR to investigate the interaction between these 

571 See the Chapter 1 for a more detailed explanation of the used methodology. 
572 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC (General Data Protection 
Regulation) [2016] OJ L 119/1.
573 Regulation (EU) 2017/745 of the European Parliament and of the Council of 5 April 2017 
on medical devices, amending Directive 2001/83/EC, Regulation (EC) No 178/2002 and 
Regulation (EC) No 1223/2009, and repealing Council Directives 90/385/EEC and 93/42/EEC.
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two legal frameworks. Finally, this thesis explored the concept of transfer because 

personal data processed via health apps and wearables can be easily transferred. 

This can be a transfer to another geographical location, for example a cloud server 

within or outside of the E.U.. 

In the process of writing the different parts of this thesis, it became clear 

that the legal framework aiming to protect data concerning health is not the well-

oiled machine one might hope for. Even if one only focusses on Europe’s approach 

on health data protection, the legal landscape still lacks a coherent connection. In 

other words, the legal framework is rather fragmented. The arrival of the GDPR and 

the MDR, for example, did not put an end to the decades long discussion on what 

is considered to be data concerning health. On the contrary, this research showed 

that it rather fared up the discussion and that the uncertainty that comes with the 

discussion affects the different actors in the health data sector. Legislators, data 

subjects, health care institutions and health technology developers are all affected 

in their own way when it comes to the legal protection of data concerning health 

generated by apps and wearables. 

2. THE NOTION OF ‘DATA CONCERNING HEALTH’ IS NOT 
SUFFICIENTLY PROTECTED BY LAWMAKERS IN EUROPE

This thesis has shown that both the European Union and the Council of Europe 

have struggled with the protection of ‘data concerning health’ over the years, 

especially in light of modern technologies (Chapter 2). This struggle dates back 

to the 1970s and has two closely associated sides. On the one hand, it has to do 

with words, in this case the term that is used to describe the concept of ‘data 

concerning health’. On the other hand, there is the meaning of the term, in other 

words: what falls within the scope of ‘data concerning health’.

Data concerning health, health-related data, health data. These are only 

three of the terms that are used by law- and policymakers to describe more or 

less the same concept (Part III). Chapter 2 has shown that this fragmented use 

of terms for approximately the same concept makes it harder for health care 

practitioners to understand what exactly is meant by the terms used. When 

the General Data Protection Regulation (GDPR)574 and its predecessor, the Data 

574 Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 
on the protection of natural persons with regard to the processing of personal data and on 
the free movement of such data, and repealing Directive 95/46/EC.
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Protection Directive,575 speak of ‘data concerning health’, while the European Data 

Protection Board (EDPB) and its predecessor, the Article 29 Working Party, both 

use the term ‘health data’ to further explain ‘data concerning health’ and the 

Council of Europe introduces terms such as ‘personal health data’ and ‘medical 

welfare data’, it is not surprising that health care professionals are confused about 

what is what.

The confusion is not only because of the different terms, but also because 

of the definition of these terms. First of all, some of these terms are used to 

explain what is part of ‘data concerning health’ and, moreover, what it is not. 

However, even if one only focusses on the definition of the term ‘data concerning 

health’ used by the GDPR, it is almost impossible to know what is considered to 

be data concerning health. Or, rather, what it is not. The current definition can be 

considered to be the broadest definition yet. As a result, almost all data can become 

data concerning health at one point or another, making it impossible to enforce its 

protection. As a result, the extra protection given to sensitive data by the GDPR, 

which includes data concerning health, is only extra protection on paper, not in 

practice. After all, if all data is considered to be data concerning health at some 

point, then all data should receive extra protection. It would be more beneficial to 

discuss when data concerning health can be processed, and by whom. 

In order to improve this current status-quo regarding data concerning 

health, it is important that in Europe we (1) only use one term to describe ‘data 

concerning health’ and (2) further discuss when data concerning health can be 

processed. If we can come to an understanding on these two points in Europe, it 

will be a step forward in the protection of ‘data concerning health’ in practical 

reality. 

3. THE CURRENT SITUATION REGARDING PRIVACY POLICIES 
AND HEALTH APPS AND WEARABLES IS SHOCKINGLY 
INADEQUATE

Explicit consent is one of the exceptions of Article 9 (2) GDPR. As a result, a 

company or organisation that wants to process sensitive data, such as data 

575 Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995 on 
the protection of individuals with regard to the processing of personal data and on the free 
movement of such data.
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concerning health, can do so if they have the explicit consent of the data subject.576 

When dealing with commercial health apps and wearables, explicit consent is 

even considered to be the only possible exception (see section 3.3). Commercial 

companies use, most of the time, a privacy policy to inform the data subject on the 

how, what, where and why of the data processing.

The GDPR has several obligations relating to informed consent. Unfortunately, 

neither the GDPR itself nor the preamble of the GDPR explains the difference 

between informed consent and explicit consent. We can only assume that the bar 

for explicit consent is set higher than for ‘regular’ informed consent. This is also 

recognised by the Article 29 Working Party. According to the Working Party, the 

term ‘explicit’ refers to “...the way consent is expressed by the data subject.”577 

The Working Party illustrates this by providing examples, also for the digital 

online context. In that context, explicit consent can be given via an electronic 

form, an e-mail, a scanned document with the signature of the data subject or 

via an electronic signature.578 Following this line of thought, simply agreeing to 

the contents of a privacy policy is not considered explicit consent. In addition, 

one could easily argue that this practice does not comply with the requirement 

that consent has to be freely given. If a data subject does not agree, the app or 

wearable cannot be used by the data subject. This makes it even harder for a data 

subject to stand up for his or her rights. Especially if, as was the case with the 

apps explored in this research, all (commercial) health apps and wearables work 

this way in practice. 

Regardless of the method, the contents of the privacy policies do not adequately 

inform a data subject. None of the analysed privacy policies in this study complied 

with every single provision of the GDPR. The most basic provisions can be found 

in most privacy policies. These are the provisions on providing data subjects with 

information, in particular the identity and contact details of the controller and the 

rights of the data subject. However, when it comes to the collected data itself and 

the purposes for this data collection, as well as being concise and transparent on 

with whom the data is shared, the privacy policies lack clarity. Consequently, even 

after reading the privacy policies, a data subject will still have no idea of what is 

happening to the data that is generated. 

576 Article 9(1) in conjunction with Article 9(2,a) GDPR.
577 Article 29 Working Party, Guidelines on consent under Regulation 2016/679, WP259rev.01, 
10 April 2018, p. 18.
578 Ibid.
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It has long been known that privacy policies are lengthy and difficult to read. 

Nevertheless, it is rather shocking that the findings of this research shows that 

(1) the method itself is questionable and (2) the contents of the privacy policy do 

not inform a data subject on the most pressing matters of data processing: what 

personal data is processed exactly, for what exact purpose and with whom are 

these data shared. This leaves the data subject almost completely unprotected. 

It is, therefore, surprising that the European legislator chose to keep on using 

(informed) consent as a way to protect data subjects. Informed consent is even 

supposed to be the primary safeguard for the processing of data concerning 

health via commercial health apps and wearables. Considering the European 

legislator could have known for a long time that almost nobody reads privacy 

policies, holding on to informed consent as a primary safeguard can be considered 

irresponsible. 

This is why the cooperation between the EDPB, representatives of app 

developers and the health care sector on should be expanded. Together, they can 

create a solution which benefits all, including the data subjects. Such a cooperation 

will make it easier for app developers to comply with the GDPR and to implement 

specific needs that are relevant for the healthcare sector in particular. And as a 

result, it will be less complicated for national supervisory authorities to enforce 

the GDPR provisions.

4. THE MEDICAL DEVICE REGULATION AND THE GENERAL 
DATA PROTECTION REGULATION DO NOT REINFORCE EACH 
OTHER SEAMLESSLY WHEN IT COMES TO HEALTH APPS 
AND WEARABLES

Both the Medical Device Regulation (MDR) and the General Data Protection 

Regulation (GDPR) are E.U. regulations and both regulations impact the 

development and use of health apps and wearables in their own way. In 2016, 

one year before the MDR, the European regulator replaced the Data Protection 

Directive with the GDPR, which became applicable from 25 May 2018. The MDR 

entered into force on 25 May 2017 and will fully apply as of May 2021.579 Because 

579 The Medical Device Regulation was supposed to go into effect as of May 2020. However, 
due to the Covid-19 pandemic the EU decided to postpone its entry into effect until May 2021. 
See: Article 123 Medical Device Regulation in conjunction with Article 1 (8,a) Regulation (EU) 
2020/561 of the European Parliament and of the Council of 23 April 2020 amending Regulation 
(EU) 2017/745 on medical devices, as regards the dates of application of certain of its provisions.
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both regulations are E.U. regulations, both regulations were drafted around the 

same time and both deal with an element of protecting health (data) of patients, 

one would expect both regulations to complement each other. However, when 

applied to health apps and wearables, this is not always the case.

The most important problem in the interaction between the GDPR and the 

MDR arises out of the GDPR’s consideration of ‘data concerning health’ (see more 

on the term ‘data concerning health in chapter 2) as so-called sensitive data. 

Therefore, data concerning health can only be processed if one of the exceptions 

of Article 9 (2) GDPR apply. The most useful exception for healthcare providers 

is the exception that data concerning health can be processed if the processing 

is necessary for either a medical diagnosis or a patient’s treatment, as long as 

personal data is being processed by or under the responsibility of a professional 

who is subjected to the obligation of professional secrecy.580 If this is not the case, 

healthcare professionals can use the exception of explicit consent.581

The definition of a medical device in the MDR makes no distinction between 

devices and software and, therefore, applies to both. There is also no distinction 

between devices that are specifically made for the medical sector and those that are 

not.582 To be considered as a medical device, only the device’s intended purpose is 

of importance. If the purpose of an app or wearable is medical, the MDR considers 

the app or wearable as medical device.583 This is further explained in the preamble 

of the MDR, which states: “software for general purposes, even when used in a 

healthcare setting, or software intended for life-style and well-being purposes is 

not a medical device.”584

580 Regulation 2016/679 Art 9(1), in conjunction with Art 9 (2)(h) and 9(3).
581 Ibid., Art 9 (2)(a). See also Wouter Koelewijn, ‘Privacy from a Medical Perspective’ (16 
October 2018).
582 The Medical Device Regulation defines a medical device as ‘any instrument, apparatus, 
appliance, software (…) intended by the manufacturer to be used, alone or in combination, 
for human beings for one or more of the following specific medical purposes’. 
583 There are two exceptions to the ‘intended purpose’ of the device; see Chapter V for an 
explanation.
584 Regulation 2017/745, Recital 19.
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Figure 8.1: the two exceptions for health apps and wearables under the MDR and GDPR.

Figure 8.1 shows the consequence of this distinction in purpose given by the 

MDR. On the one hand, there are the commercial health apps and wearables. The 

personal data that are being processed via these devices are considered to be data 

concerning health under the GDPR even though the app or wearable itself is not a 

medical device under the MDR. As explained in both Chapter III and V this means 

that for processing that personal data explicit consent of the user is needed before 

the data can be processed. 

On the other hand, there are the apps and wearables that are specifically 

developed for the medical sector. Chapters III and V explained that the data that are 

processed via these apps and wearables are also considered data concerning health 

under the GDPR. In this case, the devices are considered medical devices under 

the MDR. However, because these personal data are most likely being processed 

under the responsibility of a practitioner who is bound by the responsibility of 

professional secrecy, the GDPR has a different regime for processing these personal 

data. Therefore, the medical sector will have to have two different policies for the 
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use of health apps and wearables. When an app or wearable is a medical device, 

the exception of processing data concerning health for treatment purposes will 

most probably apply. If an app or wearable is not considered to be a medical 

device, the explicit consent of the data subject, in this case the patient, is needed. 

This situation is unnecessarily complex and not at all beneficial for healthcare 

providers, health app developers and patients.

5. CHAPTER V OF THE GDPR DOES NOT APPLY TO THE 
‘TRANSFER’ OF PERSONAL DATA GENERATED VIA A 
(COMMERCIAL) HEALTH APP OR WEARABLE

Chapter V of the GDPR deals with the transfer of personal data to third countries 

or international organisations. The GDPR does not give a definition of ‘transfer’, 

but Article 44 does state that: “Any transfer of personal data which are undergoing 

processing or are intended for processing after transfer to a third country (…) shall 

take place only if (…) the conditions laid down in this Chapter are complied with 

(…).”585 Fortunately, the GDPR does define what is considered to be processing, 

namely:

“(…) any operation or set of operations which is performed on personal data or 

on sets of personal data, whether or not by automated means, such as collection, 

recording, organisation, structuring, storage, adaptation or alteration, retrieval, 

consultation, use, disclosure by transmission, dissemination or otherwise making 

available, alignment or combination, restriction, erasure or destruction.”586

Generating personal data is not part of processing personal data. This is not really 

surprising as personal data first has to exist, it has to be generated, before it can 

be processed. 

Due to the wording in Article 44 GDPR, transfer and processing of personal 

data are closely linked. However, Chapter VI of this thesis showed that personal 

data generated by a (commercial) health app or wearable are, usually, not 

transferred to a third country. The app or wearable is, in those cases, solely used 

as a tool to generate personal data. That personal data exists outside of the app. 

585 Article 44 GDPR.
586 Article 4(2) GDPR.
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The device is not used for storage or meant to be used for storage. As soon as an 

active connection is available, the personal data is sent to the designated (cloud) 

server. Chapter VI of this thesis used an analogy with streaming data to illustrate 

this: when someone watches a YouTube video, the app is solely used to stream the 

data available on the YouTube server. While health apps and wearables are more of 

a two-way-street considering that they can also generate data, the basic concept 

and comparison to YouTube streaming holds true. 

Furthermore, because the data subjects do not determine the purpose and 

means of the data processing, they cannot be the controller of the data. Taking 

into account that the data exists separately from the app, it is not the data subject 

who (actively) transfers the data. Therefore, Chapter V of the GDPR does not apply 

when personal data are generated by a (commercial) health app or wearable and 

send to a (cloud) server. While sending the data may be seen as movement of 

data which could be regarded as transfer of data, it remains difficult to classify 

generating personal data by health apps or wearables as transfer of personal data. 

It is rather a transit of personal data. As a result, the GDPR framework regarding 

transfer of personal data to third countries does not offer sufficient protection 

for processing of health data by modern technologies such as (health) apps and 

wearables. 

6. DATA SUBJECTS HAVE MOST TO LOSE FROM LEGAL 
UNCERTAINTY

One of the main findings of this research is that the data subjects of whom data 

are processed have the most to lose, due to the uncertainty that concerns health 

data protection and the lack of enforcement in practise. This finding is supported 

by all the Chapters of this thesis, starting with the problems European legislators 

experienced in defining and delineating the concept of data concerning health, as 

outlined in part I of this thesis. Part II of this thesis showed that the safeguards, 

supposedly given by the GDPR, are not real safeguards for data subjects in practise 

and as such the GDPR leaves data subjects relatively unprotected. Part III of this 

thesis showed that not all health apps and wearables are considered medical 

devices. This is a significant loophole in European legislations and is not at all 

beneficial for, among others, the patients. Finally, part IV of this thesis highlighted 

the difference between transfer in a legal (GDPR) sense of the word and transfer 

in a technical sense of the word. Due to this difference, the legal framework does 
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not offer sufficient protection to, again, data subjects in the processing of health 

data by modern technologies such as (health) apps and wearables.

The disappointing legal protection of data subjects is the common thread 

throughout this research. It is also why this thesis emphasizes the importance of 

cooperation between legislators, health care institutions and health technology 

developers. That way, technology can truly support the health care sector while 

proper data protection is ensured. This thesis has given several recommendations 

on how to improve this cooperation. 

With the development of new technologies comes the need to keep reviewing 

and analysing the law. Perhaps we can even take it a step further and involve 

lawmakers in the process of technological development. In doing so, the 

technology sector, the health care sector and, last but most definitely not least, 

the legal sector should come together and try to work with each other. Although 

bringing the different sectors together might not be a simple task, this research 

has shown that it is an important task.
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SAMENVATTING

De gezondheidszorg maakt steeds vaker gebruik van IT-toepassingen. Deze 

toepassingen worden ingezet voor verschillende doelen. Het kan bijvoorbeeld 

gaan om IT-toepassingen als computers die helpen bij het bijhouden van de 

patiëntenadministratie. Ook bij de behandeling van patiënten worden al sinds 

jaar en dag IT-toepassingen ingezet die kunnen ondersteunen bij het stellen van 

een diagnose, zoals bijvoorbeeld mHealth (mobile health) of eHealth (electronic 

health). Dit kunnen zowel wearables zijn, als de software die als ondersteuning 

gebruikt wordt bij het stellen van een diagnose. Apps en wearables komen steeds 

meer tot de beschikking van mensen zelf, de tussenkomst van een arts voor het 

inzetten van deze middelen is lang niet altijd noodzakelijk. In de commerciële 

app-stores zijn bijvoorbeeld al meer dan 320.000 gezondheids- en zogeheten 

‘welness’-apps, of leefstijlapps, te vinden. Daarmee kunnen we ‘gezondheid’ 

rustig een commercieel succes noemen. 

Dit commerciële succes heeft een impact op de gezondheidszorg. De kwaliteit 

van deze commerciële apps en wearables neemt namelijk steeds verder toe. 

Voor zorginstellingen is het daarmee bijna onmogelijk geworden om in eigen 

huis apps en wearables te ontwikkelen voor de behandeling van patiënten. De 

kosten zijn hoog, terwijl de kwaliteit van de commerciële apps en wearables bijna 

net zo goed is als wanneer men ze in eigen huis ontwikkelt. Daardoor ontstaat 

een steeds grotere behoefte aan de inzet van de commerciële apps en wearables 

binnen de gezondheidszorg. Er zijn echter veel zorgen over de bescherming van 

deze gezondheidsgegevens. In dit proefschrift is onderzocht hoe het zit met de 

gegevensbescherming in Europa van persoonlijke gegevens die verwerkt worden 

in (commerciële) gezondheidsapps en -wearables. 

Hoofdstuk 2 is een historisch onderzoek naar de bescherming van wat nu in de 

Algemene verordening gegevensbescherming (AVG) ‘gegevens over gezondheid’587 

wordt genoemd. Dit artikel gaat terug in de tijd, terug naar de jaren ’50 van 

de vorige eeuw. Dit artikel schetst daarmee een beeld van de ontwikkeling van 

de bescherming van ‘gegevens over gezondheid’ door de jaren heen, uitkomend 

bij de AVG waar deze gegevens beschermd worden als bijzondere categorie van 

587  Artikel 4 onder 15 Verordening (EU) 2016/679 (AVG).
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gegevens.588 De geschiedenis heeft laten zien dat men in Europa al vanaf het 

begin worstelt met de bescherming van deze ‘gegevens over gezondheid’. Deze 

worsteling heeft vooral te maken met het duidelijk afbakenen van het begrip: 

wat valt er wel onder en vooral ook, wat niet. Wetgevers hebben geprobeerd dit 

op te lossen door met verschillende begrippen te verduidelijken wat er precies 

bedoeld wordt met ‘gegevens over gezondheid’. Deze verschillende begrippen 

hebben echter niet geleid tot een verduidelijking, voornamelijk omdat definities 

van de begrippen elkaar regelmatig overlappen. De definitie die nu gehanteerd 

wordt door de AVG is zo breed dat alle gegevens, afhankelijk van hun gebruik, 

‘gegevens over gezondheid’ kunnen zijn. Met als gevolg dat de extra bescherming 

die de wetgever heeft geprobeerd te creëren bijna volledig teniet wordt gedaan. 

Het artikel concludeert dan ook dat het stellen van een scherpe definitie en daarin 

keuzes durven maken, de betrokkene hoogstwaarschijnlijk meer zal beschermen 

dan in de huidige situatie het geval is.

Deel 2 van dit onderzoek bestaat uit de hoofdstukken 3 en 4. Voor deze twee 

hoofstukken is van 31 apps en wearables het privacybeleid geanalyseerd en 

getoetst aan de vereisten van de AVG. Daarbij is gekeken naar de manier waarop 

om toestemming wordt gevraagd, het doelbindingsbeginsel en de vereisten die 

gesteld worden door artikel 13 AVG. Ook is gekeken naar eventuele (marketing) 

uitingen die gedaan werden op de websites van de (ontwikkelaars van) apps 

en wearables. Zowel op de websites als via het privacybeleid wordt regelmatig 

aangegeven dat het bedrijf ‘privacy belangrijk vindt’. Daarmee zou bij de minder 

oplettende lezer de indruk kunnen worden gewekt dat men dan ook voldoet aan 

de AVG. Na een nadere analyse blijkt echter dat hier geen sprake van is. Geen van 

de apps en wearables voldeden aan alle vereisten die de AVG stelt. Gedeeltelijk 

is dit terug te leiden naar de soms wat onduidelijke vereisten uit de AVG. Als 

het bijvoorbeeld gaat over het geven van toestemming, dan stelt de AVG het 

vereiste dat toestemming moet worden gevraagd in ‘begrijpelijke en gemakkelijk 

toegankelijke vorm en in duidelijke en eenvoudige taal’.589 Er wordt echter niet 

uitgelegd wat hier onder wordt verstaan. In andere gevallen lijkt het erop dat de 

bedrijven achter de onderzochte apps en wearables proberen zo vaag mogelijk te 

blijven, waardoor er zoveel mogelijk ruimte voor hen overblijft om de verzamelde 

588 Artikel 9 lid 1 AVG.
589 Artikel 7 AVG.
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gegevens te gebruiken na eigen inzicht. Wederom is de betrokkene om wiens 

gegevens het gaat hiervan de dupe. Dit deel van het onderzoek concludeert dat de 

wetgever de betrokkene benadeelt door het geven van toestemming in de huidige 

vorm op te nemen in de AVG.

Het 5de hoofdstuk van dit onderzoek kijkt over de grenzen van de privacywetgeving 

in Europa heen en onderzoekt de Europese Verordening betreffende medische 

hulpmiddelen (hierna: MDR)590 en de Verordening betreffende medische 

hulpmiddelen voor in-vitrodiagnostiek.591 Het artikel analyseert deze nieuwe 

verordeningen en maakt duidelijk dat er een behoefte voor verandering bestond. 

Daarnaast vergelijkt het artikel de vereisten uit deze twee verordeningen met 

vereisten uit de AVG. Dit omdat het alle drie relatief nieuwe verordeningen 

zijn, afkomstig van dezelfde wetgever. Ondanks dit laatste feit blijkt dat de 

verordeningen niet zo goed op elkaar zijn aangesloten als men zou verwachten.

De belangrijkste veranderingen die de MDR heeft gebracht zien op het 

classificatiesysteem en de conformiteitsbeoordelingsprocedures, de uitbreiding 

van EUDAMED,592 en de wijzigingen in de definitie van het begrip ‘medisch 

hulpmiddel’. Vooral bij dit laatste punt laat de wetgever steken vallen, door 

specifiek te benoemen dat: “… software voor algemene doeleinden, zelfs wanneer 

die in een gezondheidszorgomgeving wordt gebruikt, of software die bestemd 

is voor lifestyle- en welzijnsdoeleinden, geen medisch hulpmiddel is.”593 Als 

gevolg hiervan heeft de gezondheidszorg met twee, in de praktijk behoorlijke 

verschillende, systemen te maken: (1) apps en wearables die ontwikkeld zijn 

door de medische sector worden gezien als medische hulpmiddelen en worden 

door de AVG beschermd via artikel 9 lid 1 jo. lid 2 sub h jo. lid 3 AVG en (2) 

apps en wearables die geen medisch hulpmiddel zijn worden door de AVG worden 

beschermd via artikel 9 lid 1 jo. lid 1 sub a AVG. 

Al met al kan worden geconcludeerd dat de MDR een stap voorwaarts is in het 

gebruik en de ontwikkeling van mHealth in het algemeen. Er zijn echter ook 

590 Verordening (EU) 2017/745.
591 Verordening (EU) 2017/746.
592 EUDAMED staat voor: European database on medical devices
593 Overweging 19 Verordening (EU) 2017/745.
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kansen die de Europese wetgever heeft laten liggen en als gevolg daarvan is er 

nog ruimte voor verbetering als de EU het gebruik van mHealth in Europa verder 

wil stimuleren.

Deel 3 van het onderzoek bestaat wederom uit twee hoofdstukken. De hoofdstukken 

6 en 7 behandelen het onderwerp ‘doorgifte’ van gegevens. Hierbij kijkt hoofdstuk 

6 naar het verschil tussen het juridische begrip ‘doorgifte’ en het technische begrip 

‘doorgifte’. In het geval van apps en wearables blijkt dat het ‘apparaat’ regelmatig 

wordt gebruikt als hulpmiddel om gegevens te verzamelen. De gegevens blijven 

echter meestal bestaan, ook als de app bijvoorbeeld verwijderd wordt. Meestal 

gebeurt dit op een (cloud)server waar deze gegevens worden verwerkt en 

toegankelijk zijn voor het bedrijf dat de apps en wearables aanbiedt. Rekening 

houdend met het feit dat de gegevens buiten de app om blijven bestaan en dat 

de betrokkene niet de verwerkingsverantwoordelijke is van zijn of haar eigen 

gegevens, is het doorgifte regime van de AVG niet zonder meer van toepassing 

wanneer de gegevens van het apparaat naar de (cloud)server worden verzonden.

Hoewel de AVG van toepassing is op de verwerking van persoonsgegevens 

van betrokkenen die zich in de EU bevinden, ongeacht waar de 

verwerkingsverantwoordelijke of verwerker is gevestigd, blijkt dat het in de 

praktijk moeilijk is om van persoonsgegevens die door moderne technologieën, 

zoals apps en wearables, worden verwerkt te achterhalen waar ze precies zijn 

opgeslagen en met wie ze worden gedeeld. Wederom wordt dan door de AVG 

teruggegrepen op de beschermingsgrond ‘toestemming’. Eerder is echter al 

aangetoond dat commerciële bedrijven over het algemeen niet transparant 

zijn over hun verwerkingsactiviteiten, waardoor het voor betrokkenen bijna 

onmogelijk is te achterhalen waar ze precies toestemming voor geven. Als zodanig 

concludeert het artikel dan ook dat de AVG onvoldoende bescherming beidt 

tegen gegevensverwerking door apps en wearables en dat commerciële bedrijven 

onvoldoende verantwoordelijkheid nemen als het aankomt op het verwerken van 

gegevens over gezondheid. Een strengere aanpak, bijvoorbeeld door het verbieden 

van het gebruik van gezondheidsgegevens in bepaalde situaties, zou voor bedrijven 

mogelijk een prikkel kunnen zijn om de privacy van betrokkenen niet langer op 

een dergelijke grote schaal te schenden.
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In het laatste hoofdstuk is gekeken naar de doorgifte van gegevens naar de 

Verenigde Staten van Amerika, een derde land in de zin van de AVG. Daarbij is 

geprobeerd om het Europese begrip ‘gegevens over gezondheid’ te beoordelen 

vanuit een Amerikaans perspectief. Veel van de apps en wearables die in de EU 

worden gebruik, zijn immers ontwikkeld in de VS. Aangezien de VS een heel ander 

regime kent van wetgeving, waarbij er o.a. onderscheid wordt gemaakt tussen 

federale wetgeving en wetgeving van de Staten, is dit een bijna onmogelijke opgave 

gebleken. Zelf als alleen wordt gekeken naar federale wetgeving, is het zoeken 

naar de spreekwoordelijke speld in de hooiberg. Om in de buurt te komen van 

het begrip ‘gegevens over gezondheid’ zijn in ieder geval minimaal vier federale 

wetten van belang. Dit heeft onder andere te maken met het feit dat de VS een 

sectorale wetgeving kent op het gebied van gegevensbescherming, waar Europa 

met de AVG een niet-sectoraal regime kent. 

Dit mogelijk te verwachten onderscheid in wetgeving tussen de VS en de EU heeft 

als gevolg dat het voor betrokkenen als ontwikkelaars en zorginstellingen lastig 

is om zich een weg te manoeuvreren in dit doolhof van wettelijke vereisten. 

In dit artikel is geprobeerd een manier te vinden om het gat tussen beide 

rechtssystemen te dichten, of in ieder geval dichter bij elkaar te brengen. Door de 

grote verschillen is het echter moeilijk, zo niet onmogelijk, om deze problemen 

op een microniveau op te lossen. Daarom wordt een oplossing op een meer meta-

niveau voorgesteld, namelijk via licenties voor het gebruik van aan de ene kant 

gezondheidsgegevens en aan de andere kant licenties voor de technologie zelf. Als 

de VS en EU overeenstemming kunnen bereiken over het in licentie geven van een 

van de voorgestelde oplossingen, zou dat een mogelijkheid kunnen zijn om een 

deel van de lokale juridische verschillen aanzienlijk verkleinen. Als gevolg hiervan 

zou licentieverlening de problemen kunnen aanpakken die zich voordoen doordat 

een juridisch systeem zich heeft ontwikkeld op een (cultureel) bepaalde manier, 

terwijl de techniek deze grenzen simpelweg overschrijdt. 
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