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General Introduction

on dIGITal phenoTypInG

Digital phenotyping is defined as the moment by moment quantification of the 
individual-level human phenotype in situ using data from personal devices [1]. An 

example of digital phenotyping in practice is the collection and analysis of smart-

phone based location data to assess the degree of an individuals’ mobility, thereby 

representing the concept of mobility using quantified measures such as: the total 
number of different places an individual has visited over a certain period of time. 

This same principle applies to a myriad of different data sources available through 

personal devices which imperceptibly capture many aspects of (social) human be-

havior and health such as diurnal rhythm, communication and ‘physical traits and 

activities’. With the current widespread adoption of smartphones, digital phenotyp-

ing is increasingly being applied in the behavioral sciences and more specifically in 
the field of (neuro) psychiatric research.
The study of human behavior is especially relevant to (neuro) psychiatric research 

because even though psychiatric disorders are linked to abnormalities in the brain, 

they primarily manifest in behaviour. Indeed, such behavioral changes or abnor-

malities are the basis of current psychiatric classification systems such as the widely 
used DSM. For example patients with certain psychiatric disorders are found to be 

more socially withdrawn when compared to healthy individuals [2-3]. However, 

given the current state of the practice in human behavioral research it has been 

difficult to objectively measure behavior, let alone quantify concepts such as social 
withdrawal. Current methods such as in-person interviews and questionnaires 

are limited in the sense that they are based on subjective inputs from individuals 

sensitive to recall biases since they are collected at specific points in time. Digital 
phenotyping is free from these limitations and has the potential to provide a new 

and much richer perspective on human behavior. The use of personal devices per-

mits researchers to closely monitor participants in real-time in a real-world setting 

resulting in objective and possibly high resolution data streams. These advantages 

provide a strong foundation for naturalistic observation of participants.

When looking at the current application of digital phenotyping technology, studies 

feature a common set of overarching objectives: 1) to better understand (psychi-

atric) disorders in relation to newly developed behavioral features extracted from 

raw data; 2) to accurately detect changes in behavior which may mark the on-set 

of a brain disorder or the possibility of a relapse in patients already suffering from a 

brain disorder; 3) to research the impact of new therapies and medicines on social 

behavior; and 4) work towards the development of digital diagnostic and outcome 

biomarkers by validating behavioral features. For example, in both the PRISM [4] 

and HOPES [5] study researchers demonstrate the development of novel behavioral 
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features descriptive of mobility and communication. In the PRISM study research-

ers focus on features related to mobility and compare patient groups suffering 

from Schizophrenia (SZ) and Alzheimer’s Disease (AD) with age matched healthy 

controls. The results showed that patient groups were found to spend more time 

at home when compared to healthy individuals. Addressing the societal changes 

inflicted by the spread of the COVID-19 virus, the HOPES study demonstrates the 
value of digital phenotyping in intervention based studies having observed a single 

group of participants before and during the pandemic. Here the results reflected 
that, as expected, social distancing measures significantly affected behavior related 
to mobility and physical activity. And finally in a study involving patients with Schizo-

phrenia spectrum disorder (SSD) researchers have set the first steps in modeling 
early warning signs leading up to a psychotic relapse, using high resolution data to 

detect anomalies in behavior [6].

The application of digital phenotyping clearly holds great promise for the behavioral 

sciences medicine and especially for psychiatry [7]. However, the number of studies 

and sample sizes increases rapidly, begging the question whether the technology 

we employ is capable of supporting our ambitions.

TechnoloGy perspecTIve

Digital phenotyping is inherently a technology-centric research strategy relying on 

modern (web) application technology for the collection, central storage and analysis 

of data. Data is usually collected through the use of mobile apps which are employed 

on the smartphones of consenting participants. The data is then sent to a central 

server for processing and storage after which researchers use the data for analysis. 

This basic working model (Figure 1) forms the foundation of the many different 

digital phenotyping initiatives currently in use. This model has served us well during 

the infancy of this field, but as we go forward there are concerns related to privacy, 
security, and data quality which require our attention, reaching far beyond the focus 

on phenotypic outcomes alone.

First, safeguarding privacy is one of the most important aspects of digital phenotyp-

ing. Because as intended, the data that we collect is considered highly personal and 

in many cases can lead to the direct identification of individuals. Personal data of 
this kind permits us to create precise personal profiles with the potential to predict 
behavioral patterns as well as infer sensitive information. For example, even in the 

absence of any directly identifying data (e.g. name, address, date of birth), loca-

tion data in and by themselves can reveal someone’s address, which, combined 

with other data sources can be used to discover that person’s identity. Also, based 
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on location data alone, inferences can be made about certain aspects of social 

behavior (e.g. drinking, sexual habits / orientation), as well as political beliefs and 

religious activities. And while some inferences hold value in the context of mental 

health research, in general these insights can be damaging to individuals if they are 

to become public [8]. Therefore, it is also important to evaluate our performance in 

terms of our data protection efforts. In the current state of the literature we observe 

a keen awareness of the privacy implications of the data that is collected. However, 

privacy issues tend to be addressed as secondary concerns with the fi eld lacking 
a mature and holistic approach towards data protection. Meanwhile the European 

General Data Protection Regulation (GDPR), which came into effect on May 25th 

2018, underscores the importance of data protection [9] and requires data protec-

tion efforts both at the organizational level and in the design and architecture of our 

information systems.

It is the secure design and architecture of information systems that falls under the 

domain of information systems security (IS), which is an important aspect of safe-

guarding privacy. From a data protection perspective IS is concerned with technical 

and organizational measures to prevent data theft or leaks and guarantee its integ-

rity and availability [10]. While knowledge on IS is readily available its application in 

digital phenotyping studies is not well documented. Many studies report on IS only 

to a limited degree discussing obvious technical measures such as encryption and 

the use of secure connections. This is concerning because the basic working model 

as shown in fi gure 1 is inherently fl awed and requires a stringent set of measures 
to operate safely. For example, initiatives state that they work with fully encrypted 

data, yet they allow researchers to download decrypted raw data through publicly 

exposed web servers. Based on our common sense alone we can then reason that, 

given that any publicly exposed server can become compromised, that the measure 

of encryption is of no use because the publicly exposed server is allowed to handle 

raw data in its decrypted form.

Figure 1. The basic working model in digital phenotyping research. The model shows how data fl ows from a 
participants’ smartphone to central servers for further processing and storage. After which the data can be 

collected by researchers for analysis.
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With small sample sizes and limited potential fallout this may have been deemed 

acceptable up until now. But, there is a shift towards more mature conceptions of 

digital phenotyping technology presented as feature rich research platforms. These 

platforms integrate data collection (apps), storage (server), and analytics (algo-

rithms / scripts) components and aim to serve more and larger studies with increas-

ing sample sizes [11-16]. Some are offered in fully managed commercial models 

and some are open source and free to use, provided that they are self-hosted. It is 

here that the level of risk increases and researchers currently do not have a frame 

of reference to judge whether the platforms they choose to use are responsible and 

safe in handling their data.

Second, despite the promise of rich datasets, missing data is a common occurrence 

in digital phenotyping studies. A multitude of factors outside of our control can cause 

data loss falling in categories such as user error and technical limitations [17]. User 

error is related to improper usage of the apps and / or the devices that we use for 

data collection. For example participants may accidentally disable the app, forget to 

keep their devices charged, or forget to carry their devices on their person, resulting 

in missing or low quality data.

From a technical perspective we face challenges related to the functionality and 

reliability of our apps, and by extension the quality of the data that we collect. The 

first challenge is our dependence on the current smartphone market duopoly con-

trolled by Google and Apple, and the closed software ecosystems (‘walled gardens’) 

that we are required to operate in. Both Google and Apple require compliance with 

their developer policies which are aimed at protecting the safety, privacy and user 

experience of their customers [18]. And while this is perfectly understandable these 

policies clash with foundational principles of digital phenotyping, given the types of 

privacy sensitive data that we want to collect and the unobtrusive way in which we 

want to run our apps. In practice this means that limitations apply to how our apps 

can operate, specifically concerning data access, background operation and sample 
frequencies [19] [20]. The second challenge is specifically related to the Android op-

erating system (OS). Android OS is a popular choice for digital phenotyping studies 

because of its open character with access to a wider range of smartphone-based 

data sources when compared to Apple’s iOS. But Android OS suffers from a high 

degree of fragmentation over its customer base. In the current market, customers 

run wildly different versions of Android [21]. Furthermore, these versions are regu-

larly modified by the brands that sell them and often do not adhere to the Android 
specification. Thus as digital phenotyping developers we are not guaranteed a 
uniform experience over the whole Android customer base. To top things off, brands 

often deliver custom (and rather aggressive) battery savings measures which limit 

or outright disable apps such as ours [22].
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The smartphone OS market is in constant motion with new major OS releases and 

multiple developer policy updates to comply with on a yearly basis. Generally speak-

ing, from the perspective of Google and Apple, as digital phenotyping developers we 

operate at the edge of what is allowed, both in terms of data access and battery 

consumption. And consequently as a field we are always at risk of OS changes 
limiting the ways in which our apps can reliably collect data. Thus given the volatile 

nature of our operating context we feel that monitoring data quality is equally as 

important as the phenotypic outcomes that we generate. To start, we require objec-

tive assessments of the performance of our apps determining the accuracy of the 

resulting data in representing activities and patterns of participants under study. 

And next, knowing that data missingness is a constant, we need to explore the 

relationship between missing data and the reliability of behavioral features part 

of our phenotypic work. More specifically we need to define features descriptive of 
data quality. And using these data quality features research the available tolerances 

for the extraction of reliable behavioral features.

behapp: passIve behavIoral MonITorInG

The work presented in this thesis is based on the BEHAPP project (https://behapp.

org). BEHAPP, short for behavioral application, was conceived in 2011 as the brain-

child of Profs. Martien Kas and Jacob Vorstman. In this early stage Kas and Vorstman 

theorized that smartphones, given their rapid adoption in society, could prove to 

become valuable tools for the study of human behavior. An early research prototype 

was made and delivered promising preliminary results demonstrating the potential 

of smartphone based behavioral monitoring. The prototype paved the way for the 

inclusion of BEHAPP in the psychiatric ratings using intermediate stratified markers 

(PRISM) project, an EU IMI funded research program [23]. PRISM aimed to gain a 

better understanding of social withdrawal in neuropsychiatric disorders employing 

a wide array of data collection methods such as functional and structural Magnetic 

Resonance Imaging (MRI), Electroencephalograph (EEG) recordings, standard social 

scales assessments, and BEHAPP passive remote behavioral monitoring, among 

others ([24]). Thus, to adequately serve the needs of the PRISM project starting in 

2016, BEHAPP was completely rebuilt and stands at the center of this thesis.

BEHAPP’s design goals were aimed at leveraging modern web application tech-

nology to develop a research platform with ease of use, ease of integration and 

scalability in mind. The intention was to grow a large pool of participants by inviting 

third party study initiatives to use our platform. BEHAPP succeeded in this respect 

especially due to its usability and low effort of integration in (existing) studies. The 
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platform featured an Android based mobile application for data collection and a 

central web application (‘web site’) for the management of studies and participants. 

The web application was also responsible for receiving and storing raw data re-

ceived from the smartphones of participants.

The mobile application was developed as a passive monitor featuring a user friendly 

installation and activation fl ow. Mobile passive monitoring refers to a mode of op-

eration where no active interaction with the participant is required for the collection 

of data. BEHAPP was designed to set and forget. Upon completing installation and 

activation the app would retreat to the background of the phone to unobtrusively 

collect data for a pre-set and confi gurable amount of time, e.g. 14 days. Data was 
initially stored locally to be uploaded on a set interval of 2 hours over wi-fi  only, once 
uploaded any locally stored data would be immediately deleted. Lastly, when the 

pre-set amount of time had passed the app would automatically disengage and 

notify the participant that the study had ended. The app collected data about an 

individuals’: 1) call history; 2) text messaging history; 3) wi-fi  access points in close 
proximity (interval based); 4) location; and 5) real-time foreground application us-

age.

Study partners were responsible for managing the participants’ part of their respec-

tive studies. Therefore the web application featured a portal where study managers 

could initialize new participants as well as monitor their status. The portal also 

enabled study managers to reset a participant in case a device was lost or stolen, 

this had the effect of the mobile app deleting all its locally stored data assuming 

Figure 2. The evolution of the BEHAPP mobile application over the past 8 years.
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that the device would have fallen in the wrong hands. The portal would also flag 
participants that failed to connect to the web application for extended periods of 

time indicating possible malfunctioning of the app and / or device.

It is through the novelty of this field and our involvement with large research pro-

grams such as IMI PRISM that from the start, we attracted a steady stream of study 

partners both from academia and the pharmaceutical industry. And while BEHAPP 

was able to meet the needs of these projects it was still based on the potentially 

vulnerable basic working model used in the field. We realized that going forward, 
we would need to invest in the platform touching on all aspects of secure and sus-

tainable operation in order to accomodate to the needs of our current and future 

projects.

Figure 3. The onboarding flow of the BEHAPP mobile application.

Figure 4. The BEHAPP administrative dashboard for study managers
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aIMs and ouTlIne

The field of digital phenotyping is steadily maturing. The technology is starting to 
evolve from small scale prototypes to feature rich research platforms. And from 

a phenotypic perspective we are arriving at a common set of behavioral features 

relevant to our overarching research objectives. But despite these advancements 

we identify gaps in the security and sustainability of the technology that we employ. 

Privacy, security and trust are key given the sensitive nature of the data that we 

collect, however to date no comprehensive study exists outlining how to responsibly 

build and operate digital phenotyping technology. Furthermore the mobile operating 

systems that we rely upon are in a constant state of flux which affects the sustain-

ability and reliability of the apps that we develop. As digital phenotyping developers 

we operate in a gray area under continuous scrutiny of smartphone OS vendors 

such as Google and Apple. Therefore we must be able to adapt quickly and to do 

so requires shifting our attention towards data quality and data accuracy as well.

Given these conditions, in this thesis I aim to:

1. Explore the impact of the European General Data Protection Regulation (GDPR) 

on the further development and operation of digital phenotyping platforms, tak-

ing BEHAPP as a concrete example (Chapter 2)

2. Educate the field on how to approach secure and sustainable digital phenotyping 
and present an improved working model for the collection, storage and analysis 

of data (Chapter 3)

3. Evaluate the usability and completeness of the data captured by BEHAPP using 

secondary measurement modalities (Chapter 4)

4. Develop features / measures descriptive of data quality and to apply these fea-

tures in a phenotypic outcome reliability study (Chapter 5)

5. Demonstrate that digital phenotyping technology can be used to capture differ-

ences in behavior in an intervention based study with the onset of the COVID-19 

pandemic as a common factor (Chapter 6)

Ultimately, we believe that privacy, security, sustainability, and data quality are 

equally as important as our phenotype definition aims. Success in balancing these 
factors will mark the mature research platform and set the stage for sustained, 

reproducible and high quality research.
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New European Privacy Regulation: Assessing the Impact on Digital Medicine Innovations

The use of smartphone based data streams in relation to mental health research is 

steadily gaining traction in the field [1]. This approach, also known as digital pheno-

typing, yields continuous behavioural data which shows promise in uncovering new 

perspectives on human behaviour [2]. However, calls have recently been addressing 

the need for increased awareness regarding the privacy of the participants [3]. 

These concerns coincide with the new European General Data Protection Regulation 

(GDPR) that came into effect 25 May 2018 [4]. In most cases, the GDPR will funda-

mentally impact how research should go about handling highly sensitive (medical) 

data, since the GDPR comes with some new responsibilities and obligations for 

both controllers1 and processors2. One of these obligations requires organisations to 

carry out a Data Protection Impact Assessment (DPIA). This article will assess the 

impact of such a DPIA on research in practice.

about the Gdpr

The road to compliance with the GDPR proves to be a challenging path for small 

scale and tech-driven research initiatives. First, limitations regarding technical and 

legal knowledge gaps need to be overcome. Second, being a technology driven ini-

tiative, proper security standards need to be met and maintained in order to ensure 

that participant data is handled responsibly. This calls for an interdisciplinary ap-

proach to research projects operating in this space. Thereby drawing from various 

additional specialisations, such as biology, law and informatics.

The GDPR lays down the rules relating to the protection of personal data, which is 

defined as “any information relating to an identified or identifiable natural person”. 
Although the GDPR specifically mentions that identification can take place via 
identifiers such as name, identification number and location data, identification is 
not limited to these identifiers. The GDPR does not only set out rules for dealing with 
personal data, it also offers a tool that can help to implement mandatory practices 

as laid out in the GDPR: a Data Protection Impact Assessment.

data protection Impact assessment

Research data management concerns different stages, namely preparation, data 

collection, data processing, data analysis, data preservation, access to data and 

publication and re-use. Since a DPIA helps to visualise the impact of the intended 

data processing, the DPIA should take place at the end of the preparation phase, or 

the beginning of the data collection phase. A DPIA is not always mandatory, how-

1 The controller determines what data is collected, how this is done and for which purpose (article 
4(7) GDPR).

2 Processors never determine the purpose and means of data processing, they merely process 
the data collected by the controller on behalf of the controller and under the instructions of the 
controller (article 4(8) GDPR).
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ever, in many instances carrying out a DPIA is still advisable since it will help to both 

build and demonstrate compliance with the GDPR [7]. For example, a DPIA might 

help to comply with the requirements of data protection by design and by default.

The GDPR does not define the concept of a DPIA in detail, but sets a number of 
minimum requirements instead. These minimum requirements, such as an assess-

ment of the necessity and proportionality of the processing operations in relation to 

the purposes, result in the situation where both the content of the assessment and 

the way in which a DPIA is carried out is left to the discretion of the controller. The 

advisory body known as the European Data Protection Board (EDPB) and previously 

known as the Article 29 Working Party specify that the controller can choose the 

methodology, as long as the methodology is compliant with the criteria provided in 

their guidelines.

Concerning the question of when a DPIA is obligated, the GDPR gives some general 

guidelines. For example, if new technologies are used and the processing is ‘likely 
to result in a high risk to the rights and freedoms of natural persons’ the controller 

is obliged to carry out a DPIA before the processing starts. The term ‘new technolo-

gies’ is not defined by the GDPR, but is described by the recitals of the GDPR as 
‘in accordance with the achieved state of technological knowledge’. Furthermore, 

three situations in which a DPIA has to be carried out are described in paragraph 3 

of article 35 GDPR. Although these three situations are meant as a non-exhaustive 

list, it does offer some support to the controller if a decision has to be made whether 

or not a DPIA is needed. Paragraph 8 of article 35 GDPR mentions that if codes of 

conduct are in place, compliance to these codes have to be taken into account, in 

particular for the purpose of a DPIA. Therefore, researchers could really benefit from 
the development of such a (European) code of conduct.

practical Implications of the dpIa

Scientific research is, by nature, innovative and therefore often inclined to push the 
existing limits of knowledge. As a result, for studies requiring the use of personal 

data, a DPIA is most probably needed and can enhance transparency. This article 

uses the BEHAPP programme as introduced next, as an example to show how the 

GDPR, focussed on the DPIA, affects digital phenotyping research in practice.

behapp

The BEHAPP programme is centred around the use of passively collected smartphone 

data to help quantify human behaviour in terms of communication and exploration 

[5]. The supporting software, BEHAPP V2, has been developed by the University of 
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Groningen (Faculty of Science & Engineering), a non-profit academic organisation. 
One of the major design goals of BEHAPP V2 is that it is built as a research platform 

allowing for multiple simultaneous and configurable studies. This has resulted in 
various initiatives that are currently employing BEHAPP in their respective lines of 

research helping to evaluate clinical relevance of digital phenotyping tools in prac-

tice. For example, BEHAPP is implemented to identify novel digital biomarkers for 

social withdrawal in patients suffering from schizophrenia, Alzheimer’s disease, and 

Major Depression in the PRISM study [6], a large EU funded Innovative Medicine Ini-

tiative project. In the BEHAPP programme scientists from the Faculty of Science and 

Engineering work closely together with, among others, scientists from the Faculty 

of Law. This interdisciplinary approach has proven helpful in light of the GDPR in 

general and a DPIA specifically.

In this case, the BEHAPP working context is especially interesting, since the pro-

gramme is both the producer of the app and a joint controller of the data collection. 

In the latter case this means that article 26 GDPR applies, since that article deals 

with the situation of joint controllers. Article 26 GDPR determines that joint control-

lers have to determine their respective responsibilities in a transparent manner. In 

the case of BEHAPP, the consortium agreement or the data management plan could 

be used for this. On the other hand, the privacy statement of the app should also 

make notice of the situation of joint controllers. Since participants are furthermore 

divided in several groups, for example focus groups and patient groups, this impacts 

the question of transparency.

For BEHAPP awareness of the GDPR comes at a relatively late stage with the 

service already in active use by different studies. Nonetheless, the initiative is cur-

rently going through its first DPIA cycle and based on the initial review, BEHAPP 
is now expanding and improving on its policies detailing privacy and information 

security. Transparency is key and depending on who will be using the service (e.g. 

Schizophrenia patients or healthy controls) different tailor made documents have to 

be developed to secure understanding of data use by the participant.

Furthermore, the design reflects principles taken from concepts such as data protec-

tion by design and by default. For example, participant records are pseudonymised 

through a practice also known as coding so participants can only be referred to 

through a unique identifier and no directly identifiable information is stored in the 
system, with the exception of location data, which is collected as part of the mea-

surements taken by the smartphone application.
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Lastly, since privacy protection is a continuous process, going forward in line with 

GDPR this means that efforts must continue to improve data protection. The GDPR 

demands technical and organisational measures are taken to ensure data protec-

tion. From a technical perspective this is established by applying increased isolation 

measures on sensitive data and by applying encryption. From an organisational 

perspective researchers are trained on responsible use and handling of sensitive 

data.

concluding the cycle

In the case of BEHAPP, this DPIA is a first-time experience for all parties involved. 
It has shown that an interdisciplinary approach is essential to responsibly create 

and operate a tech-driven research initiative. A DPIA can help bring deficiencies 
to light which otherwise may not have surfaced. The cycle enforces all parties to 

continuously remain critical on technical developments while aligning these efforts 

to data protection frameworks like the GDPR. At the same time it is important to re-

main mindful of the (often) limited capacity of small scale and tech-driven research 

initiatives. This is why we plead for a (European) code of conduct, which could really 

benefit researchers.
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absTracT

Background: Digital phenotyping, the measurement of human behavioral pheno-

types using personal devices, is rapidly gaining popularity. Novel initiatives, ranging 

from software prototypes to user-ready research platforms, are innovating the field 
of biomedical research and health care apps. One example is the BEHAPP project, 

which offers a fully managed digital phenotyping platform as a service. The in-

novative potential of digital phenotyping strategies resides among others in their 

capacity to objectively capture measurable and quantitative components of human 

behavior, such as diurnal rhythm, movement patterns, and communication, in a 

real-world setting. The rapid development of this field underscores the importance 
of reliability and safety of the platforms on which these novel tools are operated. 

Large-scale studies and regulated research spaces (eg, pharmaceutical industry) 

have strict requirements for the software-based solutions they employ. Security 

and sustainability are key to ensuring continuity and trust. However, the majority 

of behavioral monitoring initiatives have not originated primarily in these regulated 

research spaces, which may be why these components have been somewhat over-

looked, impeding the further development and implementation of such platforms in 

a secure and sustainable way.

Objective: This study aims to provide a primer on the requirements and operational 

guidelines for the development and operation of a secure behavioral monitoring 

platform.

Methods: We draw from disciplines such as privacy law, information, and computer 

science to identify a set of requirements and operational guidelines focused on se-

curity and sustainability. Taken together, the requirements and guidelines form the 

foundation of the design and implementation of the BEHAPP behavioral monitoring 

platform.

Results: We present the base BEHAPP data collection and analysis flow and explain 
how the various concepts from security and sustainability are addressed in the 

design.

Conclusions: Digital phenotyping initiatives are steadily maturing. This study helps 

the field and surrounding stakeholders to reflect upon and progress toward secure 
and sustainable operation of digital phenotyping–driven research.

Keywords:

digital phenotyping; mobile behavioral monitoring; passive behavioral monitoring; smartphone-

based behavioral monitoring; research data management; psychoinformatics; mobile phone
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InTroducTIon

background

Digital phenotyping is the practice of collecting and analyzing objective, longi-

tudinal, and possibly high-resolution data streams from personal devices, such 

as smartphones and wearables, which are descriptive of a person’s real life and 

real-time behavior [1]. Digital phenotyping provides a new and much more detailed 

perspective on human behavior, with the potential to innovate both research and 

clinical outcome measures in the health care space.

The field is currently still experimental, featuring many studies reporting on meth-

odologies and pilot data, but it has yet to deliver replicable findings that may prove 
useful for clinical translation [2]. At present, much of the current efforts concentrate 

on correlating smartphone-derived data with clinical diagnoses and symptoms 

domains, whereas the next steps will examine to what extent such data can be 

exploited to bring about real positive changes in clinical care [3]. In addition, the 

ethical aspects of digital phenotyping are examined [4]. At any rate, the pace of 

innovation is fast, the field is expanding rapidly, and the sample size of studies is 
steadily increasing, raising the question of whether the applications and services 

at the backend of such programs are up to the task of continuing to support the 

operations. More concretely, participating in large cohort studies and operating in 

regulated research spaces require us to ensure that our platforms are sustainable (ie, 

maintainable and scalable [5]) and, most importantly, secure [6]. Human research 

invariably requires the participation of individuals willing to participate in studies 

after obtaining appropriate informed consent. Establishing trust and continuity is 

key, given the sensitivity of the data that we collect and the context in which we 

operate [7].

The current state of the art shows that security and sustainability are not at the 

forefront of design and execution of digital phenotyping initiatives, despite some 

awareness of security and privacy implications [8] and the high cost of sustain-

ability [9] in the currently available tools. However, the uptake in the field dictates 
a necessary shift from the implementation of a limited set of security measures to 

a more mature and holistic conception of all aspects of sustainability and security 

as integral parts of software engineering, starting at the very first stages of design. 
In many current reports on behavioral monitoring platforms, these factors are only 

discussed in a limited fashion [10-12]. We do not want to suggest that these initia-

tives are necessarily insufficient in this respect, but in general, there appears to be 
a focus on the scope of phenotypic outcomes captured by the platform, whereas 

attention to aspects related to security and sustainability is relatively peripheral.
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To address this gap, we present here a detailed description of the requirements and 

guidelines to responsibly develop and operate a behavioral monitoring platform, 

with specific consideration of the aforementioned concerns.

about behapp

This research is part of the BEHAPP project [47]. BEHAPP is a research platform 

that features the following 2 components:

1. The front end (Figure 1): a mobile app originally conceptualized for mobile pas-

sive monitoring (MPM) of human subjects. As a subfield of digital phenotyping, 
MPM refers to the practice of naturalistic observation through personal mobile 

devices exclusively relying on the collection of data that do not require any active 

input from the participant (an example of active input would be queries probing 

for emotions or situations such as in the experience sampling methods [13]).

2. The backend, which is the focus of this study: the backend is designed following 

the software as a service paradigm supporting multicenter studies for interna-

tional research consortia, academic institutes, and the pharmaceutical industry. 

The work presented stems directly from our experience in accommodating the 

needs of industry partners and research groups representing large-scale study 

cohorts.

BEHAPP is comparable with initiatives such as MindLamp (Division of Digital 

Psychiatry, Beth Israel Deaconess Medical Center) [11], Beiwe (Onnela Laboratory, 

Harvard T H Chan School of Public Health) [14], Funf Open Sensing Framework 

[15], and the AWARE Framework [16]. All these platforms have in common that 

they collect various data streams through individual smartphones with the purpose 

of facilitating the study of human behavior in real time and in a natural (real-world) 

setting. BEHAPP also draws from a wide array of data collection sources that can 

be tailored to the needs of specific studies.
From the backend perspective, however, BEHAPP is different from the aforemen-

tioned initiatives. The alternatives require research teams to set up, manage, moni-

tor, and secure the basic technical infrastructure themselves. Rather, BEHAPP is 

designed to be offered as a fully managed service aimed at low effort integration in 

(existing) studies. BEHAPP is currently used as an exploratory research instrument 

in general behavioral and clinical intervention studies. From these studies, we have 

provided a proof of principle demonstrating that these tools, the resulting data, and 

the clinical measures that we extract can be used to distinguish between neuropsy-

chiatric patient and control groups [17], courtesy of the Psychiatric Ratings Using 

Intermediate Stratified Markers (PRISM) program [19]. For example, as depicted 
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Figure 1. Screenshots of the installation and activation flow of the BEHAPP smartphone app.
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in Figure 2, we highlight a feature of communication app use. In this example, we 

observe that the overall frequency of communication app use is lower for the group 

with Alzheimer disease when compared with age-matched healthy controls. The 

service is currently exclusively used as a research instrument and is not employed as 

a tool to assist in the diagnosis, prevention, monitoring, treatment, or alleviation of 

disease, that is, at this moment in time, BEHAPP is not a medical device [18].

MeThods

overview

We focus on security and sustainability as a starting point for the development and 

operation of a behavioral monitoring platform. Within the concept of security, we ad-

dress measures such as data isolation and encryption and highlight the importance 

of organizational security. We continue to discuss sustainability, explaining what is 

required to ensure that our platforms remain in service in a secure and stable way.

Figure 2. A group comparison data example on communication app use between Alzheimer disease patients 

and age-matched healthy controls (n=30) demonstrating the ability to observe differences in behavior through 

the use of BEHAPP’s behavioral monitoring platform. We measured a statistically signifi cant difference in the 
number of times that communication apps were opened (median 746.5 and 226.0 times communication apps 

were opened; P=.003). The median age was 66.5 years (60% male and 40% female).
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security

Security refers to the “absence of unauthorized access to information systems” [20]. 

Given the sensitivity of the data collected, the risk of (accidental) data leaks is a key 

consideration in setting up the platform. The current state of affairs on information 

security teaches us to step back and reflect critically on the design of our systems 
[21]. Regulatory frameworks such as the European General Data Protection Regula-

tion (GDPR), in effect since 2018, must also be considered, given their important 

impact on technology development [22]. The GDPR expects initiatives involved with 

personal data to carry out a data protection impact assessment (DPIA) [23]. In a 

DPIA, we evaluate data sensitivity and how these data must be handled to prevent 

unauthorized access to and loss of personal data. Formulating a defense in-depth 

strategy is one such approach to address these concerns [24]. Defense in-depth 

strategies aim to ensure security by layering security measures at both the technical 

and organizational levels.

data Isolation

Data isolation aims to minimize the exposure of data to data consumers. Data 

consumers can be both technical elements, such as (web) servers, and researchers 

interacting with data. The intent is to keep high-risk technical elements away from 

sensitive data. Technical elements connected to the public internet are particularly 

high risk because anyone can interact with and potentially exploit possible vulner-

abilities of these elements. The most threatening are zero-day exploits, which are 

novel vulnerabilities that, by definition, are unpublished and thus difficult to protect 

Figure 3. Public and private zone isolation overview featuring separated data storage.
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against [25]. To address these risks, isolation of all sensitive data from publicly 

exposed technical elements is essential. This was achieved through network seg-

mentation [26]. For BEHAPP, we established a public and private zone of operation, 

which are strictly separated (Figure 3). The public zone, which carries a higher risk 

profile, is responsible for receiving participant data from the outside world and im-

mediately transmitting these data to the private zone. The private zone, which has 

limited outside world connectivity, receives and permanently stores participant data.

Furthermore, we defined a set of rules specifying the flow of data within the BE-

HAPP platform:

1. Participant data may not be stored in a publicly exposed zone: The platform needs 

access to the public internet to receive data from smartphones and wearables. 

However, as explained, exposure to public internet access carries the risk of (part 

of) the platform (unknowingly) becoming compromised. Therefore, as a rule, any 

technical element that lives in BEHAPP’s public zone may not (temporarily) store 

any sensitive participant data, regardless of its encrypted state.

2. Participant data may only flow in one direction, from the public to the private 
zone: Publicly exposed elements may only serve as an ingestion point for sensitive 

data to flow through to isolated private zones. Technical elements in BEHAPP’s 
public zone do not have any capability to interact with or retrieve participant 

data from the private zone and are completely unaware of the existence of these 

data.

3. Participant data must be stored in a separate database for each study: The prin-

ciple of least privileges dictates that automated operations and researchers only 

need to be assigned the absolute minimal set of authorizations to perform their 

task [27]. Therefore, any data collected by BEHAPP is segmented into separate 

data sets for each study, thereby further isolating the data allowing for granular 

access permissions. By separating study databases, our researchers can be au-

thorized to access only specific studies. Furthermore, researchers are only given 
permission to read the data, which guarantees data integrity. This limits the 

potential fallout from data being lost or corrupted because of accidental leaks or 

compromised user accounts.

Note that data isolation by itself does not necessarily limit the processing of data. 

A private zone of operation can feature technical elements that perform automated 

data analysis tasks such as data enrichment and annotation, extraction of clinical 

endpoints, and data compliance and quality control checks. The results can then be 

written back to the public zone to enable direct reporting to study partners on the 

condition that the resulting information is fully anonymized. Finally, the resulting in-
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formation can also be used for signaling purposes, for example, to address potential 

data quality and compliance issues that are found during automated data analysis 

runs. At BEHAPP, we are currently in the process of developing such capabilities.

encryption

Data encryption is the practice of obfuscating data by “converting information from 

an intelligible form into an unintelligible form” [28], thus rendering data unusable in 

case of a data leak. The main challenge lies not in the application of encryption itself 

but in adequately managing encryption keys. Protecting encryption keys is equally 

as important as protecting raw data; otherwise, the added level of protection will be 

de facto limited or nonexistent. A layered approach allows for responsible key and, 

subsequently, data management.

For BEHAPP, we employ a combination of symmetric and asymmetric encryption 

techniques to establish a closed encryption hierarchy. The main difference between 

both encryption techniques is in the key material used for the encryption and decryp-

tion of data. Symmetric encryption uses one key that is used for both encryption and 

decryption purposes. Asymmetric encryption uses 2 keys (a key pair), consisting of a 

public key and a private key. The public key is meant to encrypt data and therefore 

can be freely shared. The private key is meant for decrypting data and therefore 

needs to be stored safely [29].

The aforementioned encryption hierarchy consists of 2 levels:

1. Each study participant on the platform is assigned an asymmetric key pair. The 

key pair is generated in a private zone to prevent leakage of private key informa-

tion. This key pair is used for encryption and decryption operations on sensitive 

participant data, such as the raw data that are collected.

2. Each private key is then encrypted itself before being stored in a central database. 

Private keys are encrypted using a key management service (KMS) [30] using 

symmetric encryption. A core characteristic of KMSs is that the key material itself 

never leaves the service. Instead, cryptographic operations are performed based 

on user authorization. This closes the encryption hierarchy because (unauthor-

ized) database access by itself is not sufficient to decrypt data. Instead, access to 
both the database and KMS is required. For BEHAPP, we provide study-specific 
master keys within our KMS, segmenting the encryption hierarchy. The concept 

of isolation applies here as well, resulting in limited access to cryptographic 

operations on a per-study basis.

This results in a 3-step encryption model, where (1) the researcher first loads the en-

crypted private key for a specific participant, (2) the researcher requests a decrypted 
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version of this private key from the KMS, and (3) the researcher loads encrypted 

participant data from the database and decrypts the data using the decrypted 

private key obtained from the KMS (Figure 4). Authorizations such as data access 

permissions and permissions for cryptographic operations are checked at all stages 

of this process.

Finally, we adhere to the following rule on the use of encryption on the platform: 

data may only be collected, transported, and stored in an encrypted state. Encryp-

tion measures are continuously required to remain in place at all stages of the data 

lifecycle. In other words, data are only decrypted when necessary and discarded 

immediately after use. This means that data must be encrypted directly when they 

are collected through a smartphone or wearable device. For BEHAPP, we achieved 

this goal relying on the use of asymmetric encryption, as discussed earlier. We send 

a participant’s public key, which is safe to share, to their privately owned devices to 

be used by our app to encrypt any data that are collected. The encrypted data then 

remain in this state until they arrive at their destination in the private zone. Analyti-

cal workloads naturally require a decrypted view of the data. They are performed 

by keeping sensitive data in volatile memory only for the purpose of exploration, 

experimentation, and extraction of outcome measures. The data are then purged 

from memory.

Information security culture

Technical measures alone are not sufficient to protect sensitive data collected by 
behavioral monitoring platforms. Users of information systems, such as researchers, 

play an important role in the secure use of information systems and, subsequently, 

any data under study. Raising awareness about security issues and safe practices 

is of paramount importance. Indeed, security incidents as a consequence of lack 

Figure 4. Three-step encryption model: (1) load a participant-bound encrypted private key, (2) request a de-

crypted version of the private key from the key management service, and (3) load participant data and decrypt 

with the decrypted private key.
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of awareness or negligence are common occurrences [31]. Researchers and newly 

entering Doctor of Philosophy (PhD) students, in particular, represent a class of us-

ers who, by the nature of their work, require access to sensitive data but who may 

not have any prior experience in the safe handling of these data. The challenge is to 

balance between maintaining security while not inhibiting (experimental) workflows 
of researchers [32]. We recommend the following guidelines to promote information 

security: (1) provide training and messaging to raise general security awareness 

and (2) provide seamless security to end users only minimally confronting them with 

security and compliance decisions [33].

First, raise awareness by establishing an information security policy (ISP) and en-

sure that all research staff are given an information security briefing. This briefing 
can be part of a general onboarding process, and its contents must be based on the 

ISP. An ISP is a document that defines “the rights and responsibilities of information 
resource users” [34]. The aim of this document is to explain how users responsibly 

handle sensitive data on a daily basis as part of their work. An effective document is 

understandable, practical, and inclusive of the needs of researchers. The ISP of the 

BEHAPP project is targeted at an audience with above-average computer literacy 

(PhD students, postdocs, and principal investigators). Given this audience and the 

sensitive data that we use, we specify concrete rules for high-risk areas of attention, 

such as data flow. For example, we concretely specify that data may only reside 
on the central server and that local copies on individuals’ devices may temporarily 

exist for analytical purposes only. We also clearly specify that the data may not 

be uploaded or transferred to any other service or device (eg, for data enrichment 

purposes) without discussing the purpose and scope of this intention with the team.

Second, seamless security is provided through software development effort. We 

recommend investing in the development of custom toolkits that are responsible for 

the heavy lifting around safely loading, decrypting, exploring, and analyzing data. 

Furthermore, user authentication should be based on multifactor authentication 

strategies adhering to modern password security guidelines, as defined in National 
Institute of Standards and Technology 800-63-3 [35]. This considerably eases the 

burden of security compliance–conscious behavior. At BEHAPP, we developed an 

internal tool based on these exact principles, called the behapp-data-kit. The kit 

is a Python package or library aimed at ease of use and security, offering a simple 

programming interface for data exploration and analysis. Meanwhile, security 

compliance is handled hidden from the researchers’ perspective. For example, the 

data kit automatically manages local copies of data, ensuring that these copies 

are encrypted and removed when they are older than 14 days. Furthermore, when 

loading the data into active working memory for analysis, the kit ensures that the 

decryption keys necessary for decrypting the data are only held in memory for the 
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shortest amount of time, explicitly deleting these keys when they are no longer 

required. Finally, the kit relies on a single multifactor authentication strategy, which 

results in a high level of trust without researchers having to deal with multiple sets 

of credentials.

Third, schedule and hold weekly team meetings to discuss any (potential) use of 

sensitive data. Reflect on whether the use complies with the ISP and if the ISP still 
holds relevance or if an adjustment is required. Be especially mindful of shadow 

security. Shadow security refers to ad hoc practices devised by security-conscious 

employees that are not compliant with formally prescribed security policies in an 

effort to achieve a more optimal balance between getting work done and protect-

ing information security [36]. Kirlappos et al [36] recommend learning from these 

practices, arguing that without engaging with users on these practices, one cannot 

claim that a specified security infrastructure exists as intended. For example, at 
BEHAPP, over time, the security policy proved to be difficult to accommodate to re-

searchers who were not directly affiliated with the team, such as graduate students 
working on temporary assignments. The logistics of account and hardware security 

key provisioning did not fit the short and temporary character of these projects. 
Thus, the following shadow security practice emerged: manual data exports were 

generated for graduate students, but these exports were limited to fully anonymized 

clinical measure overviews. Although initially any form of manual data exports was 

formally prohibited, the adjustment of providing anonymized exports offered a 

workable middle ground and has been adopted as a standard practice.

sustainability

Sustainability refers to the ability to ensure availability, support, and improvement 

of the software products and services that we create [37]. We highlight 3 qualities 

that are closely connected to the concept of sustainability: maintainability, reliability, 

and scalability [5].

Maintainability is the degree of effectiveness at which software products can be 

modified [38-40], which depends on multiple factors such as documentation, design, 
and the consistent application of clean coding standards. Maintenance is an essen-

tial part of operating a software service. The foundations that we built upon, such 

as mobile operating systems and web application frameworks, change continuously 
and thus require frequent modification of our own code. Failure to do so results in 

diminished service performance, possible loss of functionality, and increased expo-

sure to security threats. Maintenance is especially relevant with regard to mobile 

apps that we employ as our measurement instruments. Each yearly upgrade of 

mobile platforms brings about changes that often directly impact the quality of the 

data that we intend to collect. In addition, noncompliance with continuously chang-
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ing Apple’s App Store and Google’s Play Store policies may result in apps being 

removed altogether. Thus, keeping up with maintenance-related tasks is essential in 

that it avoids or at the very least mitigates the potential negative impact of platform 

upgrades and policy changes. Unfortunately, negative changes cannot always be 

avoided. For example, over the current 4-year development span with BEHAPP, we 

have experienced many changes in Google’s terms of service for the distribution of 

our Android (Google) app through the Play Store. One change, in particular, revolved 

around Google’s strides to curb malicious apps invading the privacy of their users. 

This change, which came into effect in March 2019, limited access to call and text 

messaging logs for the majority of apps distributed through Google’s Play Store [41]. 

This change was unfortunate, as call logs are very expressive of the communicative 

behavior of participants. Fortunately, we could work around this problem by directly 

distributing our app to our end users and thus circumvent the Play Store through 

sideloading.

Reliability refers to the probability of failure-free operation of a software product 

[42]. The goal is to ensure that our platforms are highly available, keeping service 

downtime at a minimum. However, it must be noted that experimental research 

initiatives may typically have wider tolerances for service uptime requirements. This 

changes when our behavioral monitoring platforms evolve to a stage where they are 

involved with mission critical workloads, for example, when their continuity is essen-

tial to large-scale research endeavors or when they provide important information 

to clinical care processes.

Scalability is the ability of a software product to adapt to changing circumstances in 

demand [43]. The rapid adoption of behavioral monitoring platforms and increasing 

cohort sizes require us to ensure that our software products can sustain the stresses 

of increases in demand.

Finally, note that the aforementioned quality attributes and the corresponding 

responsibilities not only apply to the programs and code behind our platforms but 

also to every supporting information technology (IT) infrastructure element that is 

required to bring our platform into service. This can span the full range of elements 

such as networking, storage, physical servers, virtualization, operating systems, and 

web server software. All these elements require setup and maintenance for stable 

and continued secure operation. The proverb that a chain is only as strong as its 

weakest link applies here: a vulnerability or weakness in any supporting IT element 

will affect the other elements as well, including our behavioral monitoring platforms. 

Thus, we are not only required to develop a secure and sustainable behavioral 

monitoring platform but we also need to ensure that the supporting IT infrastructure 

is equally secure and sustainable. Unfortunately, both the knowledge and resources 

required to do so are extensive and form a barrier to entry.
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At BEHAPP, we have built a service relying on fully managed IT infrastructure com-

ponents offered by large cloud providers, focusing in particular on an upcoming class 

of products known as serverless computing. With serverless computing, the cloud 

provider is responsible for maintaining and securing the majority of the required IT 

infrastructure, leaving us to focus on our platform only [44]. This includes the ability 

to (rapidly) scale, which means that we can flexibly meet any changes in demand.

resulTs

Here, we introduce the base BEHAPP data flow for the collection and analysis of raw 
data (Figure 5). The flow implements the requirements and guidelines, as discussed 
in the aforementioned sections:

1. Data collection starts at the personal devices of participants that run the BE-

HAPP smartphone app. The app unobtrusively collects various types of data 

descriptive of the participants’ behavior. Any data collected were encrypted 

immediately and temporarily stored on the device.

2. The data are sent to the public facing the web application server. The smart-

phone app is programmed to upload these data on a fixed interval and attempts 
to do so on the condition that a Wi-Fi (or unmetered network) is available. Given 

that some modes of data collection can yield substantial amounts of data, we do 

not want to risk accidentally consuming the data plans of our participants. Data 

transmission always occurs over a secured connection. Once received, the web 

application server immediately passes the data on to the data bridge.

3. The data bridge is not a formal concept but represents a technical construct 

responsible for enforcing a one-way data flow, which can be achieved in multiple 
ways. BEHAPP employs message queues configured with minimized permis-

sions to realize unidirectional flow of data.
4. The private zone receives data from the bridge and is responsible for placing 

the raw data in the corresponding study database. In this way, researchers can 

access only a select number of databases instead of being able to access the full 

data set.

5. Finally, researchers use a custom programming library, the behapp-data-kit, 

designed for ease of use and security. The kit supports data loading, exploration, 

and analysis and is aimed at security and ease of use. Security compliance, such 

as maintaining data encryption and enforcing short-lived life cycles of decrypted 

and locally stored data, is hidden from view. This allows researchers to focus on 

the task of data analysis while maintaining a secure level of use.
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Figure 5. BEHAPP data flow for the collection and analysis of data using smartphone-based participant data.
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dIscussIon

principal findings

We present a data flow design that includes a set of requirements and opera-

tional guidelines for the realization and responsible operation of a digital behavioral 

monitoring platform. Having done so, we recognize the following limitations in the 

proposed work.

First, the proposed data isolation measures prevent the public elements of the 

platform from accessing (raw) sensitive data. In other words, by design, researchers 

will not be able to retrieve sensitive data in an automated way. Instead, data are 

provided (both raw and extracted features) manually on request. This may not be 

an alluring policy, as it implies that researchers cannot have immediate data access. 

However, given the risk profile of publicly connected technologies, we opted to go 
for a risk-averse approach and stand by the decision to strictly separate sensitive 

data to protect the participants under observation by the platform. In line with the 

aforementioned data isolation rules, once received, any form of sensitive data may 

not leave the service through a publicly connected element. However, there are 

ways to automate the retrieval of sensitive data, for example, through the use of 

secure file transfer mechanisms initiated in private zones, which should be the focus 
of further development and future studies.

Second, by implementing both technical and organizational measures to protect 

the data of our participants, we realize that there is room for improvement on the 

data protection front by the application of anonymization methods. BEHAPP’s data, 

while fully encrypted, are not fully anonymous and have, considering the location 

data that are collected from, the potential for direct identification of individuals. 
However, although strategies exist for anonymizing location data, its effectiveness 

is still under debate [45]. As a consequence, analytics endeavoring down the line 

could be limited by the application of anonymization strategies. For example, we 

would lose the ability to retrospectively annotate locations by adding meaning to 

specific points (eg, schools, hospitals, and sports). However, note that although raw 
location data are considered as identifiable information, the behavioral features that 
we extract and subsequently report are not. Features such as total time spent at 

home and total number of unique places visited are highly interpretable and expres-

sive of one’s mobility without having to refer to any geographical type of data and 

as such can reside in publicly connected zones.

Third, considering our aforementioned proof of principle, we demonstrate the ca-

pability to accurately distinguish between patient and control groups. We feel it 

is time to look ahead and ensure that the models that we intend to build, be it for 

predictive or classification purposes, are not only properly validated but also compli-
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ant and sustainable from an ethical perspective. Many unintuitive and unverifiable 
inferences can be drawn from personal data, which can potentially result in nega-

tive consequences for the individuals for whom the inferences are drawn. Although 

the GDPR demands model transparency, the subject of inferential analytics is not 

well regulated [46]. Given our medical scientific operating context, we should tread 
carefully and actively work toward the creation of transparent models with limited 

application scopes to avoid negatively affecting our subjects under study.

Fourth, despite our efforts to simplify the design and minimize the operational 

overhead of running a behavioral monitoring platform, we realize that the level of 

complexity and the demands imposed on a research team may still leave this type 

of instrumentation out of reach for many independently operating research groups. 

However, we strongly feel that this is the minimum standard for responsibly oper-

ating such a platform. Self-hosted open-source models may be vulnerable in this 

regard and, therefore, are not the most secure and sustainable way forward. As 

argued in this paper, the responsible operation of such platforms extends beyond 

installing a client and server application, and we have to consider the underlying 

IT infrastructure as well. In our experience, the broad level of responsibilities tied to 

operating a behavioral monitoring platform warrants the inclusion of a dedicated 

team responsible for development, maintenance, monitoring, and security tasks. A 

more workable model would be to concentrate the required operational effort in a 

limited number of initiatives capable of supporting multiple studies. With BEHAPP, 

we aim to be one of these initiatives.

However, the open-source model is not without merit. Indeed, Torous et al [1,10] 

regularly raise a valid and important point about the lack of interoperability and in-

terpretability of results across the whole spectrum of digital phenotyping initiatives. 

The open-source model and, consequently, the free distribution of these platforms 

is meant to address that problem by putting the technology in the hands of many, 

thereby ultimately contributing to a more uniform approach toward data collection 

and analysis. However, we think that the solution to interoperability and compara-

bility does not rely on a single developer, mainly because the underlying problem is 

an overall lack of transparency in the methodology and specifications descriptive of 
data collection and data processing flows. Importantly, we need scientific reports to 
be accompanied with metadata descriptive of the format of data (attributes, shape, 

size, and semantics) at every stage of collection and analysis, starting from raw 

data to the clinical measures that we extract. These aspects, just as security and 

sustainability, are largely overlooked in most scientific reports. With phenotypic 
outcomes currently taking center stage, we unfortunately limit ourselves in building 

collective knowledge toward enabling reproducible science.
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conclusions

In search of strategies for secure and sustainable digital phenotyping, we identi-

fied a gap in the available knowledge related to the establishment of secure and 
sustainable platforms that drive such research initiatives. Here, we address it by 

providing a foundation including requirements operational guidelines focusing on 

key elements such as the application of encryption, data isolation, and organiza-

tional security culture. Members of ethical research boards should consider using 

the security principles outlined in this manuscript in their evaluation of the privacy 

of study participants in research proposals. Principal investigators should account 

for these essential components while budgeting their grant proposals, keeping in 

mind that security and maintenance must be adequately addressed in any research 

plan that includes the use of a digital phenotyping platform. Taken together, this 

work contributes to the foundations on which digital phenotyping strategies can 

be operated in a safe and sustainable way, allowing for the collection of real-time, 

quantitative, and longitudinal behavioral data that are expected to generate novel 

insights and possibly support concrete innovations in clinical care.
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absTracT

Background: Literature on digital phenotyping is rapidly expanding with the de-

velopment of smartphone applications for active and passive monitoring of human 

behaviour. Much of the interest in the field goes out to their promising potential 
to capture clinically relevant outcome measures. This is understandable given the 

excitement around the measurement potential of this novel set of tools. However, 

as for all novel research tools, it is crucial that all methodological aspects are care-

fully evaluated. Regarding smartphone-based passive monitoring, a particular 

challenge relates to the ability to maintain stable application performance as well 

as completeness and accuracy of data collected. This is important because these 

raw data are the basis from which any behavioral outcome measure is derived. 

Hence, establishing adequate practices for the collection and use of raw data is 

an essential first step required towards the reliability of scientific output generated 
downstream.

Objective: To explore aspects of passive sensing data collection and usability as-

pects by comparing smartphone based behavioral data with alternative methods 

for the measurement of mobility, calling behavior, foreground app usage and WiFi 

access point sensing.

Methods: The study is conducted using BEHAPP, a mobile passive monitoring plat-

form. First, we outline the design and development challenges of such platforms. 

Second, we compare between three different methods of measuring human behav-

ior: BEHAPP, self-reports and independent GPS tracking from 22 participants over 

a period of ten consecutive days.

Results: In general levels of agreement for mobility, foreground app usage and Wi-Fi 

access points were adequate. Missing data affected all data types to some extent. 

For Wi-Fi access points, a more thorough examination of the data showed large 

differences in the number of access points at single locations. The mobility features 

showed large differences regarding the measurement of trajectories between the 

measurement modalities.

Discussion: Despite the common occurrence of data missingness, the results eluci-

date several important aspects of data collection and usage to optimize the reliability 

of scientific results using passive sensing methodologies. The agreement between 
methods indicates that mobile passive monitoring has the potential to measure 

real-time and real-world behavior. The method offers both additional benefits such 
as real-time longitudinal and high resolution data, expanding our opportunities to 

measure human behavior for research and, potentially, clinical applications.
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InTroducTIon

Within the emerging field of digital phenotyping, smartphone based behavioural 
monitoring applications are a novel class of tools with promising potential for 

(mental) health research. These tools enable continuous tracking of human subjects 

generating objective, longitudinal, and high resolution quantitative behavioural data 

streams. As such, they have the potential to significantly expand our view on hu-

man behavior when compared to current data collection methods, which are either 

subjective, such as interviews, questionnaires and/or based on observations made 

outside the subject’s real-world environment, for example in a clinical or experimen-

tal setting.

One of the exciting prospects of smartphone based passive monitoring applications 

is that it allows for the longitudinal collection of objective data in real-time and 

in a real-world environment. Provided proper ethical consent and adequate data 

security measures, these generic tools may be scalable to studies involving large 

numbers of subjects. It is expected that this class of tools will dramatically change 

our approach to mental health research (Insel, 2018). To date, the number of studies 

reporting on the use of these tools remains relatively modest, with most studies 

limited in scale. Nevertheless, promising findings are starting to emerge and include 
passive monitoring data on, for example, mobility pattern changes (Berrouiguet et 

al. 2018; Jagesar et al. 2020), isolation and loneliness (Doryab et al., 2019; Ferreira 

et al., 2015), and of relapses of psychiatric conditions (e.g. of schizophrenia) (Barnett 

et al., 2018).

Considering the high stakes involved in the assessment of mental health using 

smartphone data, examining the optimal method of collecting and using this data 

is essential. However, several factors are at play which may negatively affect the 

data collection and usability. First, mobile operating systems such as Android and 

iOS change continuously. Adjustments to regulations regarding privacy and bat-

tery consumption limit developers in their ability to access certain data sources or 

require them to explicitly specify the resolution, frequency and continuity at which 

they need access to these data sources. Examples of limitations are restrictions 

regarding access to sensors such as the accelerometer and microphone (Android 

Pie (9.0): Behavior Changes, 2019) and imposed limits to the frequency at which 

location updates are delivered to any third party app (Android Oreo (8.0): Behavior 

Changes, 2020), specifically when apps are running in the background of a device 
(see Supplementary table 1 for a full overview of Android platform changes with 

an impact on data collection and data accuracy). Measures that specifically target 
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background apps are particularly difficult because, inherent to passive monitoring 
of behavior, they require unobtrusive and backgrounded operation of mobile ap-

plications. Second, in line with the aforementioned, smartphone manufacturers 

often implement strategies to conserve battery consumption leading to diminished 

sample frequencies or, in some cases, complete inactivation of the app. These mea-

sures even cause app failures amongst apps that are fully supported by Google 

such as coronavirus tracing apps (Hofmans, 2020). Third and last, user error can 

also cause problems with data collection and usability. Specific to sensors or sensor 
applications, participants may unintentionally cause the data to be inaccurate or 

incomplete while the data collection continues, making it difficult for the researchers 
to assess the extent of data loss. For example, data loss can occur because users 

accidentally retract data access permission for a specific sensor modality mid-study 
or fail to keep the device on their person.

Data issues at the source impact outcomes over the whole spectrum of statistical, 

analytical and modeling techniques that are applied downstream. The aforemen-

tioned examples serve to underscore the point that platform evolution in the mobile 

space requires a critical attitude towards the completeness and usability of the data 

that we extract from the devices of participants. While in the studies reported thus 

far the focus is on providing a proof of principle of the utility of measuring these 

behavioral outcomes, relatively little effort is spent examining the characteristics of 

the raw behavioral data underlying these constructs.

The goal of this study is to examine to what extent the raw data and features cre-

ated from the raw data are affected by measurement modality. This information can 

then be used to make sure the data collection and quality control for applications are 

carried out in the most optimal manner.

about behapp

The data for this study was collected using BEHAPP, a smartphone based behavioral 

monitoring platform implemented in multiple scientific studies (Jagesar et al., 2020). 
BEHAPP shares the same goal of collecting objective, real-world passive monitoring 

data with existing and emerging platforms such as Health by MindStrong (Insel, 

2017), Beiwe (Torous et al., 2016), eB2 (Berrouiguet et al., 2018), NIIMA (Aledavood 

et al., 2017) and the AWARE framework (Ferreira et al., 2015). With four years of 

service BEHAPP is host to multiple studies with data collected (or ongoing data 

collection). The service is designed for scale, security and ease of use following the 

software as a service (SaaS) paradigm (Ma, 2007). Capable of hosting multiple 

studies, the responsibility of managing participants is delegated to study managers 

through the use of an administrative interface. The mobile application, which cur-
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rently is Android only, guides the participant through a short onboarding process 

after which the app is activated and retreats to the background of the device for the 

set duration of the study.

Mobile app data collection

BEHAPP’s primary mode of data collection is a mobile app specifically built for the 
Android platform. The app taps into various data sources of a participant’s smart-

phone, selected based on their putative relevance to a participant’s social behavior 

in terms of smartphone behavior and mobility. Communication covers activities in 

which participants interact with others and is captured by monitoring the frequency, 

duration and diversity of communication partners involved in calling, texting or app 

usage events. Mobility is concerned with data expressive of how a participant moves 

around physically, such as GPS-based location data, but also WiFi access point 

data. In our current study, we specifically examined collected raw data relevant to 
both smartphone behavior and mobility, and meaningful features computed from 

this raw data from the following (and most commonly used) data sources mined by 

BEHAPP:

Location and mobility data based on GPS

Real-time location data is requested by the mobile application to record the mobility 

of a participant. The app records geographical coordinates (latitude / longitude), 

speed, altitude and accuracy measures for each datapoint. The temporal resolution 

and accuracy of location data streams depend on factors such as battery savings 

measures and GPS satellite visibility, and thus may vary over time.

WiFi Access Points

WiFi access points (AP’s) are fixed internet connected points that enable devices 
such as smartphones to connect to the internet. They provide a measure of the so-

cial density of the environment of the participant based on the number of different 

AP’s that are observed over a period of time. The data is collected by scanning for 

AP’s in the vicinity of the device, this is done on a fixed interval. Sensitive identifiers 
such as the BSSID / MAC address are obfuscated using a technique known as one-

way-hashing, thereby safeguarding privacy while preserving unicity. Considering 

the amount of Wi-Fi access points is dependent on the amount of Wi-Fi devices in 

an area, we examine it as a measurement of the social ‘density’ of the environment.

Foreground app usage

The use of mobile applications is monitored in real-time recording the name of the 

app and the duration of use in seconds. The data provides a broad perspective on 
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device usage as well as in-depth app usage patterns on the level of app catego-

ries such as ‘communication’ and ‘entertainments’ apps and specific apps such as 
‘WhatsApp’, ‘Facebook’ and ‘YouTube’.

Call & Text logs

Data is collected on calling and texting activities in order to measure communica-

tion. The app records data on the type of call or message (e.g. incoming, outgoing, 

missed), the obfuscated phone number of the person connecting to the participant 

and in case of phone calls, the duration of the call in seconds. BEHAPP never collects 

content of written or spoken communications.

Security & privacy

BEHAPP is built with security in mind at each layer of the service. A defense in 

depth strategy combined with the principle of least privileges are applied to realize 

a redundant security structure minimizing the overall attack surface. The strategy 

is based on four pillars: 1) Data is to be handled in an encrypted state at all times; 

2) Data may not be permanently stored in servers that can be reached over public 

networks; 3) Upon receiving data the data may only flow in one direction. From publi-
cally connected servers to servers in private networks; 4) Every study has a separate 

database for which specific access controls can be set, this is further enforced by a 
segmented encryption hierarchy. On an organizational level, every researcher with 

sensitive data access is required to attend a privacy and security briefing outlining 
responsible use of their access credentials, hardware and participant data. The 

briefing is based on an information security policy requiring signed endorsement by 
every researcher.

MeThods

In order to examine how characteristics of data collection and outcomes are affected 

by the method of data collection, we conducted a study in which BEHAPP data 

were compared against data from independent, parallel sources informative on the 

same type of behaviors under study, i.e. activities regarding calling, texting, app 

usage, and patterns of location and mobility. We used three independent, parallel 

sources for our study: 1) BEHAPP, 2) a GPS tracking device, 3) a questionnaire with 

questions regarding the participants’ behavior on the ninth day of participation. The 

questionnaire (see supplementary materials) contains two subsets of questions. 

The first subset is a diary, which prompts each participant to report the number 
of available Wi-Fi access points visible on their phone and to open an application 
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and specify which app was opened. The diary probes each participant three times 

during day nine of the study, with a minimum time interval of three hours between 

probes.

The second subset of the questionnaire consists of questions about other behaviors 

during day nine of the study, such as calling and texting behavior.

study design

The study consisted of two phases. In the first, data collection phase participants 
were included on-site and assisted with installation of the BEHAPP app configured 
to collect data over a period of ten days. At the same time, each participant was 

provided the Tractive GPS tracker along with user instructions. Participants were 

provided with charging equipment for the tracker and instructed to keep the GPS 

device (and their smartphone) with them for ten consecutive days. Additionally, 

participants were asked to fill in a questionnaire on the ninth day of the study, prob-

ing for specific behaviors during that day. Next in the second phase of the study 
we analysed the resulting data from the BEHAPP app, the GPS tracker and the 

questionnaire, with the aim to examine the degree of agreement between the three 

independent data sources.

participants

Students from the University of Groningen were approached with the request to 

participate in this study. Other participants included employees of the Groningen 

Institute for Evolutionary Life Sciences (GELIFES), PhD students from several depart-

ments of the University of Groningen and acquaintances of the authors. Participants 

were provided with a form providing information on the study and asked for in-

formed consent. The BEHAPP application was installed on their own phone. In total, 

22 participants were recruited for this study, of whom 54.5% were male. Device 

manufacturers were relatively equally distributed over participants with Samsung 

having a majority share.

Instrumentation

We used an independent GPS tracker from Tractive, n.d. (Tractive Classic, Pasching, 

Austria) as a control data source for location data. Tractive products are targeted 

towards pet owners to be able to examine the location and past locations of their 

pets. The Tractive Classic GPS tracker weighs 35 grams and measures at 51x41x15 

(height x width x depth) mm (Tractive Realtime GPS Tracking, n.d.).
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Measures

The first step in the analysis was to examine the extent of the data gathered by 
examining the number of days in which BEHAPP data was recorded by the partici-

pants’ smartphones.

After this, we started the comparison between the BEHAPP data and the data from 

the concurrent methods. We created specific measures for each of the data sources 
in comparison to BEHAPP data:

1. For our questionnaire data we defined the measures ‘proportion of agreement 
in foreground app usage’ and ‘proportion of agreement in WiFi access points 

observed’. Regarding the first, we determined the extent of overlap between the 
activities self-reported by participants through the activity diaries, and the data 

Participant Smartphone brand Android Version

1 Huawei 8.0.0

2 OnePlus 6.0.1

3 Acer 6.0

4 HTC 8.0.0

5 Sony 8.0.0

6 LG 4.4.2

7 Xiaomi 8.1.0

8 Motorola 7.0

9 Huawei 7.0

10 Samsung 6.0.1

11 Huawei 6.0

12 Samsung 8.1.0

13 Motorola 7.0

14 OnePlus 6.0.1

15 Samsung 8.0.0

16 HTC 6.0

17 Samsung 8.0.0

18 Lenovo 7.0

19 Samsung 9

20 Samsung 5.1.1

21 Motorola 7.0

22 Lenovo 7.0

Table 1. Smartphone brand and Android version per participant.
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collected by BEHAPP. To this end, we examined whether the apps recorded by 

participants in the diary part of the questionnaire coincided with the activated 

apps identifi ed by BEHAPP at the recorded times. Regarding Wi-Fi, we compared 
the number of Wi-Fi access points recorded by BEHAPP to the number access 

points indicated by the participants in the questionnaire at or around the same-

time. For our analysis we binned the number of access points into categories (0-

5, 6-10, 11-15 or > 15) Finally, we examined whether the sleep and wake times 

reported in the second subset of questions in the questionnaire coincided with 

any app or location usage identifi ed via BEHAPP in order to examine whether 
sleep measurement is affected by measurement modality.

2. For our location data, the following measures were extracted (Jongs et al., 2020): 

Average hourly sample frequency; total number of places visited; total number 

of unique places visited; total number of places visited once; time spent station-

ary in minutes; time spent at home in minutes; total number of trajectories; and, 

perimeter of operation in kilometers. The different variables regarding places vis-

ited are visualized in Figure 1. For each of these variables, data quantities were 

examined. Subsequently, measures regarding behavior were computed from the 

raw data and compared between BEHAPP and Tractive to examine whether and 

how the differences between the methodologies affected the measures.

Figure 1. Visualization of the ‘places visited’ features. This fi gure shows that the features ‘unique places vis-
ited’ and ‘places visited exactly once’ are subsets of respectively ‘places visited’ and ‘unique places visited’.
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resulTs

Of the 22 participants that were recruited for this study three participants forgot to 

fi ll in the questionnaire, bringing the questionnaire data total at 19 participants. Of 
those 19, one participant omitted the third measurement of Wi-Fi points and app 

usage on the questionnaire.

Number of days with BEHAPP data

Nineteen out of 22 participants had BEHAPP data for at least 10 unique days (the 

maximum was 11 unique days, as the study duration of ten days always started 

somewhere during the fi rst day, so 11 unique days were measured. Participants 1, 
9 and 11 had nine, four and fi ve unique days of BEHAPP data respectively. Each of 
these participants had data following the days with missing data. The days with 

missing data seemed randomly distributed and did not follow any consistent pattern 

across participants.

app usage

Figure 2 shows the percentage of agreement between the self-reported foreground 

app usage and the same as recorded by BEHAPP. Average agreement on app usage 

was 65%. However, the spread is large with nine participants showing total (100%) 

agreement, whereas three participants’ (participant numbers 9, 15 and 19) data 

showed no agreement. In one case (participant 12) there was no app data recorded 

at all. Average agreement excluding participant 12 was 69%.

Figure 2. Agreement app-usage based on BEHAPP vs based on self-report. The fi gure shows the differing 
amounts of applications reported by the participants which were also found by the BEHAPP app at the re-

ported times in proportions of the three measurements.
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Wi-fi access point scans

Wi-Fi Access Point data also shows a wide range of agreement between BEHAPP 

and the participants’ questionnaire data (Figure 3). Nine participants showed total 

agreement and four participants showed no agreement. Mean agreement is 69%. 

One participant had no BEHAPP-recorded Wi-Fi data at all (participant 9) and one 

of the participants (participant 19) had no BEHAPP-recorded Wi-Fi data on the day 

of the questionnaire. Average agreement excluding participants 9 and 19 was 73%.

Regarding the analysis of the number of WiFi access points, participants 4 and 17 in 

particular stood out from the rest. Despite complete and consistent data from both 

the questionnaire and BEHAPP, the agreement between both modalities was null. 

This prompted further investigation into the level of variation of WiFi access points 

measured on one location, under the assumption that automatically reported WiFi 

access points are likely (relatively) stable over time at a given location. However, 

contrary to our expectations, the number of available Wi-Fi access points recorded 

by BEHAPP on fi xed geographical points varied largely over time, with a large vari-
ability of the spread of data between participants (Figure 4).

sleep activity

The day nine questionnaire also included questions about when participants went 

to sleep the preceding night and when they woke up. As sleep is a period during 

which in theory the smartphone is not activated by the participant, we examined 

whether calls, apps and location trajectories were present in the BEHAPP data dur-

ing the recorded sleeping period. Participants 5 and 21 were removed from this ex-

Figure 3. Agreement Wi-Fi access point quantity based on BEHAPP vs based on self-report. The fi gure shows 
to what extent the participants’ reported amounts of available Wi-Fi access points agree with the amounts 

of access points reported by BEHAPP at the time of measurement in proportions of the three measurements.
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amination, as their recorded sleep times were very long (18.5 hours and 21.5 hours 

respectively) and for a large part during the day. In accordance with expectations, 

no calls or displacements were detected for any participants during their recorded 

sleeping period. However, several participants displayed app usage in the very fi rst 
hour after the recorded sleeping time and in the very fi rst hour prior to the recorded 
waking up time. In Figure 5, the red bars show the total amount of app usage during 

the recorded sleep time, with the blue bars displaying the same after removal of the 

fi rst and last hour of the reported sleep time.

Gps location data

Two participants had either insuffi cient BEHAPP (participant 9) or insuffi cient inde-
pendent GPS tracking (participant 22) location data points and were thus excluded 

from the analysis of location data based features. Of the 21 remaining participants, 

one person had fewer than ten unique days of independent GPS tracking location 

data (participant 13). In the BEHAPP data two participants had fewer than ten 

unique days of location data. Specifi cally, participants 1 and 11 had six and four 
unique days of data respectively. Location data measurement frequency differed 

between BEHAPP and the independent GPS tracker, with BEHAPP generally re-

cording more location data points per hour compared to the independent tracker 

(see Figure 6). The GPS tracker gathered data quite equally across participants 

while BEHAPP location sample frequency varied more between participants. When 

a participant remains stationary, the BEHAPP application gathers data somewhat 

Figure 4. Variation in BEHAPP-reported number of Wi-Fi access points recorded at different times across 

locations. This fi gure shows the differences in amounts of Wi-Fi access points found across the places visited 
by the participants. The line within the boxes is the mean, the box contains all values within the interquartile 

range (the middle fi fty percent) and the whiskers span between the fi rst points within 1.5 times the IQR lower 
than the fi rst quartile point up to the last point within 1.5 times the IQR higher than the third quartile point. The 
circles indicate outliers.
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Figure 5. App (blue), call (red), trajectory (orange), self-reported sleep (green) and adjusted self-reported sleep 

with the first and last hour removed (purple) plotted between 12 PM of the eighth day and 12 PM of the ninth 
day of the study. This graph illustrates the overlap between self-reported sleep and other activities, and the 

diminishing overlap if the first and last hours of reported sleep are removed.
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sparsely, on average about 9.39 times per hour. When movement is noticed, location 

sampling is increased drastically, to on average 163.66 times per hour. The exact 

sample frequency may vary and is determined by the Android operating system and 

specifi c manufacturer settings. In contrast, during moments when movement is mini-
mal, Tractive based GPS trackers gather location data samples on average about 

2.55 times per hour, with only small deviations from this interval. When signifi cant 
movement is noticed relative to the original location, the GPS tracker increases the 

sampling frequency up to a maximum sample frequency of once every two minutes 

(mean hourly sampling frequency during trajectories = 9.07).

places visited

Regarding the locations visited by participants, we looked at the total number of 

visited locations, the number of unique locations visited (ignoring repeated visits to 

the same location), the number of locations visited only once, the total time spent 

stationary and fi nally the total time spent at home. Generally, agreement between 
the methods was reasonable.

The absolute total number of locations visited was similar between BEHAPP and 

the GPS tracker (Supplementary fi gure 1). When plotting the BEHAPP scores and 

the GPS tracker scores against one another, the data shows a linear positive relation 

between the methods (Supplementary fi gure 2). In absolute numbers, the values 

of the unique number of locations visited did differ to an extent between BEHAPP 

and the GPS tracker (Supplementary fi gure 3). However, plotting the BEHAPP 

values against the GPS tracker (Supplementary fi gure 4) shows that the measures 

are strongly linearly related to one another. A similar pattern of differing absolute 

Figure 6. Average number of location data samples per hour for BEHAPP (blue) and the GPS tracker (orange). 

The fi gure shows the average of the amount of GPS samples per hour for all participants for the BEHAPP 
(blue) and independent GPS tracker (orange) data.
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values but a strong linear relationship was observed for the single visit locations 

(Supplementary figured 5 and 6). Total time spent stationary showed only small 
differences between the modalities compared to differences between the partici-

pants (Supplementary figures 7 and 8). The data showed a clear outlier, specifically 
participant 21. In order to give a more clear picture of the data, plots excluding 

participant 21 can be found in Supplementary figures 9 and 10. These also show 

high agreement between measurement modalities. Finally, the total amount of total 

time spent at home showed slight differences and a weaker linear relation between 

the two methods (Supplementary figures 11 and 12).

Movement

Two features were examined regarding the movement of the participants, spe-

cifically the number of trajectories (instances of location change) the participants 
exhibited and the perimeter of operation of all gps coordinates measured for the 

participants. The differences between BEHAPP and the GPS tracker were very large 

for the total number of trajectories Supplementary figures 13 and 14). Strikingly, 

for three participants the BEHAPP GPS data was insufficient for the computation 
of trajectories, while this was also the case for eleven of the participants using the 

data from the GPS tracker. These cases are visible in Supplementary figure 13 as 

participants with no bars for a particular method. The perimeter of operation did 

show good agreement between methods, both in absolute numbers as well as plot-

ted against each other (Supplementary figures 15 and 16).

dIscussIon

In the present study, we set out to examine the characteristics and usability of 

behavioral data passively collected using smartphones. By using secondary data 

collection modalities, one traditional method (questionnaire) and one independent 

technology-based method (GPS tracker), we aimed to compare the yield of the raw 

data across these platforms, as well as the behavioural endpoint features extracted 

from them. We found several interesting results regarding data collection. While 

acknowledging the explorative nature of this study, some preliminary conclusions 

may be drawn from the results.

Our examination of the number of Wi-Fi access points showed that although agree-

ment between BEHAPP and the questionnaire was variable but on average accept-

able, the number of access points at a location is not stable over time and may 

therefore in its current form not yet be ready for use as a measure of social density 
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of a given location. We speculate that the location clusters with a higher degree of 

variability of access points detected at the same location over time may indicate 

places such as apartment buildings, where moving within the perimeter of the same 

apartment or building may affect the number of recorded access points to a certain 

extent. Secondly, despite the fact that the Wi-Fi access point data was scheduled 

to be collected at constant intervals, three of the participants had no data of any 

type on one or more days. This indicates that the data collection errors occurred 

either due to device limitations of the participants’ smartphones or due to user error 

such as removing data permissions as mentioned earlier in the introduction. At the 

beginning of the study, the participants were given an explanation regarding the 

permissions, indicating that awareness about permissions is not the only factor at 

play here. More research is required to examine the exact cause and possible solu-

tions to these issues. Researchers using passive sensing modalities should regularly 

monitor whether the data is being consistently collected and closely examine in-

stances where it is not to prevent it happening in other cases. Of note, Wi-Fi access 

point data have been used more successfully in other studies, for example in indoor 

positioning (eg. Evennou & Marx, 2006; He & Gary Chan, 2016; Hilsenbeck et al., 

2014; Zhou et al., 2015).

The agreement between application usage data recorded by BEHAPP versus the 

self-reported usage in the questionnaire was reasonable. The wide variability in 

agreement of the two sources between participants is noteworthy, ranging from 

100% concordance in nine to 0% concordance in four participants. Two of the latter 

participants had zero agreement between the methods despite other apps being 

recorded by BEHAPP at the time of the questionnaire. In the absence of a gold stan-

dard it is not possible to attribute a higher degree of reliability to either of the two 

sources we examined. Here, we report that concordance should not be assumed 

and suggest that further studies are required to extensively examine the causes of 

the observed disagreement.

The analysis of the agreement between the questionnaire items regarding sleep and 

sleep determined by the absence of app use and location data of the smartphone 

has two implications. First, the high amount of application usage in the first and last 
hour of indicated sleep implies that self-reported times of start and end of sleep 

time may be not very precise. Possibly, more precision can be achieved by clearly 

indicating that not so much the moment of lying down in bed, but the moment the 

participant stops all other activities in order to go to sleep, is being queried. We 

propose that our results indicate that, provided more research, smartphones might 

pose a more accurate measure of sleep time duration compared to self-reports.
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The large differences between BEHAPP and the GPS tracker in data collection 

quantity were due to the way in which the two methods determine when to gather 

location data. BEHAPP implements the FusedLocationProvider which is a subsys-

tem responsible for handling the collection and dissemination of location data on 

Android based smartphones (Simple, Battery-Efficient Location API for Android, 

n.d.), which led to relatively high measurement frequencies as compared to the 

GPS Tracker. The Tractive GPS Tracker is developed for pet owners, the goal is to 

make the battery last as long as possible while giving pet owners the ability to find 
their pets if they get lost. Optimal battery preservation requires that the sampling 

frequency cannot be too high, which comes at the expense of a less precise ap-

proximation of the pet’s location. Although the different methods were purposefully 

designed that way, it does affect the usability of the methods for the measurement 

of location features. BEHAPP is more usable for the measurement of trajectories, 

especially if researchers desire detailed measurements. Also, lower measurement 

frequencies cause more short location visits to be missed if no measurements occur 

during a certain visit. However, higher measurement frequencies will put more strain 

on the battery of the measurement modality. When considering GPS data collection, 

researchers should carefully consider the balance between measurement frequency 

they need for the level of detail their research requires, and its effect on battery life, 

which may negatively affect study attrition.

Regarding the outcomes of the GPS data, agreement between BEHAPP and the 

independent GPS tracker were generally acceptable, with one exception. For the 

location visit features, the methods agreed on the relative scores of participants, but 

there were some differences between the BEHAPP and GPS tracker methodologies 

in the exact scores. This bodes against using different modalities within a study, or 

for example switching to a newer model within a study if a device breaks.

The measurement of trajectories did vary substantially between the methods. As 

described above, we expect measurement frequency to be the main culprit. We 

speculate the trajectory measures may be affected by the measurement frequency 

in two ways. First, the increased sampling frequency may make it possible for 

BEHAPP to pick up smaller changes in location. Secondly, the algorithm used to 

discover movement instances was not tuned to low frequency data. The algorithm’s 

definition of ‘trajectories’ or movement instances required a minimum of twenty 
observations per trajectory in order to remove spurious changes in location result-

ing from measurement error or location changes within a building from the data. 

However, the GPS device’s low measurement frequency may imply that even some 

longer movement instances by the participants may not have had the necessary 
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twenty measurements and therefore may not have been labeled as trajectories by 

the algorithm. Although measurement frequency may be the main culprit, we cannot 

conclude that this is the only issue with the measurement of movement instances as 

the large disparity in measurement frequency may have obscured other differences 

between the methods. The measurement of movement instances using smartphone 

data therefore requires more in-depth research.

We found missing data to be common for each category of data that we collected. 

In one instance this could be attributed to user error where the BEHAPP app was 

given insufficient permissions at the start of the participation to collect foreground 
app usage data. In the other instances app termination was the most likely culprit 

underlying gaps in our data. However, when compared with the questionnaire 

and GPS device we generally found large degrees of agreement between our data 

sources. Passive monitoring app developers can consider possible work-arounds 

for these issues, for example by distributing the app directly through sideloading (a 

direct download onto the phone, circumventing app stores) which gives more control 

over app behavior. Combined with proper app whitelisting practices chances of the 

app being terminated can be expected to decrease substantially.

Taken together, these findings suggest that smartphone based behavioral monitor-
ing has the potential to approach measuring real-time and real-world behavior with 

tangible benefits over questionnaires such as the longitudinal and high resolution 
aspect of the data, but optimal use does require more research and intensive moni-

toring of data quality.

This said, we recognize the following limitations in our research. Our first limita-

tion concerns the instrumentation and more specifically the inner workings of the 
collection of location data by BEHAPP and the Tractive (independent) GPS tracker. 

Both systems are designed with very different goals in mind. The goal of BEHAPP 

on the other hand is to measure the amount of movement and the number of loca-

tions visited as precisely as possible. This requires a high measurement frequency, 

thereby sacrificing some of the battery life. This difference did allow us to highlight 
the importance of high sample frequencies, but other relevant features of GPS 

data acquisition might be obscured due to the large differences in measurement 

frequency between the two methods. Another important point for location data (and 

other forms of data as well) is that the definitions of concepts such as staypoints 
and trajectories do affect the features extracted from the data, and that algorithms 

and data should be tuned to each other. For example, the BEHAPP algorithm defini-
tion of trajectories requires a minimum of 20 observations per trajectory in order 
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to remove spurious changes in location data resulting from measurement error or 

location changes within a building from the data. However, as Tractive shows much 

less measurements per trajectory, the algorithm found much less trajectories based 

on the Tractive data. When working with data from passive monitoring modalities, 

researchers and practitioners have to be aware of the specifics of their modalities in 
order to not miss important information to reach their goals.

Second, the study was limited by its reliance on only a single day of questionnaire 

data to verify BEHAPP foreground app usage and Wi-Fi access point data. The 

reliance on a single day was decided so as to not overburden the participants. Even 

as it was, several participants omitted to fill in the questionnaire. If more active input 
is requested, it may be possible to collect more valuable self-reported data for com-

parison with the data collected through BEHAPP, but the risk of missing data also 

increases. Nevertheless, we do suggest that inclusion of some type of self-reported 

data in studies for QC comparison purposes could be considered good practice for 

the time being.

When looking at the concept of passive sensing in general we suggest that smart-

phone applications such as BEHAPP have several advantages compared to the 

other measurement modalities used. For example, participants cannot forget or skip 

to fill in the data, as the data is collected continuously and passively. The issue of 
measurement frequency is important, but can be addressed adequately in passive 

sensing applications, as these can be fine-tuned to measure Wi-Fi and location data 
at the frequency with the best fit for the research goal of a particular study, unlike for 
example standard GPS trackers.

However, passive sensing apps are not without their flaws. First, the fact that 
technology can fail with or without warning requires researchers and other users 

of passive sensing apps to keep a close eye on the status of the data quality during 

and after active data collection phases. Several papers address the issue of ensur-

ing data quality of sensor data. In their review, Pires et al. describe different methods 

which can be used for data validation and data correction processes (Pires et al., 

2016). Their main message is that every sensor-based method of data acquisition 

needs to have an extensive pipeline which includes checks of data quantity and 

quality during and after data collection. Also, after data collection, faulty and miss-

ing data should be filtered out in order to achieve accurate results. In some cases, 
data imputation can be used to decrease missingness.
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For any smartphone-based passive monitoring app, such as BEHAPP, a solid data 

quality analysis pipeline is essential and should be considered at least as important 

as any downstream behavioral analysis pipelines. Second, validation of the data 

collected by passive measurement is important but not easy, as there are currently 

no ‘gold standards’ in regard to the measurement of human behavior, as classic 

methods such as self-report questionnaires or interviews have their own limitations, 

as this paper demonstrates. A third issue with passive sensing applications is that 

the measurement in itself might unconsciously change people’s behavior, although 

this is by no means unique to passive monitoring. For example, Johar and Sacket 

(2018) found that the intensity of self-reported negative emotions tends to decrease 

with repeated measurements. Toth and Trifonova (2020) found some decline in app 

use duration in a sample being measured by smartphone, but not in app usage 

frequency or smartphone usage frequency. Labhart et al. (2020) found no evidence 

for behavioural reactivity to passive smartphone measurement in a study where 

alcohol use was self-reported through a diary app, and related to the self-reported 

social and physical context of each night (Labhart et al., 2020). Although these stud-

ies suggest that using smartphone-based measurements only minimally influences 
the behavior under study, this remains a factor that should be kept in mind when 

designing studies and interpreting data derived from smartphone monitoring.

In conclusion, having compared multiple measurement modalities we have found 

reasonable levels of agreement between our secondary modalities and the BE-

HAPP smartphone app. We highlight differences as well, some of which may at 

least partly be related to interruptions or premature terminations of the monitoring 

application. These discrepancies require further studies. We suggest that although 

“classic” measures of human behavior have a long-standing history in science, they 

are subject to their own flaws and limitations. Against this backdrop, we conclude 
that there is great potential for passive monitoring platforms such as BEHAPP to 

serve as an instrument for the objective, naturalistic observation of participants in 

a real-time and real-world setting, provided sufficient efforts are being made to 
evaluate the quality and continuity of raw data generated by such platforms.
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Supplementary table 1 - android platform ChangeS

Android Version Measure Impact Mitigation

Marshmallow [12] Doze mode Enforced device sleep 

state maximization 

which impacts the 

maximum frequency 

of sampling methods 

that are run on a fixed 
interval (e.g. WiFi 

Access Point scans)

Implement task 

scheduling system 

using API’s that may 

partially override and 

cut through doze mode 

restrictions

App Standby Restricts network 

access and scheduled 

jobs for background 

apps when the device 

is unplugged

None, testing showed 

minimal impact to data 

accuracy

Nougat [13] Doze mode v2 Device sleep state 

maximization engages 

earlier and is extended 

with another set of 

restrictions

Existing strategy 

applies with same level 

of effect

Oreo [14] Background execution 

limits

Services belonging to 

an app considered to 

be in the background 

are stopped by the 

operating system. 

This will stop data 

observers that need to 

continuously run and 

actively monitor for 

sensor and device state 

changes

Declare a foreground 

service which shows a 

permanent notification 
on screen

Background location 

limits

The frequency at which 

location updates are 

reported are limited 

for apps that are 

considered to be in the 

background

Declare a foreground 

service which shows a 

permanent notification 
on screen
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Android Version Measure Impact Mitigation

Pie [15] App standby buckets Usage pattern based 

device resource 

allocation. The system 

imposes severe 

restrictions on apps 

that are rarely or never 

used in the foreground

Declare a foreground 

service which shows a 

permanent notification 
on screen

Battery saver 

improvements

When the device is 

set in battery savings 

mode (e.g. when the 

battery runs low) 

an additional set of 

measures may come 

into effect with regards 

to location updates and 

background resource 

usage

None

No access to the 

camera, microphone 

and continuously 

reporting sensors such 

as accelerometers and 

gyroscopes

Apps that run in the 

background are limited 

in their access to 

various data sources 

that are common to 

smartphone based 

passive monitors

Declare a foreground 

service which shows a 

permanent notification 
on screen

Google Play Store 

2018 [16]

Restrictions to the use 

of READ_CALL_LOG 

and READ_SMS 

permissions

Starting from Q4 

2018, when using the 

Google Play Store 

as a distribution 

channel, only a very 

small subset of apps 

are allowed to use 

permissions that allow 

access to phone call 

and text messaging 

history. There are no 

exceptions available 

for the use case of 

smartphone based 

behavioral monitoring

- Distribute the app 

directly to participants 

through the practice of 

sideloading keeping all 

features intact

- Comply and 

distribute a version of 

the app without READ_

CALL_LOG and READ_

SMS permissions and 

functionalities for the 

Play Store

Table 2. Overview of Android energy savings and privacy measures impacting passive smartphone based 

monitoring apps
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Supplementary materialS - partiCipant information for 
coMpleTInG The quesTIonnaIre

Questionnaire

On the final full day of the ten-day study, we ask two things of you: 1) to record 
at three times during the day a) to record the time, b) to record how many Wi-Fi 

points are available for your phone at that moment (0-5, 5-10 or over 10) and c) at 

each of the recorded times open a random app on your phone, then record which 

app you opened; and 2) to fill in a questionnaire at the end of the day with some 
questions about communication, location and sleeping behavior during the day. The 

three times the app and Wi-Fi data is recorded can be at any time during the day, 

as long as they are at least three hours apart. The questionnaire also functions as 

input for the Wi-Fi and app data.

This questionnaire marks the 9th full day of participation in the study. For any ques-

tions for which you can check the answers on your phone (such as the amount of 

phone calls made), you are welcome to do so.

What is your participant number?

The number is included in the e-mail containing the link to this questionnaire

What brand and type of phone do you have?

E.g. Apple Iphone 7, Samsung Galaxy S7, Lenovo P2 etc.

How many calls did you make today?3

How many of these calls did you dial yourself?

If you made any calls, please give the start- and endtimes for 1-3 of these calls.

If you received any calls, please give the start- and endtimes for 1-3 of these calls.

How many different people did you converse with over the phone today?

What types of travel did you use today? Please select all that apply.

• Walking

3 Call data was not analyzed because of restrictions placed on retrieving call data by Google 
during the study duration.
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• Cycling
• Car
• Bus
• Train
• Taxi
• Boat
• Skating

What type of functions do the locations you visited serve FOR YOU? Please select 

all that apply.

• Home
• Work
• Family/Friends
• Recreation/sports, not primarily focused on the social aspect
• Shopping (groceries or other)

At what time did you go to bed last night?

At what time did you get up this morning?

---

The following questions regard the app and wifi notes you made during the day.

At what times did you collect the notes on WiFi points and app use?

• Time 1
• Time 2
• Time 3

Which apps did you use?

• Time 1
• Time 2
• Time 3

How many Wi-Fi points were available?

• Time 1
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• 0-5
• 5-10
• > 10
• Time 2
• 0-5
• 5-10
• > 10
• Time 3
• 0-5
• 5-10
• > 10

Do you have any additional notes?

Here you can include feedback about the Tractive device and the questionnaire or 

other information. Please also make a note if the Tractive device has been apart 

from your phone for an extended amount of time (more than 2 hours).



Chapter 4 81

Assessing Data Collection and Usability in Passive Smartphone Behavioral Monitoring

Supplementary figureS - feature CompariSonS between 
behapp (blue) and independent gpS traCker (orange)

Figure 1. Barplot of total number of places visited. The fi gure shows the amount of places visited over the 
study duration according to BEHAPP (blue) and the independent GPS tracker (orange).

Figure 2. Scatterplot of total number of places visited. The fi gure shows the amount of places visited over the 
study duration compared between BEHAPP (on the x axis) and the independent GPS tracker (on the y axis).
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Figure 3. Barplot of the number of unique places visited. The fi gure shows the amount of unique places visited 
over the study duration according to BEHAPP (blue) and the independent GPS tracker (orange).

Figure 4. Scatterplot of the number of unique places visited. The fi gure shows the amount of unique places 
visited over the study duration compared between BEHAPP (on the x axis) and the independent GPS tracker 

(on the y axis).
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Figure 5. Barplot of number of places visited once. The fi gure shows the amount of places visited exactly once 
over the study duration according to BEHAPP (blue) and the independent GPS tracker (orange).

Figure 6. Barplot of number of places visited once. The fi gure shows the amount of places visited exactly once 
over the study duration compared between BEHAPP (on the x axis) and the independent GPS tracker (on the 

y axis).
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Figure 7. Barplot of time spent stationary in minutes. The fi gure shows the total time spent stationary in min-
utes over the study duration according to BEHAPP (blue) and the independent GPS tracker (orange).

Figure 8. Scatterplot of time spent stationary in minutes. The fi gure shows the total time spent stationary in 
minutes over the study duration compared between BEHAPP (on the x axis) and the independent GPS tracker 

(on the y axis).
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Figure 9. Barplot of time spent stationary in minutes. The fi gure shows the total time spent stationary in min-
utes over the study duration according to BEHAPP (blue) and the independent GPS tracker (orange) excluding 

the outlying value of participant 21.

Figure 10. Scatterplot of time spent stationary in minutes. The fi gure shows the total time spent stationary in 
minutes over the study duration compared between BEHAPP (on the x axis) and the independent GPS tracker 

(on the y axis) excluding the outlying value of participant 21.
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Figure 11. Barplot of the amount of time spent at home in minutes. The fi gure shows the total time spent at 
home over the study duration according to BEHAPP (blue) and the independent GPS tracker (orange).

Figure 12. Scatterplot of the size of time spent at home in minutes. The fi gure shows the time spent at home in 
minutes over the study duration compared between BEHAPP (on the x axis) and the independent GPS tracker 

(on the y axis).
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Figure 13. Barplot of the total number of trajectories. The fi gure shows the total number of trajectories over the 
study duration according to BEHAPP (blue) and the independent GPS tracker (orange).

Figure 14. Scatterplot of the total number of trajectories. The fi gure shows the total number of trajectories 
over the study duration compared between BEHAPP (on the x axis) and the independent GPS tracker (on the 

y axis).
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Figure 15. Barplot of the size of the perimeter of the area of operation in kilometres. The fi gure shows the 
perimeter of operation (the perimeter of the total area covered by the participant) according to BEHAPP (blue) 

and the independent GPS tracker (orange).

Figure 16. Scatterplot of the size of the perimeter of the area of operation in kilometres. The fi gure shows the 
perimeter of operation (the perimeter of the total area covered by the participant) compared between BEHAPP 

(on the x axis) and the independent GPS tracker (on the y axis).
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absTracT

Background: The collection of personal geolocation data through smartphones is 

complicated by many factors which can cause missing data. To date it is unknown 

how missing data affects the quality of the behavioral features that we extract, e.g., 

such as the total number of places visited. There is an urgent need for an objective 

method to assess geo-location data quality and, subsequently, the quality of result-

ing behavioral features.

Objective: The objectives of this study are twofold: 1) To define a set of quality fea-

tures that represent data quality in a quantified way, and 2) to explore and model 
the relationship between these quality features and the accuracy of the behavioral 

features that we intend to extract.

Methods: We developed a data downsampling procedure to artificially lower the 
quality of geolocation smartphone data by systematically affecting sample fre-

quency and gaps in time. This procedure was applied to rich data sets of BEHAPP 

study subjects (n=117) calculating both quality and behavioral features at every 

downsampling step (30x). The resulting data set was subsequently visually explored 

and modelled using a rule-based classifier.
Results: Behavioral feature ‘total time spent at home’ showed a specific sensitiv-

ity towards our downsampling method indicating a critical threshold affecting the 

reliability of this feature. The resulting model generated for this feature was based 

on 74 rules which performed with a precision of 0.71 and a recall of 0.94. The top 5 

rules, similar in their respective thresholds, performed with a precision of 0.89 and 

a recall of 0.65

Conclusions: While model performance showed room for improvement the study 

shows that it is possible to quantify the concept of data quality in order to assess the 

reliability of the behavioral features that we extract. Further investigation is required 

to optimize the performance of quality features and the models that we create.

Keywords:

digital phenotyping, mobile passive monitoring, behavioral monitoring, geolocation, location 

data, data quality, stay point detection, psychoinformatics
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InTroducTIon

Personal geolocation data can be highly expressive of one’s mobility and conse-

quently has great potential for providing detailed and possibly novel insights in 

mobility patterns of individuals. As such, passively collected geolocation data are a 

staple in various data collection strategies in the emerging field of digital phenotyp-

ing. Digital phenotyping is defined as the “moment-by-moment quantification of 
the individual-level human behavioral phenotype in situ using data from personal 

devices” [1].

Raw location data, however, has limited value in terms of describing one’s mobility; 

only by applying location data processing methods, meaningful behavioral features 

can be extracted which can subsequently be interpreted in downstream analysis 

in both research- and clinical settings. For example, Jongs et al. demonstrate that 

through the combined use of various data processing methods, we can calculate 

behavioral features from location data such as the: total number of places visited 

and the total time spent at home [2]. The authors continue by showing that these 

features are sensitive enough to highlight differences in behavior between control 

and patient groups in clinical studies.

However geolocation data, and more specifically the collection of this data, is not 
without its flaws. In a recent study, Bahr et al. found that smartphone based loca-

tion data is far from being objective and not error-free [3] . The authors attribute 

data missingness to factors such as: 1) specific device manufacturer and operating 
system (OS) settings; 2) design decisions of research apps collecting the data; and 

3) the participants’ behavior.

In sum, we identify challenges regarding the use of personal geolocation data col-

lected through smartphones. First, raw data requires processing before it can be 

properly analyzed. Second, differences in device, app design and subject behavior 

all can cause significant noise in the geolocation data. Based on this we set out to 
investigate to what extent our behavioral features can be considered to be reliable 

(or “good enough”) considering that the quality of the underlying raw data may vary. 

We hypothesize that we can represent the concept of ‘data quality’ in a quantitative 

way and assess the reliability of the behavioral features that we extract.
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MeThods

study design

First we defined a set of quality features (see measurements). Similar to our be-

havioral features these endpoints are extracted from our participants’ smartphone 

geolocation data. The features are descriptive of properties related to data quality 

and data missingness (sample frequency & gaps in time).

Next we developed a downsampling procedure to artificially lower the quality of a 
location data set. The procedure returns a 90% random sample of a data set, thus 

progressively affecting sample frequency and gaps in time. We calculated baseline 

features, both quality and behavioral, before the application of the downsampling 

procedure. The procedure was then applied and repeated for a total of 29 times at 

the level of each individual’s dataset. At every downsampling step we recalculated 

our quality and behavioral features, resulting in a total of 30 collections of quality 

and behavioral features per participant. This enabled us to study the direct rela-

tionship between behavioral and quality features while the underlying data sets 

gradually diminished in quality.

Lastly, we modelled this relationship by applying machine learning techniques to the 

resulting data. Through the use of these techniques, we aimed to study whether we 

could derive a minimum threshold amongst the quality features indicating reliable 

behavioral features. Behavioral features that remained within a 10% margin of error 

for every downsampling step were considered as reliable.

Measurements

We selected four behavioral features related to mobility: 1) total number of places 

visited; 2) total number of unique places visited; 3) total time spent at home; and 

4) total number of trajectories. These features were extracted using the ‘stay point 

detection method’ by Zheng et al. [4] and the geolocation-data processing pipeline 

method by Jongs et al. [2]. For the purposes of our analysis we defined a stay point 
as an area where a participant is found to be stationary for a minimum duration of 

30 minutes and within a radius of 350 meters. Each stay point represents a place 

that has been visited and by clustering these stay points we identified the number 
of unique places that have been visited. By analyzing night-time hours we derived 

the cluster that represented one’s home location from which we calculated the total 

time spent at home.
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Next we defined three quality features, focusing on sample frequency and gaps in 
time: 1) mean number of daily gaps; 2) mean duration of gaps in minutes; and 3) 

mean number of daily observations. A gap was defined as two consecutive ob-

servations with more than one hour in between. We calculated the frequency of 

gaps on a daily basis as well as the average duration of these gaps. Lastly, we also 

calculated the mean number of daily observations.

participants

We leveraged the collective power of our digital phenotyping platform BEHAPP by 

selecting from the full pool of participants that have participated in various studies. 

BEHAPP is a mobile passive monitoring (MPM) platform aimed at the exploration 

and classification of communication and exploration patterns in humans using 
objective data gathering techniques [5].

First, we established our selection criteria by studying common quality feature pat-

terns in high quality data. We quantified the concept of high quality data by running 
a small scale test study with internal application testers. These testers ran a modi-

fied version of the app with specific installation and usage instructions. Combining 
these measures reduced the chance of data missingness, either due to device or app 

usage errors. From this data we learned that the mean number of daily observations 

were consistently higher than 250 observations per day.

Next we turned to the pool of BEHAPP participants and selected all participants 

with a mean number of daily observations of 250 and higher and with at least 30 

consecutive days of data. This resulted in a sample of n = 117 participants that were 

eligible for further analysis. Participants’ smartphones were distributed evenly over 

Android versions ranging from Android version 4.0 to version 10.0 (Table 1). This 

was not the case with the distribution over device manufacturers with Samsung 

having a 58.4% share in the sample (Table 2).



96

statistics

In modelling our set of features we applied the ‘skope-rules’ rule-based classifier to 
the data [6]. We specifically chose a rule-based classifier for its excellent properties 
in terms of model transparency and consequently the ability to gain explanatory 

results. Skope-rules does so by learning logical and interpretable rules that define 
a target class in a given data set. This specific implementation of rule-based classi-
fiers balances between the interpretability of decision trees and the modeling per-
formance of random forest classifiers. The creation of the model was approached as 
a binary classification task. Quality feature collections related to behavioral features 
deviating less than 10% from the baseline were deemed acceptable and thus coded 

as the positive (1) class, others were coded as the negative (0) class. We assessed 

the performance of the resulting model, i.e. the rules, by reporting on precision and 

recall.

Sample distribution over device Android version

Android version Percentage

4 9.73

5 13.27

6 23.89

7 19.47

8 24.78

9 7.08

10 1.77

Table 1. The distribution of devices running different Android versions

Sample distribution over device manufacturer

Manufacturer Percentage

Samsung 58.41

Huawei 7.96

Motorola 7.96

LG 7.08

Sony 7.08

Nokia 2.65

HTC 1.77

Other 7.08

Table 2. The distribution of devices from different device manufacturers.
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resulTs

data exploration I (test data)

We started by visually exploring a small batch of test data from our internal test 

group. We plotted the relationship between our features for all 30 downsampling 

steps. The features were normalized by calculating percentage differences from 

the baseline. As depicted in Figure 1 we observed different patterns for our be-

havioral features (orange). The total number of places visited remained stable over 

all downsampling steps, even as the sample frequency lowered to a fraction of its 

original baseline still holding steady at around -95%. However, the total number of 

unique places visited and the total number of trajectories showed to be very sensi-

tive to changes in our quality features, most likely due to the specific downsampling 
method chosen (see discussion). Lastly, the total time spent at home was initially 

robust but had a sharp drop off around the 15th downsampling step, suggesting 

the possibility of a specific threshold beyond which the calculation of this feature 
becomes less reliable. Identifying this threshold would enable us to link a quantified 
state of data quality to this specific feature, in line with the objective of this study. 
Thus, going forward we decided to focus on the behavioral feature of total time 

spent at home.

data exploration II

We continued by generating collections of data features for the pool of eligible 

BEHAPP participants (n = 117). We visualized the ‘time spent at home’ feature in 

relation to our quality features (Figure 2) observing a difference in the drop off over 

each downsampling step. Instead of gradually decreasing the measure deviated in 

the opposite direction (step 10) falling off again further down the line (step 24). 

However, similar to the test data the measure held steady for the first 10 downs-

ampling steps. This prompted further investigation whether a threshold could be 

established marking deviations beyond 10% from the baseline.

data modeling

The final dataset representing geolocation data of 117 participants in various sub-

sampled states had 3510 (117x30) collections of quality and behavioral features. 

Classes were slightly imbalanced with 2068 collections in the positive class (within 

10% margin of error) and 1442 collections in the negative class (outside 10% margin 

of error). We prepared a training and test of the data based on a 70/30 split after 

which we generated the model on the training set.
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The resulting model learned 74 rules of which the top rules were closely matched 

(Table 3). From these top rules a concrete threshold could be determined marking 

a boundary between quality states in and outside the 10% margin of error. The 

model learned that, in order for a collection of features to considered as acceptable 

(within a 10% margin of error): 1) the mean number of daily gaps must be lower than 

6.6-6.7; 2) the mean duration of gaps must be lower than 291-292 minutes; and 3) 

the mean number of daily observations must be higher than 51-56 observations.

Lastly, we evaluated the performance of the model on the (unseen) test data. We 

checked the performance using the full ruleset (74 rules) and a subset of ranked 

Example quality indicator diff plot (test data)

Figure 1. Differential plots for the mean number of daily observations (blue) in relation to four clinical outcome 

measures (orange). From left to right: 1) total number of places visited; 2) total number of unique places visited; 

3) total time spent at home and 4) total number of trajectories.
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top 5 rules. Using the full ruleset the model performed with a precision of 0.71 and 

a recall of 0.94. Using the top 5 rules the model performed with a precision of 0.89 

and a recall of 0.65.

dIscussIon

In this research we aimed to explore the concept of location data quality for the 

extraction of reliable behavioral features. To do so we defi ned three data features 
with the goal to represent the quality of a given geolocation data set in a quantifi ed 
state: the mean number of daily observations, the mean number of daily occur-

rences of gaps and the mean duration of gaps in minutes. Together with the afore-

Diff plot for the total time spent at home outcome measure

Figure 2. Differential plots focused on the total time spent at home behavioral feature (orange). From left to 

right: 1) mean number of daily observations; 2) mean number of daily gaps and 3) mean duration of gaps.
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mentioned quality features we generated a subset of behavioral features repeating 

this procedure on geolocation data sets that were artificially limited in their quality 
through subsampling of the data. Through visualizing the relationship between our 

quality and behavioral features we found that the behavioral feature ‘time spent 

at home’ had a specific threshold where the results would start to deviate from 
the ten percent margin of error. In order to accurately determine this threshold we 

applied a rule-based machine learning technique to our collections of data features. 

This technique generated interpretable and transparent rules marking the boundary 

between acceptable and erroneous results. Here we found that the mean number 

of daily observations should be higher than 50 and that the number of daily occur-

rences of gaps may not be higher than 6.5 while the mean duration of gaps may not 

exceed 290 minutes. The steps taken in this research provide a first outline for future 
research into data quality control.

However, having done so we realize that, especially given that the study being 

explorative in nature, there is room for improvement. First, in retrospect our downs-

ampling procedure limited us in our capabilities to explore and model the data: 1) we 

downsampled data taking a random 90% fraction, this enabled us to significantly 
reduce the amount of data in a limited number of steps. However, the downside of 

this method is that as the number of steps progressed the resulting effects on all 

measures became more extreme. We suggest to downsample in a linear fashion 

removing an equal number of observations at each round. This will result in a larger 

Top 5 rules

1 MEAN_DAILY_OCCURENCES_OF_GAPS <= 6.666330575942993 and MEAN_DURATION_OF_

GAPS_MINUTES <= 291.1523742675781 and MEAN_NUMBER_OF_DAILY_OBSERVATIONS > 

51.571067810058594

2 MEAN_DAILY_OCCURENCES_OF_GAPS <= 6.713205575942993 and MEAN_DURATION_OF_

GAPS_MINUTES <= 292.4189147949219 and MEAN_NUMBER_OF_DAILY_OBSERVATIONS 

> 51.984375

3 MEAN_DAILY_OCCURENCES_OF_GAPS <= 6.666330575942993 and MEAN_DURATION_OF_

GAPS_MINUTES <= 291.1523742675781 and MEAN_NUMBER_OF_DAILY_OBSERVATIONS 

> 51.984375

4 MEAN_DAILY_OCCURENCES_OF_GAPS <= 6.617943525314331 and MEAN_DURATION_OF_

GAPS_MINUTES <= 292.4189147949219 and MEAN_NUMBER_OF_DAILY_OBSERVATIONS 

> 51.984375

5 MEAN_DAILY_OCCURENCES_OF_GAPS <= 6.60181450843811 and MEAN_DURATION_OF_

GAPS_MINUTES <= 291.1523742675781 and MEAN_NUMBER_OF_DAILY_OBSERVATIONS > 

56.558034896850586

Table 3. The top 5 rules of the model generated using the skope-rules rule-based classifier. The rules are 
closely matched marking a boundary between observations within and outside the 10% margin of error.
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but more fine grained data set and will likely open up the possibility to apply regres-

sion methods instead of only coarse grained methods such as binary classification; 
2) we used random subsampling as part of our downsampling method which has a 

chance of introducing bias in the resulting collections of feature samples. Bootstrap-

ping the data during this step is an effective way to counter any bias but was not 

applied due to time constraints regarding computational time; 3) we should also 

consider whether random removal of observations is the appropriate way of arti-

ficially lowering data quality. More specifically during data exploration we realized 
that measures such as the total number of unique places visited and total number 

of trajectories deviated so dramatically because the underlying algorithm responded 

specifically to this type of downsampling. It would be more realistic to model prop-

erties such as sample frequency and gaps in time based on our existing pool of 

participants and apply this forward in future experiments.

Second, the performance of the model at this stage is unacceptable for ‘production’ 

purposes. This applies to both the full ruleset and the top 5 rules. Both variants 

demonstrate the classic tug of war between precision and recall. As we apply the 

more restrictive top 5 ruleset our precision improves while recall drops dramatically. 

In practice this means that many cases of acceptable data (within the 10% margin 

of error) would erroneously not be classified as such. Using the full ruleset this false 
negative rate would be lower but comes with a strongly increased false positive rate 

in return. Based on our current findings it is unclear whether a better balance can 
be achieved while maintaining a transparent and limited set of base rules. It is also 

too early to say which metric we must prioritize, however currently we might choose 

recall over precision since we do not want to unnecessarily exclude participants 

from studies since participants are already hard enough to come by as it is. Lastly 

we want to remark that other typical metrics such as the area under the curve (AUC) 

and the accuracy were calculated as well but we found them to paint an overly 

optimistic picture not fitting of the maturity of the methodology and the results of 
this exercise and we therefore chose to omit them from this report.

Despite these shortcomings the results of this study show that this train of thought 

has merit, it is possible to extract a signal related to the reliability of behavioral 

features. This warrants further investigation into the development of quality fea-

tures. Ultimately we aim to be able to quickly assess our data under study building 

towards a portfolio of pre-analysis inclusion and exclusion criteria for our data.
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absTracT

The COVID-19 pandemic has led to unprecedented societal changes limiting us in 

our mobility and our ability to connect with others in person. These unusual but 

widespread changes provide a unique opportunity for studies using digital pheno-

typing tools. Digital phenotyping tools, such as mobile passive monitoring platforms 

(MPM), provide a new perspective on human behavior and hold promise to improve 

human behavioral research. However, there is currently little evidence that these 

tools can reliably detect changes in behavior.

Given the COVID-19 pandemic as a high impact common external factor we decided 

to study the behavior of participants on our mobile passive monitoring platform 

BEHAPP that was ambulatory tracking them during the COVID-19 pandemic. We 

pooled data from three MPM studies involving Schizophrenia (SZ), Major Depressive 

Disorder (MDD) and Bipolar Disorder (BD) patients (N = 12). We compared the data 

collected on weekdays during three weeks prior and three weeks subsequent to 

the start of the quarantine. We hypothesized an increase in communication and a 

decrease in mobility.

We observed a significant increase in the total time spent on communication ap-

plications (median 179 and 243 minutes per week respectively, p = 0.005), and a 

significant decrease in the number of unique places visited (median 6 and 3 visits 
per week respectively, p = 0.007), while the total time spent at home did not change 

significantly (median 64 and 77 hours per week, respectively, p = 0.594). The data 

provides a proof of principle that digital phenotyping tools can identify changes in 

human behavior when incited by a common external environmental factor.

Keywords:

covid-19, pandemic, psychiatric disorders, mental illness, social withdrawal, schizo-

phrenia, major depressive disorder, bipolar disorder, digital phenotyping, mobile 

passive monitoring, smartphone based behavioral monitoring, passive behavioral 

monitoring, psychoinformatics
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InTroducTIon

Social distancing- and public lockdown measures, aimed at controlling the COVID-19 

pandemic have significantly limited our mobility in general and, more specifically, 
our ability to meet other people. Arguably, the pandemic and the ensuing policies to 

contain its spread can be considered as a unique sociological experiment in which 

one shared environmental factor has incited widespread behavioral changes in the 

entire population.

These unusual circumstances provide a unique opportunity to examine upcoming 

behavioral research tools in the field of digital phenotyping. Digital phenotyping is 
defined as the “moment-by-moment quantification of the individual-level human 
behavioral phenotype in situ using data from personal digital devices” (Torous et al., 

2016, p. 2). One specific strategy of digital phenotyping is mobile passive monitoring 
(MPM), whereby data is collected through the smartphone without requiring any 

active input from the owner (excepting informed consent and installation). MPM 

generates objective behavioral data collected in real life settings, and is therefore 

thought to hold promise for improvement of behavioral research in general (Insel, 

2017). However, empirical evidence to corroborate the claim that MPM can reliably 

detect behavioral changes is scarce (Moreno et al., 2020).

In this study we exploited the fact that the COVID-19 pandemic and ensuing con-

tainment policies can be expected to have exerted a substantial impact on behavior. 

These circumstances allowed us to examine the ability of MPM to detect changes in 

social behaviors at the group level. To this end, we used MPM data collected in on-

going studies of individuals with a psychiatric diagnosis, prior and subsequent to the 

introduction of social distancing and lockdown measures in the Netherlands (from 

here on referred to as ‘quarantine measures’). We hypothesized that the introduction 

of quarantine measures on March 12th 2020 would lead to a decrease in mobility 

and an increase in mobile communication, and that these changes would be reliably 

captured by MPM data collected by individual smartphones.

MeThods

study design

The study was conducted using BEHAPP, an MPM platform through which we aim 

to investigate and classify communication and exploration patterns in humans 

using objective data gathering techniques (https://behapp.org). After informed 
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consent and installation, BEHAPP passively collects data via the smartphone of 

participants. The data collected relates to various aspects of behavior, including 

patterns of mobility, communication and diurnal rhythm. Compared to traditional 

methods, the potential novelty of MPM is the objective nature of the data as well 

as their unprecedented resolution, and that they can be prospectively collected in a 

natural “real-life” setting of participants.

Similar to policies in other countries throughout the world, the Dutch quarantine 

strategy was aimed at clearing the public space in order to prevent spread of the 

SARS-CoV-2 coronavirus (Coronaviridae Study Group of the International Commit-

tee on Taxonomy of Viruses, 2020). The strategy, which came into effect on March 

12, 2020, is based on measures such as, but not limited to: 1) the mandatory closure 

of the hospitality, sports and educational sectors; 2) a ban on gatherings of groups 

3) a mandatory halt of activities for professions which require close proximity to 

others (e.g. hairdressers and driving instructors); and 4) voluntary, but strongly 

recommended, stay and work from home orders (Ministry of General Affairs, the 

Netherlands, 2020a) (Ministry of General Affairs, the Netherlands, 2020b).

To test the hypothesis of behavioral changes caused by quarantine measures, we 

compared MPM data collected on weekdays during three weeks prior and three 

weeks subsequent to the start of the quarantine. We chose to, a-posteriori, report 

on the four outer most weeks excluding the two weeks in between as we observed 

this transitional period to introduce too much noise in the behavioral patterns of 

our subjects. Some participants already changed their behavior in an early stadium, 

while others needed more time to adjust. For similar reasons we chose to focus 

on weekdays only. In typical circumstances, weekday and weekend states show 

strong differences which, when combined, lead to diminished signal strength. Thus, 

all outcome measures were calculated from weekdays before and after March 12, 

2020. Outcomes from weeks 9 and 10 (24-02-2020 - 06-03-2020) and weeks 13 

and 14 (23-03-2020 - 03-04-2020) were combined as ‘pre-quarantine’ and post-

quarantine’ states, respectively.

participants

We pooled data from three ongoing MPM studies in the Netherlands: NESDA, The 

Netherlands Study of Depression and Anxiety, a cohort study on depression and 

anxiety disorders (Penninx et al., 2008); SMARD, a study on Smartphone based 

Monitoring and cognition Modification Against Recurrence of Depression; and 
HAMLETT, (Handling Antipsychotic Medication Long-term Evaluation of Targeted 

Treatment, (Begemann et al., 2020)), a trial which compares different antipsychotic 
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treatment strategies (continuation, dose-reduction and discontinuation) in patients 

with schizophrenia-spectrum disorders. From these three studies, we identified 13 
individuals (Table 1) with BEHAPP data available for the exact time frame spanning 

the four target weeks (weeks 9, 10, 13 and 14). All subjects were enrolled in the 

respective studies based on a lifetime diagnosis; ten subjects with remitted Major 

Depressive Disorder (MDD), two with Schizophrenia (SZ) and one with Bipolar 

Disorder (BD). All patients consented to sharing their data as part of ongoing MPM 

studies and the application of MPM as a data collection technique was approved by 

ethics committees. Furthermore, permission was granted by all three studies for this 

exploratory study in the context of the COVID-19 pandemic.

Measurements

Mobile communication was measured by 1) the total time spent using communica-

tion apps (in minutes); and mobility was measured by 2) the total time spent at 

home (in hours); and 3) the total number of unique places that were visited.

For the time spent on communication apps (e.g. WhatsApp or Facebook Messenger), 

BEHAPP registers app usage logs which includes the name of the app and duration 

of use per event. The total time spent using communication apps is calculated by 

filtering the log for all instances with apps belonging to the communication category 

Demographic data

Diagnosis Sex Age bracket

1 MDD M 20-29

2 SZ M 30-39

3 BD F 20-29

4 SZ M 30-39

5 MDD F 40-49

6 MDD F 50-59

7 MDD F 50-59

8 MDD M 50-59

9 MDD F 50-59

10 MDD F 40-49

11 MDD M 40-49

12 MDD F 50-59

13 MDD F 60-69

Table 1. Demographic data of participating subjects. In order to preserve the privacy of the participants we 

report on age brackets and omit cohort data from the overview.
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and subsequently summing the usage duration values. The categorization scheme is 

based on general app categories as specified in the Google Play Store (Google Play 
Store Team, 2020).

Outcome 2) and 3) are derived from patterns of mobility and are derived from pre-

processed geolocation data. Our pre-processing procedure, known as ‘stay point 

detection’, is based on previous work by Zheng et al. (2009). In short, this procedure 

converts raw geolocation data into a list of stay points, which form a chronological 

overview of places where participants were stationary, including the time spent 

stationary at each point. Here, we defined a stay point as any location with a radius 
of 350 meters, where participants remained for at least 30 minutes. Additionally, by 

clustering stay points and determining where the majority of nightly hours are spent 

both the unique number of places and the home location of the participant can be 

derived (Jongs et al., 2020). Thus, we calculated 2) the total time spent at home by 

summing the time spent for all stay points which belonged to the ‘home’ category, 

and 3) the total number of unique places visited by counting the number of unique 

stay points in the geolocation data.

statistics

For our quantitative outcome measures, the Wilcoxon signed-rank test was ap-

plied as a non-parametric statistical hypothesis test used to compare two repeated 

measurements on similar individuals (namely, before and after the start of the quar-

antine measures). We compensated for multiple testing (three tests) by applying the 

Bonferroni correction with p < 0.017.

resulTs

Prior to the analysis we carried out two quality control steps: First we examined 

general data loss, retaining only participants with at least four out of five days of 
data on a weekly basis. One patient (SZ) exceeded this threshold and was therefore 

excluded from the sample. Consequently, data from N = 12 were included in the 

analyses of the communication outcome measure. Secondly, we verified the resolu-

tion of location data, retaining nine participants with sufficient location data avail-
able to extract the two location data bound outcome measures (N = 9). The median 

age was 49; 38% male and 62% female.
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Results from our primary outcomes are depicted in Figure 1a-c. When comparing 

behavior post to prior to the start of quarantine, there was a statistically signifi cant 
increase in the total time spent using communication apps (median 179 and 243 

minutes per week respectively, p = 0.005) as well as the total number of unique 

places visited (median 6 and 3 per week respectively, p = 0.007). The time spent at 

home was not signifi cantly different (median 64 and 77 hours per week, respectively, 
p = 0.594).

The signifi cant decline in the unique number of places that were visited prompted 
further (post-hoc) investigation into the underlying geolocation data. Figure 2 

depicts an aggregated overview of all unique stay points in relation to the home 

location of each participant for both timeframes. The fi gure illustrates how the dis-

Pre- / post-quarantine outcome values

Figure 1a-c. Overview of outcome measures before and after the introduction of quarantine measures on 

March 12, 2020. 1a: Time spent using communication apps in minutes per week, 1b: The number of unique 

places visited per week, 1c: The total time spent at home in hours per week.
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tances travelled from home decrease sharply with less overall density at the center 

meaning that patients spent less time outside of their homes during the first weeks 
of quarantine.

dIscussIon

This study reports on the ability of mobile passive monitoring, a novel digital phe-

notyping strategy, to reliably measure behavioral changes in groups of individuals. 

To this end, we considered the COVID-19 pandemic as a unique sociological experi-

Aggregated unique stay point overview

Figure 2. Aggregated unique stay point overview. In order to preserve the privacy of participants, latitude 

and longitude information including scale are omitted from the figure and all unique stay points are centered 
around a mid point of 0.0.
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ment in which the behavior of the entire population is influenced by a common envi-
ronmental factor. We expected that the initiation of the quarantine would induce a 

decrease in movement patterns as well as an increase in communicative behaviors. 

Our observations were consistent with these expectations, indicating that MPM can 

reliably detect such behavioral changes, even in a relatively small sample set as 

used in the current analysis.

In accordance with our expectations, we observed a significant increase in the 
total time spent on communication applications and a significant decrease in the 
number of unique places visited, while the total time spent at home did not change 

significantly as examined before and after the quarantine. The decrease in unique 
places visited suggests that patients were less likely to explore new places out-

side of the home during quarantine, as was expected. Total time spent at home 

increased, but the difference was not significant. Although we expected a priori to 

also see an increase in this measure, it is important to note that time spent at home 

prior to the pandemic was already quite elevated in this cohort of mentally affected 

subjects, leaving limited room for further increase. Indeed, observations reported in 

other studies indicate that this population is inclined to spend more time at home 

compared to individuals without psychiatric illness (Schuch et al., 2017; Stubbs et 

al., 2016).

Our exploratory study was limited in sample size due to the unplanned nature of our 

analyses, and because the specific time-frame of our study reduced the number of 
subjects from the ongoing studies with data available during that exact time frame. 

We have addressed this by limiting the number of tests (three) based on a priori 

formulated hypotheses and the application of conservative correction for multiple 

testing. The inclusion of healthy control subjects would have allowed us to compare 

the impact of the pandemic on those with and those without psychiatric illness, but 

these data were simply not available within the selected time frame. However, the 

fact that our observations were obtained in a group of individuals with psychiatric 

illness does not diminish the conclusion of this study.

In conclusion, we provide a proof of principle that the MPM class of digital phenotyp-

ing tools can reliably identify relevant changes in human behavior when incited by a 

common external environmental factor.
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operaTIon and execuTIon

Digital phenotyping is rapidly gaining traction and while its origins are in the field of 
(neuro) psychiatric disorders, studies outside this field are starting to emerge as well. 
For example, in a recent study on breast cancer surgery, smartphone based geolo-

cation data was used to assess the recovery of patients having undergone surgical 

treatment [1]. Given the strong link between general health and social behavior we 

expect to be at the forefront of widespread adoption of digital phenotyping technol-

ogy, not only in mental health, but across a range of (medical) scientific research 
fields. While these technological advancements will likely open up new venues for 
research and discovery, they also present significant challenges. One specific chal-
lenge highlighted in this thesis, is the necessity to develop and implement these 

technologies responsibly, taking into account essential aspects such as the protec-

tion of privacy and security and the quality of data. A multidisciplinary approach is 

essential for the responsible operation of digital phenotyping technology. We are at 

a stage where prototypes and beta-versions of digital phenotyping platforms are 

rapidly replaced by more mature, feature-rich platforms meant for scale. Now is the 

time, in designing and operating these platforms, that we must make sure to draw 

from disciplines such as information sciences, informatics and privacy law as well.

Summary of main findings
In chapter two the impact of the GDPR on medical scientific research and more 
specifically on digital phenotyping was described. Under the regulation any data 
related to health is considered as sensitive data, and any party handling such data 

is required to regularly perform a data protection impact assessment (DPIA). Ac-

cording to the regulation, if there is a high risk to rights of an individual due to data 

processing activities a DPIA has to be carried out [2,3]. In a DPIA we are required 

to reflect on proposed data collection, processing and reporting activities and the 
corresponding risks to user privacy, prior to the implementation of these activities, 

in other words we are required to design for privacy first [4]. Based on an informal 
evaluation with the law faculty, we concluded it was necessary for BEHAPP to 

move forward by devising a new approach towards responsibly handling the data 

of our study participants. Our technical and organizational measures, while well 

thought out, were not sufficient to help scale the platform while keeping the risk of 
a data leak at a minimum. Considering the general lack of focus on (technical) se-

curity guidelines in the field, in chapter three, a set of requirements and operational 

guidelines was established for the responsible operation of a digital phenotyping 

platform. Topics of importance to data protection such as network segmentation, 

encryption and organizational security were highlighted. But the importance of 
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being conservative in how we handle sensitive data was also stressed by specify-

ing rules aimed at minimizing the chance of (accidentally) leaking sensitive data. It 

was concluded that stacking these measures leads to an adequate framework for 

responsible handling of data. But most importantly, given the total burden of op-

erational overhead in building and managing a digital phenotyping service, I deem 

the open source self-hosted model advocated by similar initiatives as a risk towards 

the privacy of participants. Operating a digital phenotyping service requires full and 

ongoing commitment to aspects such as maintenance, privacy and security. Here I 

only see room for a limited number of initiatives being able to do so by offering their 

digital phenotyping platform as a service to other interested research parties.

With the improved data protection measures in place I continued by evaluating 

the data from a quality control perspective. In chapter four the usability and com-

pleteness of the data collected by BEHAPP was evaluated. I observed a significant 
amount of variability in data collection patterns between participants. This vari-

ability is explained by the make and model of the many different smartphones used 

in general. Nonetheless, in most cases the data reflected an accurate representation 
of the daily life patterns of research participants. As expected the work in chapter 

four showed missing data to be a common occurrence (to varying degrees). Thus, 

in chapter five the relationship between missing data and the reliability of the be-

havioral features that we extract from raw data was investigated. I found that our 

behavioral features were fairly robust towards data missingness with one specific 
feature, total time spent at home, showing sensitivity towards a certain minimum 

threshold. The robustness of our behavioral features in relation to lower sample fre-

quencies was surprising and could prove to be beneficial for the usability experience 
of our app since geolocation data is expensive in terms of battery consumption. This 

requires further research to determine the optimal frequency minimizing the impact 

on the phone while maintaining the reliability of our behavioral features.

Finally, in chapter six the core capability for which the BEHAPP digital phenotyp-

ing platform was designed was tested: to detect changes in behavior incited by 

common underlying external or internal factors. I used the onset of the COVID-19 

pandemic as an opportunity to analyse behavioral patterns of participants expect-

ing a decrease in mobility and an increase in communication due to coronavirus 

containment measures. The results, to no surprise, coincide with the expectations 

showing a significant decrease in the number of unique places that were visited 
and an increase in the total time spent on communication apps. This study indicates 

that the BEHAPP platform is able to detect changes in individual behaviour. In ad-

dition, this study highlights the ability to use a platform such as BEHAPP to pool 

participants from various studies in order to boost sample sizes.
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learnings and recommendations

Privacy regulation and our room to operate

Despite the somewhat strict definitions of the GDPR it is important to know that 
this regulation allows room for exemptions in research contexts. While as a ground 

rule, organizations are required to minimize the scope and lifetime of their data as-

sets, the regulation also recognizes the need for secondary use of data for future 

and as-of-yet undefined research purposes. To address these aspects inherent to 
scientific research, the GDPR states that “it is often not possible to fully identify the 

purpose of personal data processing for scientific research purposes at the time of 
data collection”, continuing with “Therefore, data subjects should be allowed to give 

their consent to certain areas of scientific research when in keeping with recognised 
ethical standards for scientific research. Data subjects should have the opportunity 
to give their consent only to certain areas of research or parts of research projects 

to the extent allowed by the intended purpose” [5,6]. This exemption is important 

for digital phenotyping given the young age of the field. It is due to the fast pace 
of development in this field that we can expect having to regularly revisit our data. 
Furthermore, broader levels of consent enable researchers to more effectively pool 

participants, for example as demonstrated in chapter six. This can be particularly 

important for behavioral research where high levels of both inter and intra indi-

vidual variability mandates large sample sizes to allow sufficient statistical power 
for relevant downstream analyses. Digital phenotyping platforms such as BEHAPP 

attempt to foster the collection of such large datasets by acting as centralized hubs 

for digital phenotyping studies.

Monitoring and quality control

As discussed in chapters four and five there are multiple factors at play that affect 

the quality of incoming data. Smartphone based data collection in particular hinges 

on many moving parts, sometimes exposing a limited degree of control to us as de-

velopers. In order to effectively minimize the chance of data missingness or full data 

collection failure I recommend: 1) to perform real-time quality checks and alerting on 

incoming raw data; and 2) to improve on informative and instructional material to-

wards researchers and participants. In chapter five the first steps towards defining 
data features expressive of data quality was described. The next step should be to 

continuously report on these features and to monitor for (unexpected) changes which 

would be an indication of a malfunctioning app, enabling us to make the necessary 

corrections at an early stage. This covers technical app errors due to mobile platform 

changes as well as bugs being introduced during development. Besides technical 

errors, users may also (accidentally) cause an app to malfunction. Improvements in 
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instructional materials and properly managing expectations of study participants 

will help to further drive down such data collection failures. Properly implementing 

these quality control practices will help scale the service more effectively without 

incurring large costs towards tech support, and ultimately preserving the potential 

to gain high quality data.

Stronger data isolation

While the operational and security guidelines as outlined in chapter three provide 

a solid foundation for the responsible operation of a digital phenotyping platform 

I also see room for further improvement with regards to keeping sensitive data 

contained within the service. With the current iteration of the BEHAPP service re-

searchers are allowed to download and analyze data locally on their workstations. 

Despite enforcing a strict encryption lifecycle on sensitive data, by the nature of their 

work, researchers are required to work with data in decrypted form thus risking the 

data being leaked or stolen, either by third parties or of their own malicious intent. 

Ideally this stage of the data lifecycle, the analysis phase, should be performed 

in a secured environment negating any risk of data exfiltration. Recognizing that 
we need platforms for secure data analysis and collaboration, scientific research 
institutions have begun addressing this exact need. For example in the Netherlands, 

the University of Groningen offers the Virtual Research Workspace [7] with similar 

solutions being offered by other academic and national research institutions [8,9]. 

At its core these solutions present researchers with a virtual desktop environment 

hosting the software of their choice. This model is common in large organizations, 

the difference is that these desktop environments are subject to increased scrutiny 

and security rules ensuring that research data remains contained. I believe that such 

a solution would complete BEHAPP’s strides towards secure and sustainable digital 

phenotyping. However, from my own experience I also identify a need to be flexible 
in the toolstacks that researchers are allowed to use for their analytical workflows. 
Therefore in my view, the viability of virtualized desktop environments depends on 

the provider’s ability to swiftly package software and adapt the desktop environ-

ment to the needs of researchers.

Our dependence on the smartphone market duopoly

The field of digital phenotyping is currently burdened by its dependence on the 
smartphone market duopoly controlled by Google and Apple. As discussed in 

chapter four, with each passing year new privacy preserving measures are imple-

mented in their respective platforms: Android & iOS which limit us in our ability to 

develop stable apps while sometimes also limiting access to data sources [10–13]. 

For example, in chapter three I discuss how the evolution of the Android platform 
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has affected the development of the BEHAPP Android app and of similar apps 

such as AWARE [14] and Beiwe [15]. Notable examples of functional limitations 

are: 1) increasing restrictions on background and thus passive operations of apps 

and 2) restrictions towards access to location and call-log data. The first impacts 
the reliability and sample frequencies of the data that is collected through passive 

observation modes. The second plainly denies access to two data sources which are 

found to be of particular interest due to their importance in distinguishing between 

patient and control groups. Fortunately, Android provides the possibility to bypass 

these restrictions by distributing applications directly to users through so-called 

“sideloading”. In general for Android apps aimed at passive monitoring I advise 

resorting to this distribution method, as otherwise too much functionality would be 

lost by remaining in compliance with Google’s policies. However, the method has its 

downsides, updating apps becomes more difficult, and the Android OS itself actively 
discourages users from using this method. On Apple’s iOS, sideloading apps is not 

an option. Apps can only be installed through Apple’s own App Store and apps are 

required to go through a manual vetting process. It is currently unknown to what 

extent current digital phenotyping practices comply with Apple’s guidelines. And 

while many digital phenotyping initiatives claim to feature a version for iOS, actual 

iOS-based data on feature-parity compared to similar Android apps is scarce and 

thin. Furthermore, Apple is known for inconsistently applying their guidelines and 

changing the rules as they see fit [16,17]. As a consequence, app developers run 
the risk of investing in the development of an iOS app and then having that app 

rejected because it is found to be incompliant, either at the start or further down 

the line. Given the aforementioned, I deem the smartphone market duopoly as an 

uncertain factor in the future of digital phenotyping. Given the current course of 

events, I expect that we as digital phenotyping developers will be confronted with 

more platform limitations which may harm our research efforts. However, we remain 

confident in our ability to adapt and will continue to do so.

future perspectives and thoughts

First, from the perspective of the smartphone market duopoly it is my hope that, 

given the rapid growth of the field, we may get to see official developer support 
for digital phenotyping apps on Android and iOS. Although unlikely, official support 
would help stabilize this research field and allow us to grow more predictably. Given 
the protective nature of Google and Apple with regards to their app ecosystems 

I propose the following model. Digital phenotyping initiatives must first prove 
that they can meet certain standards related to data protection and good clinical 

practice. Upon approval these initiatives may enter a special development program 

where they will be exempted from certain restrictions, furthermore they can possibly 
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gain access to private data sources that may hold relevance for digital phenotyping. 

One such example is the call log on iOS which is not publicly accessible to third party 

developers.

Second, while the smartphone will remain an important source for behavioral data, 

wearables are becoming increasingly popular in digital phenotyping research. 

Companies such as Apple and Fitbit have made great strides with the development 

of their smartwatches and activity trackers. Meanwhile, new and exciting types of 

devices are emerging such as the Oura ring [18] and specific health tracking ap-

pliances such as weight scales, blood pressure monitors and sleep trackers are 

increasingly becoming connected, often offering well supported third party integra-

tions. Therefore, from a technology vendor perspective I expect the field of digital 
phenotyping to evolve towards a multi-device future where, as digital phenotyping 

developers, we will be responsible for interfacing with multiple vendors and subse-

quently integrating and analyzing the resulting data streams.

Third, the field currently lacks transparency and reproducibility. Methodologies 
descriptive of the full pipeline of data collection and processing activities including 

the resulting data are not consistently shared and thus prevent us from comparing 

our work. Adhering to FAIR data management practices, currently absent in the 

field, addresses the problem of finding and comparing resulting data from dif-
ferent studies [19]. But as a field we will also have to reach consensus on which 
phenotypic outcomes / data features we want to report on, how they should be 

represented, and more importantly standardize how we calculate these outcomes. 

Outcome measures are generated by the software that we build (e.g., Python and R 

scripts), and achieving true reproducibility requires us to apply the FAIR principles, 

albeit in slightly different form, to these software deliverables as well [20]. Initiatives 

such as MindLamp [21] and Beiwe [22] have published their data analysis software 

but these are still tightly coupled to their respective parent research platforms. For 

BEHAPP I intend to publish our analytics pipelines in a platform agnostic way. 

However, slight coupling with the way in which raw data is represented will always 

remain in place and requires standardization throughout the field in order to get 
resolved. Ultimately, we are in a good position to integrate FAIR data management 

practices into our research workflow, given that our collection and analytics efforts 
are, to a large extent, digital and relatively easy to automate.

At BEHAPP I started to address the problem of internal reproducibility first through 
the development of an internal data analysis tool called the ‘behapp-data-kit’ (chap-

ter three). The kit is based on the core principle of a solid common base for all team 

members to load and interact with data. The kit is meant for usability, puts data at 

the fingertips of researchers while maintaining high levels of security implicitly, thus 
striking the right balance between security and usability. The kit serves as a tool to 
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support experiments but also codifi es the results for re-use, helping new researchers 
to learn from and adopt existing methodologies. While the tool is still experimental I 

am confi dent in stating that having such a common base is one the critical success 
factors in the operation and further development of a digital phenotyping platform.

Which brings me to my fi nal thoughts, in this thesis I continuously emphasize that 
digital phenotyping brings about a broad array of responsibilities which must be 

fulfi lled correctly in order to support academic research goals. Ironically enough the 
academic setting itself does not seem to be an optimal environment for maturing 

digital phenotyping technology. Security and sustainability are hampered by the 

pressures to publish academic work. At the same time, this scientifi c output is re-
quired in order to obtain research funding needed to support the development of a 

secure and sustainable platform. Thus, I found myself caught in a typical catch-22 

situation. Similarly it is the focus on clinically relevant publications alone that leaves 

the potential for transparency and reproducibility, -a problem long solved in IT 

engineering-, unrealized. While we build information systems to meet our needs, 

engineering effort can only come so far. Aspiring researchers should realize that 

an IT engineering aspect is intertwined with their own work on all levels and ac-

cordingly they must be prepared to adopt some engineering working practices and 

knowledge (e.g. clean coding and writing documentation).

The best of both worlds: Therefore we think that a healthy collaboration should be 

sought between academia and commercial entities in the operation and develop-

Figure 1. The slogan “Vitam impendere vero” (Decimus Junius Juvenalis, 2nd century AD) stands for BEHAPP’s 

commitment to help search the truth: “I was born from focus, commitment and sheer will meant to surpass our 

limits and expectations, always in search of truth”
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ment of digital phenotyping technologies. The commercial entity is meant to priori-

tize all aspects of engineering and product management, which are difficult to fulfill 
in academia. The intention is to establish a synergetic relationship by leveraging 

the abundance of non-commercial research activities through academia, thus serv-

ing academic goals, and channel the analytical experience forward to commercial 

activities. In turn commercial research activities, e.g. for the pharmaceutical industry, 

are meant to fuel the initiative and should stabilize irregular funding patterns com-

mon to academia.

Ultimately balancing these factors remains a challenge, and thus we end on the 

same note as in the introduction. As we set out to continue this line of research we 

intend to find this balance and hope to set ourselves up for sustained, reproducible 
and high quality research for the time to come.
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nederlandse saMenvaTTInG

In dit proefschrift beschrijf ik hoe wij de wetenschap, maar ook onze onderzoekspar-
ticipanten het beste ter dienste kunnen zijn met technologisch gedreven onderzoek. 
De centrale technologie in dit proefschrift is het BEHAPP onderzoeksplatform. BE-

HAPP is ontstaan uit de wens om een beter beeld te krijgen van het sociale gedrag 
van mensen, niet alleen bij gezonde mensen maar juist ook bij mensen die lijden aan 
mentale stoornissen zoals depressie en schizofrenie. De verwachting is dat mensen 

die aan mentale stoornissen lijden veranderde of in bepaalde mate verminderde so-

ciale gedragspatronen laten zien. Met de start van deze onderzoeksrichting aan het 

begin van het vorige decennium was de gedachte dat smartphones, die inmiddels 

steeds populairder werden, mogelijk een goed middel zouden kunnen zijn om dit 
gedrag in kaart te brengen. Smartphones zijn immers sterk persoonsgebonden: wij 
dragen ze (bijna) altijd bij ons en ze zijn inmiddels de belangrijkste manier om contact 
te hebben met elkaar. Door continu gedragsdata omtrent mobiliteit (locatiedata) of 

communicatie (bijv. bellen en whatsapp gebruik) van smartphones te verzamelen 
kunnen wij als onderzoekers veel dichter op onderzoeksparticipanten staan en 
daarmee hopelijk een beter beeld krijgen van eventuele ziektebeelden. Onderzoek 
op basis van smartphone-data heeft zich de afgelopen jaren sterk ontwikkelt en 

deze vorm van onderzoek kent nu ook een officiële naam: digital phenotyping, net 

zoals de titel van dit proefschrift.

De eerste vraag omtrent digital phenotyping onderzoek luidt altijd: “Hoe zit het met 
de privacy van participanten?”. Dergelijke data worden op dit moment helaas vaak 
misbruikt voor commerciële doeleinden. BEHAPP’s intentie is hierin zuiver, wij verza-

melen alleen data binnen formeel (medisch) wetenschappelijke onderzoeksprojecten 
die ethisch getoetst zijn en waarin participanten toestemming hebben gegeven voor 
hun deelname aan een onderzoeksproject. De algemene verordening gegevensbe-

scherming (AVG/GDPR) speelt hierin ook een belangrijke rol. Deze nieuwe EU-brede 
privacy wetgeving werd actief in 2018, ongeveer twee jaar nadat wij gestart waren 
met de huidige versie van BEHAPP. In hoofdstuk twee hebben wij de impact van 
deze nieuwe wetgeving op ons onderzoeksplatform bestudeerd. Wij kwamen tot 
de conclusie dat wij enerzijds al veelal handelden in lijn met principes zoals privacy 

by design en privacy by default maar dat er meer technische en organisatorische 

maatregelen genomen moesten worden om te voldoen aan de eisen van de wet. 

Denk hierbij aan de toepassing van encryptie en het verder isoleren van de data van 
publiekelijk bereikbare netwerken.
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Op basis van de voorgaande conclusies gingen wij terug naar de tekentafel om 
in hoofdstuk drie tot een verbeterd ontwerp te komen voor het BEHAPP platform. 

De doelstelling was om enerzijds de veiligheidsarchitectuur sterk te verbeteren, 
maar anderzijds ook na te denken over hoe de toenemende mate van complexiteit 
inherent aan de verbeterde architectuur gemanaged zou kunnen worden door 

een kleinschalig onderzoeksteam. Dit vraagstuk was met name relevant omdat 

financiële onderzoeksmiddelen vaak beperkt en tijdelijk van aard zijn terwijl digi-
tale onderzoeksplatforms juist continuiteit en stabiliteit nodig hebben om veilig in 

gebruik genomen te worden. Op basis van dit vraagstuk zijn we tot een ontwerp 
gekomen waarin de toepassing van encryptie en sterke isolatie van data centraal 

staan. Met de toepassing van deze technieken stelden wij een aantal basisregels op 
met als doel om de kans op een (onbedoeld) datalek zo klein als mogelijk te houden. 
Daarnaast hebben we gepoogd om de complexiteit van het systeem zo laag als 

mogelijk te houden. Dit is tot op zekere hoogte gelukt door gebruik te maken van 
IT-infrastructuur componenten die gemanaged worden door derden en door hier zelf 

met minimale aanpassingen op voort te bouwen. Echter, wij concluderen alsnog dat 
de totale complexiteit en bijkomende verantwoordelijkheden niet goed te dragen zijn 
door kleinschalige teams die geen voortdurende commitment kunnen garanderen 

op dit soort onderzoeks-platforms. In het verlengde hiervan stellen wij daarom ook 
vast dat open source alternatieven voor BEHAPP daarom niet altijd de meest veilige 
opties zijn voor onderzoek als het team niet de investeringen kan leveren om deze 
open source initiatieven op verantwoorde wijze te draaien.

Met het platform op poten besloten we om verder te kijken naar de de stabiliteit en 
performance van onze smartphone applicatie en daarmee samenhangend de kwa-

liteit van de data die verzameld werd. De stabiliteit van onze Android smartphone 

applicatie was continu aan verandering onderhevig vanwege jaarlijkse updates aan 
het Android platform en de veranderende spelregels op het gebied van privacy. Deze 

veranderingen waren altijd goed bedoeld om Android gebruikers te beschermen 
tegen malafide apps maar hadden helaas als negatief bijeffect dat onze app minder 
goed in staat was om betrouwbaar data te verzamelen. Hier viel gelukkig altijd goed 
omheen te werken maar het was duidelijk dat regelmatige kwaliteitscontrole een 
belangrijk element zou moeten zijn in het beheren en aanbieden van een digital 
phenotyping onderzoeksplatform zoals BEHAPP.

Wij begonnen met kwaliteitscontrole in hoofdstuk vier. Hier besloten we in eerste 
instantie te bekijken of de resulterende data van onze app überhaupt wel represen-

tatief was voor de dagelijkse gedrags- en leefpatronen van participanten. Wij wilden 
bijvoorbeeld weten of de locatiedata overeen kwamen met de werkelijk gemaakte 
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bewegingen van een participant. Daarnaast wilden wij weten of de app goed bij kon 
houden welke apps iemand over de dag heen gebruikte. In een kleine studie vroe-

gen wij daarom aan 22 studenten of wij ze mochten volgen met onze smartphone 
app. Daarnaast vroegen wij of deze studenten nog een aparte GPS tracker bij zich 
wilden dragen en of ze van een aantal activiteiten een handmatig dagboek wilden 

bijhouden. Zo werd onder andere gevraagd of participanten een aantal keer wilden 
bijhouden welke app ze wanneer in gebruik hadden op hun toestel. Op basis van 
deze gegevens vonden wij dat er over het algemeen een hoge mate van overeen-

komsten te vinden waren tussen de data gegenereerd door onze smartphone app, 

de onafhankelijke GPS tracker en de dagboeken van de participanten. Dit impliceert 
dat onze app een goede weergave biedt van de werkelijk gemaakte activiteiten 
van een participant. Maar wij zagen ook dat er sprake was van een hoge mate 
van missende data, bijvoorbeeld omdat een toestel uitgeschakeld was of in enkele 
gevallen omdat onze app geforceerd uitgeschakeld of gelimiteerd werd voordat het 

einde van de studie bereikt was. Gelukkig valt ook hier deels omheen te werken en 

op basis hiervan hebben wij geleerd dat het belangrijk is om dit soort situaties te 
voorkomen middels goede voorlichting tijdens de installatie en activatie van de app 
samen met participanten.

Met de kans op missende data als een constante in het achterhoofd besloten wij dit 
concept verder te bestuderen in hoofdstuk 5. Het doel was om de ondergrens voor 

missende locatie data te bepalen zodat wij eenvoudig zouden kunnen vaststellen of 
de locatie data van individuele participanten “goed genoeg” zou zijn voor verdere 
en dus betekenisvolle analyse. Deze locatiedata werd immers gebruikt voor het 

berekenen van een aantal gedragsmaten met betrekking tot mobiliteit, zoals het 

totaal aantal unieke plekken die een participant bezocht zou hebben of de totale 

tijd die thuis besteed werd. Bij teveel missende data was het aannemelijk dat de 
uitkomst van deze berekeningen niet meer betrouwbaar zou zijn. Voor deze analyse 
hebben wij de locatiedata van alle participanten bestudeerd en uiteindelijk 117 
participanten geselecteerd met uitzonderlijk rijke locatiedata. Voor deze 117 par-
ticipanten hebben wij vervolgens de locatiedata kunstmatig in kwaliteit verzwakt 
waarbij we maten beschrijvend voor de kwaliteit van de data, zoals het totaal aan-

tal locatiepunten of het aantal gaten in de data voortdurend afgezet hebben tegen 

de gedragsmaten met betrekking tot mobiliteit. Uit deze analyse kwam naar voren 

dat de berekening voor de totale tijd die iemand thuis zou besteden gevoelig was 
voor een zekere ondergrens in de data, waarbij deze maat op een gegeven moment 
duidelijk onbetrouwbaar werd. Het aantal dagelijkse gaten in de data zou onder de 
7 moeten blijven en deze gaten zouden niet langer mogen duren dan 300 minuten, 
waarbij tot slot ten minste 50 observaties van locatie data per dag gemeld zouden 
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moeten worden. De voorgenoemde condities kunnen echter nog niet in de praktijk 
worden toegepast, omdat het een exploratieve studie betreft. Een sterke limitatie 

van deze studie is dat de kunstmatige verzwakking van de data niet representatief 

is voor werkelijke grilligheden die in locatiedata gevonden worden. Wellicht zouden 
wij daarom moeten onderzoeken of wij meer realistische synthetische data kunnen 
genereren om met een dergelijke studie verder te kunnen gaan. Maar desondanks 
hebben wij wel laten zien dat er potentieel zit in het idee om een ‘quickscan’ te doen 
op de kwaliteit van locatiedata.

Tot slot wilden wij bestuderen of het BEHAPP onderzoeksplatform haar primaire 
functie kon vervullen door significante veranderingen in gedrag aan het licht te 
brengen. In hoofdstuk zes keken wij met een opportunistische blik naar de opkomst 
van de COVID-19 pandemie. Onze hypothese was dat wij enerzijds een sterke da-

ling in mobiliteit en anderzijds een sterke stijging in communicatief gedrag zouden 
moeten zien in de smartphone data van participanten die actief waren rond de tijd 
dat de eerste lockdown maatregelen werden ingevoerd. Ten tijde van de studie wa-

ren 12 participanten actief met data van precies drie weken voor en na de lockdown 

maatregelen van 12 maart 2020. Op basis van de data van deze 12 participanten 

zagen wij, zoals verwacht, dat er significant minder unieke plekken bezocht werden 
nadat de lockdown maatregelen ingevoerd waren. Daarnaast zagen wij ook een 
stijging in de gebruiksduur van communicatie apps zoals “WhatsApp”. De sample 
van 12 participanten bevat helaas alleen participanten uit patiëntengroepen, een 
controlegroep was dus niet beschikbaar. Desondanks denken wij dat we een proof 

of principle hebben geleverd van het feit dat digital phenotyping platforms zoals 

BEHAPP significante veranderingen in gedrag kunnen laten zien. Hiermee ligt de 
weg open naar verdere toepassingen zoals automatische detectie en signalering 

van veranderingen in gedrag.

De ultieme ambitie is uiteindelijk dat wij kunnen detecteren of het “slechter” of wel-
licht weer “beter” gaat met iemand. Idealiter wil je iemand in een neerwaartse trend 

kunnen opvangen voordat ze de bodem raken. Met alle studies in dit gepresenteerde 

werk denk ik dat wij een goede basis hebben gelegd om deze ambitie op de juiste 
manier te ondersteunen met veilige systemen en een scherpe blik op kwaliteit van 

data.
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“Finish the fight”

Ca. 7 jaar geleden stond ik als masterstudent op de stoep bij mijn promotor Prof. 
dr. Martien Kas voor een mogelijk interessante afstudeeropdracht. Hij deed daar 
“dingen” met apps en data om menselijk gedrag beter in kaart brengen. Na kort 
gesproken te hebben met Martien was ik gelijk om. Er was sprake van een innovatief 
project, het stond in de kinderschoenen, maar het BEHAPP project had duidelijk veel 
potentieel. Wij zouden een bijdrage gaan leveren aan betere begrippenkaders om-

trent gedrag en kwaliteit van leven in relatie tot diverse ziektebeelden. Te beginnen 

met mentale stoornissen, waar zoveel mensen onder te lijden hebben.

En wat heb ik me toch een partij vergist in de totale werklast van alle verantwoorde-

lijkheden die BEHAPP met zich meebracht… Het maakte het promotietraject ironisch 
genoeg een solitaire (lees: social geïsoleerde) exercitie. Zorg voor het platform en 

veiligheid kwamen boven alles. Zelfs als mijn brein mij midden in de nacht in mijn 
slaap influisterde dat ik mogelijk een veiligheidsinstelling verkeerd had gezet, dan 
ging de laptop aan en werd alles nog even dubbel gechecked.

Gelukkig heb ik altijd een trouwe club van supporters om mij heen gehad om de last 
dragelijker te maken. En in dit laatste stuk van mijn proefschrift wil ik mij graag tot 
jullie richten. Ik wil sowieso iedereen bedanken die een bijdrage heeft geleverd aan 
dit proefschrift, met een paar mensen in het bijzonder.

Mijn promotor prof. dr. M.J.H. Kas, beste Martien, bedankt voor de kans om dit project 
op te mogen pakken en straks te mogen leiden. Ik waardeer jouw vertrouwen in mij 
en onze informele dynamiek in de vele gesprekken die wij gehad hebben, o.a. over 
BEHAPP. Ik bewonder je rust, je tact en strategisch inzicht en hoop deze bijzondere 
eigenschappen met onze verdere samenwerking op Behapp v3 van je over te kun-

nen nemen.

Mijn co-promotor dr. J.A.S. Vorstman, beste Jacob, ook jou wil ik bedanken voor het 
vertrouwen in mij en de kans om dit mooie project te mogen draaien. Ik wil je in het 
bijzonder bedanken dat je altijd even wat tijd voor me nam als je (correct) door had 
als het even tegen zat. Of als je me met lichtgeverderde touch even terug floot en mij 
behoede voor tactische fouten wanneer ik op het punt stond om deze te maken. Ik 

kijk uit naar onze verdere samenwerking!
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Mijn co-PhD’er en data scientist extraordinaire, M.C. Roozen, beste Mila, ik wil je 
bedanken voor je geniale input bij het onderzoek, je positiviteit en ongoing support 
gedurende dit traject. Het team was niet altijd even stabiel en ik ben blij dat wij wel 
altijd een stabiel front hebben gevormd. Ik kijk er naar uit om jou ook naar het einde 
van je PhD toe te helpen en wellicht blijven we daarna ook nog samenwerken, dat 
zou ik erg tof vinden!

Mijn coach en succesvol ondernemer David Holwerda, beste David, terugkijkend 
op mijn tijd bij VentureLab ben ik blij dat ik jou toegewezen heb gekregen als mijn 
coach. Het betekent veel voor me dat ik buiten de academische context iemand had 

om mee te kunnen praten over tech en ondernemerschap, dank hiervoor. Gezien 

onze plannen voor Behapp v3 ga ik hier graag mee verder met je, want ik denk dat 

we met jouw input Behapp v3 op het juiste spoor kunnen houden.

Mijn boys van de Hapsnurkers groep, beste Bob, Daniel, Gerard en Leon, heren 
super bedankt voor alle gezelligheid over de afgelopen jaren. Het heeft me altijd 
hoognodige ontspanning en wellicht wat ontsnapping gebracht van mijn verant-
woordelijkheden aan BEHAPP en het PhD traject. We meeten wellicht niet meer zo 
vaak als vroeger, maar weet dat ik onze tijd erg waardeer en graag blijf voortzetten.

Mijn beste vriend, Jeroen van de Kuil, beste Jeroen, wij hoeven eigenlijk niet veel 
meer te zeggen want we weten het al. Gozer, ik ben blij om jou als beste maat te 
hebben, wij hebben een mate van “understanding” die diep gaat. Ik heb gedurende 
mijn PhD met trots en waardering jouw ontwikkeling als gezinsman gevolgd, waarin 
je een echte uitblinker bent. Met hopelijk daarna een gezamenlijke carrière als zware 
zakenmannen. En wanneer het weer wat rustiger is, hoop ik nog flink wat uurtjes 
online te knallen. En het enige wat mij rest te zeggen is: We ride together, we die 

together... Bad boys for life

Mijn oom en tante Prem en Radha Thakoerdin, beste Prem-mama en Radha-mamie, 
bij jullie vond ik altijd een veilige haven. In de stikdrukke jaren van mijn masteroplei-
ding kon ik altijd bij jullie terecht om rust te vinden. Jullie stonden altijd voor mij klaar 
en hielden me altijd in de gaten. Heel erg bedankt hiervoor, want dankzij jullie heb 
ik zover mogen komen.

Mijn opa en oma, lieve Nanie en Nana, wat hebben jullie je veel zorgen gemaakt om 
mij toen ik nog student was, hopelijk niet teveel. Ik ben blij dat jullie ook altijd achter 
mij stonden en dat ik altijd bij jullie terecht kon voor een lekker hapje en een praatje. 
Ik kom binnenkort jullie kant op, dus ik kom straks regelmatiger langs om lekker bij 
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te praten (en te eten :P) Nu ik in Den Haag woon, zie ik jullie regelmatig waardoor ik 

nog meer kan genieten van de kookkunsten van Nanie.

Mijn moeder en mijn grootste supporter, lieve Ma, daar zijn we dan eindelijk. We did 
it. Hopelijk was dit een van de eindhaltes die je voor ogen had toen je zei dat ik altijd 
goed mijn best moest doen op school. Supergoed advies natuurlijk, want door jou 
sta ik hier nu. Je zegt altijd dat je heel trots bent, maar andersom ben ik ook heel trots 
op jou. Ik kijk er naar uit om deze mijlpaal samen te vieren!

En tot slot, mijn vriendin en partner in crime Shiromani, jij bent niet alleen mijn lieve 
vriendin maar ook de stille kracht achter dit proefschrift en het onderzoek in bredere 

zin. Ik geloof al heel lang dat het zeker geen toeval is dat wij elkaar ontmoet hebben. 
Ik wil je bedanken voor al je liefde, gebakkelei, geduld en begrip voor al het werk 

in dit PhD traject. Maar nog belangrijker, je accepteert mij met al mijn quirks (god 
mag weten dat er een paar rare tussen zitten) en daardoor voel ik me rustig bij je, 
dankjewel :).
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Raj Jagesar werd op 28 december 1987 gebo-

ren te ‘s-Gravenhage, maar groeide op in Bilt-

hoven. Na in 2005 zij n VWO-diploma behaald 
te hebben aan Het Nieuwe Lyceum te Bilthoven, 

begon hij  in september 2005 van dat jaar met 
de opleiding Informatiekunde aan de Universi-

teit van Utrecht. Gedurende de opleiding was 

hij  commissaris extern van de lokale studie-
vereniging en heeft hij  deelgenomen aan een 
studiereis naar Zuid-Korea. In de laatste fase 

van zij n opleiding heeft hij  zij n masteronderzoek 
verricht naar digital phenotyping en machine learning onder begeleiding van prof. 

dr. Martien Kas. Dit bleek later de basis van zij n promotie-traject. Diverse onder-
zoeken op het gebied van informatie veiligheid, privacy en data-kwaliteitscontrole 

hebben geleid tot de totstandkoming van dit proefschrift. Tevens heeft hij  tij dens 
dit promotie-traject succesvol de traineeship business development afgerond bij  
VentureLab North. Met deze kennis en ervaring in handen zal Raj zich de komende 

jaren blij ven inzetten voor het Behapp project met als doel om hier een self-suffi cient 
en sustainable onderzoeksinstrument van te maken.




