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Subsequent Use of GDPR Data for a Law
Enforcement Purpose:

The Forgotten Principle of Purpose Limitation?

Catherine Jasserand*

This article questions the role of the principle of purpose limitation in a situation where per-

sonal data are collected under the General Data Protection Regulation (GDPR) and further

processed under the regime of the 'police and criminal justice'Directive. It reviews the rules

set out in both instruments, concerning the principle of purpose limitation and the further

processing of personal data for a different purpose. The analysis of the rules under Direc-

tive 2016/680 reveals some ambiguity: are the rules applicable to the subsequent use of any

personal data (including those collected under the GDPR)? Or are the rules limited to the

subsequent use of police or criminal justice' data? Building on the ambiguous wording of

Article 4(2) of the Directive, the article addresses the two hypotheses and analyses their con-

sequences. It concludes with the uncertainty of the applicable rules and the likelihood of di-

verging interpretations at the national level.

1. Introduction

Examples of cases where law enforcement authori-
ties request access to personal data initially collect-
ed by third parties for a different purpose are numer
ous. Many of them relate to the legal obligation of
private parties to retain and disclose personal data to
law enforcement authorities, such as in the fields of
air transport,' banking2 or telecommunications3 . In
these cases, personal data are retained for further use
by law enforcement authorities to fight fraud, terror
ism and serious criminal offences. Besides these cas-
es, there are situations where private parties collect
personal data for their own uses (such as commer
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1 Obligation imposed on airline companies to retain passenger
data; see Directive (EU) 2016/681 of the European Parliament and

cial or operational purposes) but are under no spe-
cific obligation to retain them for law enforcement

purposes. One could think of the vast amount of per
sonal data that social media collect and hold. Some
of these data are very valuable to law enforcement
authorities (ie photographs or voice recordings). Al-
though social media are not obliged to retain these
data, they can be requested to grant law enforcement
authorities access to the data. As shown by the trans-

parency reports published by the largest tech com-
panies (eg Facebook, Google, Microsoft), the number
of law enforcement requests for access to content
and user accounts is rapidly growing. 4 No figure is,
however, available on the types of content requested

of the Council of 27 April 2016 on the use of passenger name
record (PNR) data for the prevention, detection, investigation and
prosecution of terrorist offences and serious crimes [PNR Direc-
tive][2016] OJ L119/32.

2 Obligations imposed on banks to retain financial data for anti-
money laundering purposes.

3 Referring to the Data Retention Directive (Directive 2006/24/EC)
adopted in 2006 and invalidated in 2014 by the European Court
of Justice; see Joined Cases C-293/12 and C-594/12 Digital Rights
Ireland and Seitlinger and Others [2014] ECLI:EU:C:2014:238.

4 See Aliya Ram, 'Tech Companies Endure Near-Doubling of
Requests for Personal Data' Financial Times (30 August 2017)
<https://www.ft.com/content/b754882e-8cbd- 1 e7-9084
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and the purposes of use. It is also almost impossible
to know the exact volume of personal data collected
and held by social media. Concerning photographs
alone, in 2012, more than 300 million photos were
uploaded to Facebook every day.5 Yet, as shown by
the research undergone by Facebook on the uploaded
images, photographs portraying individuals are very

useful for facial recognition. In a different field, one
could also think of biometric data (such as finger
prints, palm prints and facial images) that an employ
er or a school holds about their employees or students

to give them access to premises, canteens or library
facilities. These data are particularly valuable for

identification purposes. It is, thus, not hard to imag-
ine that law enforcement authorities could ask pri-

vate parties to hand over biometric data initially col-
lected for a purpose other than law enforcement and
re-use them in the context of a criminal investiga-
tion.

Due to the availability of data and technological

means to process them, the repurposing of data - in
the sense of re-use for a different purpose - is a grow-
ing phenomenon. 8 When personal data are repur
posed to be used in a different context, that repur
posing might challenge the principle of purpose lim-

itation. Following that principle, personal data col-
lected for a specific purpose should be used for com-
patible purposes or further processed under a differ
ent legal basis. The situation becomes complicated

-d0c17942ba93>; and more specifically Facebook's Transparency
Report <https://newsroom.fb.com/news/201 7/1 2/reinforcing-our
-commitment-to-transparency/>; Microsofts Transparency Report
<https://www.microsoft.com/en-us/about/corporate-responsibility/
lerr> and Google's Transparency Report <https://
transparencyreport.google.com/user-data/overview> (all websites
were accessed 10 April 2018).

5 Casey Chan, 'What Facebook Deals with Everyday: 2.7 Billion
Likes, 300 Million Photos Uploaded and 500 Terabytes of Data'
(Gizmodo, 22 August 2012) <https://gizmodo.com/5937143/what
-facebook-deals-with-everyday-27-bil lion-I ikes-300-m ill ion
-photos-uploaded-and-500-terabytes-of-data> accessed 10 April
2018.

6 Joaquin Quifionero Candela, 'Managing Your Identity on Face-
book with Face Recognition Technology' (Facebook Newsroom,
19 December 2017) <https://newsroom.fb.com/news/201 7/12/
managing-your-identity-on-facebook-with-face-recognition
-technology/> accessed 10 April 2018.

7 On the collection of biometric data by schools and their potential
re-use by law enforcement authorities, see for instance Wendy
Grossman, 'Is school fingerprinting out of bounds?' The Guardian
(30 March 2006) <https://www.theguardian.com/technology/
2006/mar/30/schools.guardianweeklytechnologysection> ac-
cessed 10 April 2018.

8 Especially with big data analytics, see Bart Custers and Helena
Ursic, 'Big Data and Data Reuse: A Taxonomy of Data Reuse for

when personal data have been collected in a partic-

ular context (such as commercial) and are further
processed in a different one (such as law enforce-
ment). But when rules on data protection are split

between two instruments, like in the new EU data

protection framework, the situation becomes even
more complicated. The new framework is composed
of a general instrument - the General Data Protec-
tion Regulation (GDPR)9 - and of a specific instru-
ment applicable to data processing in the field of law
enforcement -Directive 2016/680 (Police and Crim-
inal Justice Directive).1 0 The GDPR replaces Direc-
tive 9 5/46/EC (Data Protection Directive), 1 while Di-

rective 2016/680 replaces the Council Framework De-
cision 2008/9 7 7/JHA.1 2 How do the instruments in-
teract with each other when personal data collected
under the GDPR are further processed under the
rules of the new Directive? And what is the role of
the principle of purpose limitation in such a sce-
nario?

By investigating the rules applicable to the further
processing of GDPR data in a law enforcement con-
text, the article attempts to delineate the scope and
role of the principle of purpose limitation when da-
ta processing is carried out across the two instru-

ments. The paper only covers the subsequent use of
GDPR data by law enforcement authorities under the
new Directive. It does not tackle the issue of disclo-
sure (which can entail the transfer) of personal data

Balancing Big Data Benefits and Personal Data Protection' (2016)
6(1) International Data Privacy Law 4-15.

9 Regulation (EU) 2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data and on the free
movement of such data, and repealing Directive 95/46/EC (Gen-
eral Data Protection Regulation)[2016] OJ L 119/1.

10 Directive (EU) 2016/680 of the European Parliament and of the
Council of 27 April 2016 on the protection of natural persons
with regard to the processing of personal data by competent
authorities for the purposes of the prevention, investigation,
detection or prosecution of criminal offences or the execution of
criminal penalties, and on the free movement of such data, and
repealing the Council Framework Decision 2008/977/JHA [2016]
OJ L 119/89.

11 European Parliament and Council Directive 95/46/EC of 24
October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such
data (Directive 95/46/EC or Data Protection Directive) [1995] OJ
L 281/31.

12 Council Framework Decision 2008/977/JHA of 27 November
2008 on the protection of personal data processed in the frame-
work of police and judicial cooperation in criminal matters
(Council Framework Decision 2008/977/JHA)[2008] OJ L 350/60;
the new Directive extends the scope of the Council Framework
Decision limited to cross-border processing.
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by private parties to law enforcement authorities.1 3

According to Recital ii of Directive 2016/680, this dis-
closure should be covered by the rules of the GDPR.
14 Following Purtova's analysis, the disclosure of per
sonal data by private parties to law enforcement au-
thorities is subject to the GDPR and might benefit
from the exceptions of Article 23 GDPR.15 This arti-
cle analyses, instead, the rules applicable to the re-
use of GDPR data once the data have been accessed
by or transferred to law enforcement authorities.

Following this introduction, Section II sketches
the background on the principle of purpose limita-
tion and addresses the relationship between the

GDPR and Directive 2016/680. Against this back-
ground, Section III compares the regime of the prin-
ciple of purpose limitation in both instruments. It fo-
cuses on Article 4(2) of Directive 2016/680 providing
the conditions applicable to further processing and
questions the scope of the initial processing. High-
lighting the textual ambiguity of Article 4(2), Section
IV suggests a reading of the provision to encompass
further processing of GDPR data; whereas Section V
assesses the consequences of excluding such process-
ing from the scope of Article 4(2).

11. Background

This section briefly describes the roots of the princi-
ple of purpose limitation and addresses the relation-
ship between the GDPR and Directive 2016/680.

13 Nadezhda Purtova, 'Between the GDPR and the Police Directive:
Navigating Through the Maze of Information Sharing in Public-
Private Partnerships' (2018) 8(1) International Data Privacy Law
52-68.

14 recital 11 GDPR provides that 'Regulation (EU) 2016/679, therefore,
applies in cases where a body or entity collects personal data for
other purposes and further processes those personal data in order to
comply with a legal obligation to which it is subject'; for a criticism
on the meaning and scope of Recital 11, see Mireille Caruana, 'The
Reform of the EU Data Protection Framework in the Context of
Police and Criminal Justice Sector: Harmonisation, Scope, Over-
sight and Enforcement' (2017) in International Law Review, Com-
puters & Technology (online) <http://www.tandfonline.com/doi/abs/
10.1080/13600869.2017.1370224> accessed 10 April 2018.

15 It should be observed that art 23 GDPR sets out exceptions
applicable to data subjects' rights and the corresponding data
protection principles; one could question whether any data
subject's right derives from the principle of purpose limitation,
and thus whether art 23 GDPR could be invoked.

16 OECD Guidelines on the Protection of Privacy and Transborder
Flows of Personal Data [1981] (updated in 2013) <http://www
.oecd.org/sti/ieconomy/

1. Origin of the Principle of Purpose
Limitation

The roots of the principle are to be found in early
international instruments on privacy, and in partic-

ular in the OECD guidelines on privacy1 6 andinthe
Council of Europe's Convention on the processing
of personal data (Convention 108).17 From the ori-
gin, the principle was split into two principles, a pur

pose specification principle and a use limitation

principle."In the law enforcement sector, the Coun-
cil of Europe's Recommendation on the use of per
sonal data in the police sector [Recommendation

R(87 ) 15] also contains a provision on purpose lim-
itation.1 9

Building on Convention 1o8, both the Data Protec-
tion Directive (Directive 9 5/46/EC) and the Council
Framework Decision (Decision 2008/97 7/JHA) con-
tain specific provisions on purpose limitation, al-
though phrased slightly differently.2 0 In both texts,
the principle of purpose limitation entails that the
purposes of data collection are 'specified, explicit and
legitimate' and that data should not be further
processed in a way 'incompatible with' the original
purposes of collection.2 1

As acknowledged by the European Commission in
its study on the implementation of the Data Protec-
tion Directive, the broad wording of the principle of
purpose limitation has led to diverging interpreta-
tions in Member States. These differences concern
the scope of exceptions, the meaning of compatible

oecdguidelinesontheprotectionofprivacyandtransborderflowsofpe
rsonaldata.htm> accessed 10 April 2018 ('OECD Guidelines on
Privacy').

17 Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data, ETS, No 108, 28 January
1981, Strasbourg (Convention 108).

18 Respectively para 9 (purpose specification principle) and para 10
(use limitation principle) of the OECD Guidelines on Privacy.

19 Council of Europe Recommendation R(87)15 of the Committee of
Ministers to Member States regulating the use of personal data in
the police sector [1987], Principle 2.1 (purpose limitation) to be
read together with Principle 4 (use limitation).

20 art 6(1)(b) Directive 95/46 and art 3 Council Framework Decision
2008/977/JHA; art 3(1) of the Decision provides that: 'personal
data may be collected by the competent authorities only for
specified, explicit and legitimate purposes in the framework of
their tasks and may be processed only for the same purpose for
which data were collected.' The condition 'same purpose' is not
to be found in Directive 95/46/EC.

21 art 6(1)(b) Directive 95/46/EC and art 3(2) Council Framework
Decision 2008/977/JHA.
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uses, and the requirement (as well as type) of safe-

guards applicable to data subjects.2 2

The rationale of the principle in a law enforcement
context is not to be found in Directive 2016/680. In-
stead, it is described in the Europol Regulation (Reg-
ulation 2016/674) on law enforcement cooperation.2 3

The principle of purpose limitation is defined by its
characteristics, which are 'to contribute to trans-
parency, legal certainty and predictability.24 Accord-
ing to some authors, the principle of purpose limita-
tion is the result of the right to self-determination, ie
to control how own personal data are processed and
used.25 However, this approach and understanding

of the principle are hard to support in a law enforce-
ment context. In the context of a criminal investiga-
tion, it is indeed difficult to argue that an individual
whose personal data have been collected for a com-
mercial purpose should control the way the police
further use his or her data. Instead, it could be argued
that an individual whose data are further processed
for a law enforcement purpose should be made
aware, or be notified, about this processing after the
investigation is over or as soon as the investigation
cannot be prejudiced anymore.2 6 Awareness or noti-
fication is, however, different from control.

Last, the principle of purpose limitation - in par
ticular, its specification component - is an element
of the fundamental right to the protection of person-
al data.2 7 The Court of Justice of the European Union
(CJEU) has recently acknowledged that 'the protec-
tion against unlawful access and processing' is a part
of the 'essence' of the fundamental right to data pro-

22 Annex 2, Evaluation of the Implementation of the Data Protection
Directive, at 25 in Commission Staff Working Paper, Impact
Assessment Accompanying the proposals for a Regulation and
Directive, SEC(2012) 72 final.

23 Regulation (EU) 2016/794 of the European Parliament and of the
Council of 11 May 2016 on the European Union Agency for law
enforcement cooperation (Europol) and replacing and repealing
Council Decisions 2009/371/JHA, 2009/935/JHA, 2009/936/JHA
and 2009/968/JHA (2016) OJ L 135/53.

24 recital 26 Europol Regulation.

25 Liana Colonna, 'Data Mining and its Paradoxical Relationship to
the Purpose of Limitation' in Serge Gutwirth, Ronald Leenes and
Paul de Hert (eds), Reloading Data Protection (Kluwer 2014)
300-302; Maria Tzanou, The Fundamental Right to Data Protec-
tion: Normative Value in the Context of Counter-Terrorism Surveil-
lance (1st edn, Hart Publishing 2017) 40.

26

27

28

As discussed later in the article.

art 8 Charter.

Opinion 1/15 of the Court (Grand Chamber) on the Draft Agree-
ment between Canada and the European Union [2017]

tection. 28 As such, any limitation to the principle of
purpose limitation should comply with the condi-
tions formulated in Article 52(1) of the Charter of
Fundamental Rights (the Charter). This claim will be
further explained in the article.

2. Relationship between the GDPR and
Directive 201 6/680

As argued elsewhere,2 9 the GDPR and Directive
2016/680 build a bridge towards each other. Recital
19 GDPR delineates the material scope of the Regu-

lation. It excludes from its scope the processing of
personal data by'public authorities'for alaw enforce-
ment purpose, as defined in Article 1(1) of the Direc-
tive. Those processing operations fall instead within
the scope of Directive 2016/680. so Likewise, Recital
11 of the Directive expressly excludes from its scope
processing activities by entities or bodies entrusted
for law enforcement purposes when those process-
ing activities are not carried out for a law enforce-
ment purpose but for a purpose that would fall un-
der the GDPR.

Besides the two recitals on the material scope of

each instrument, the GDPR and Directive 2016/680

are pretty silent on their relationship. As adopted,
the texts are far less ambitious than the European
Parliament's resolutions on the legislative propos-
als.3 2 More specifically, the resolution on the propos-
al for a new Directive included an article on law en-
forcement access to personal data initially collected

ECLI:EU:C:201 7:592, para 150; also as cited and analysed by
Coudert in Fanny Coudert, 'The Europol Regulation and Purpose
Limitation, From the 'silo-based approach' to.. .what exactly?'
(2017) 3(3) EDPL 313-324.

29 eg Catherine Jasserand, 'Law Enforcement Access to Personal
Data Originally Collected by Private Parties: Missing Data Sub-
jects' Safeguards in Directive 2016/680?' (2018) 34(1) Computer
Law & Security Review; see also analysis made by Purtova (n 13).

30 See art 2(2) GDPR and recital 19 GDPR.

31 See recital 11 Directive 2016/680.

32 Respectively European Parliament legislative Resolution of 12 March
2014 on the proposal for a regulation of the European Parliament
and of the Council on the protection of individuals with regard to
the processing of personal data and on the free movement of such
data (General Data Protection Regulation) (COM(2012)0011 -
C7-0025/2012-2012/001 1(COD) P7_TA(2014)01; and European
Parliament legislative Resolution on the protection of individuals
with regard to the processing of personal data by competent author-
ities for the purposes of prevention, investigation, detection or
prosecution of criminal offences or the execution of criminal penal-
ties, and the free movement of such data [COM(2012)0010-
C-7-0024/2012-2012/010(COD)] P7_TA(2014)0219.
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for a non-law enforcement purpose.33 In that case,
not only did the further processing need a legal ba-
sis but it also had to comply with strict conditions
(such as identification of individuals allowed to ac-
cess the data, adoption of safeguards and specific for
mat for the request).34 In addition, the provision lim-
ited the re-use of the data to the 'investigation' or
'prosecution of criminal offences.3 s Subsequent use

of personal data for crime prevention was, thus, not
envisaged.

There is not much discussion concerning the ap-
plicability of the new Directive rules to the law en-
forcement use of personal data collected by private

parties. If carried out by a competent authority, 36 for
one of the purposes of Directive 2016/680,37 the sub-
sequent use of GDPR data falls within the scope of
the Directive. What is more crucial is to determine
the rules applicable to the further processing of GDPR
data under the regime of Directive 2016/680. To ad-
dress this issue, next section assesses the principle of
purpose limitation as designed in Directive 2016/680.

Ill. Regime of Purpose Limitation under
Directive 2016/680

This section describes the principle of purpose limi-
tation in Directive 2016/680 and compares it with the
regime established under the GDPR. It also discuss-
es the nature and content of Article 4(2) of the new
Directive, which provides the conditions of further
processing of personal data collected for a different
purpose.

1. Comparison with the GDPR Regime

As noted in Section II, the principle of purpose lim-

itation is sub-divided into a principle of purpose spec-

ification and a principle of compatible use.3 8 Accord-
ing to Article 4(1) of Directive 2016/680, personal da-
ta are 'collected for specified, explicit and legitimate
purposes and not processed in a manner that is in-
compatible with those purposes.' The principle is
worded in identical terms in Article 5(1) GDPR. How-
ever, as explained below, the principle is interpreted
differently.

The purpose specification principle focuses on the
initial purpose of collection. As observed by the Ar
ticle 29 Working Party (A2 9WP),3 " 'law enforcement,

per se, shall not be considered as one specified, ex-
plicit and legitimate purpose."4 Each purpose needs
to comply with the three criteria of specificity, explic-
itness, and legitimacy. In the scenarios under review
in this paper, the original purpose of data collection
is not a law enforcement purpose. It can be a com-
mercial, an administrative or an operational purpose,
and in general, any non-law enforcement purpose
falling within the scope of the GDPR. Only the pur
pose of the subsequent use is a law enforcement pur
pose covered by Directive 2016/680.

The second principle, compatible use,41 entails
that personal data collected for a specific purpose are

used following that purpose. They should not be fur
ther processed in a way incompatible with the initial
purpose of processing. What does this principle
mean in the context of Directive 2016/680? First, it
would be wrong to conclude that unrelated purpos-
es are necessarily incompatible. For example, under
the GDPR, the subsequent use of personal data for
research or archive purposes is not considered incom-
patible with the original purpose of collection.4 2 Se-
cond, two law enforcement purposes are not neces-
sarily compatible because they belong to the same
field.43 It is, therefore, necessary to assess the com-

patibility between the purposes to determine their

33 art4a Resolution of 12 March 2014, P7_TA(2014)0219, entitled
'access to data initially processed for purposes others than those
referred to in article 1(1)'.

34 ibid art 4a(1)(a)-(d).

35 ibid art 4a(2).

36 As defined in art 3(7) Directive 2016/680.

37 As described in art 1(1) Directive 2016/680, ie for 'the preven-
tion, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, including the safeguarding
of threats to public security.'

38 A29WP, 'Opinion 03/2013 on purpose limitation' (2013) WP203.

39 A29WP is an independent advisory body to the European Com-
mission on data protection matters, see <http://ec.europa.eu/
newsroom/just/item-detail.cfm?itemid=50083> accessed 10
April 2018; it will be replaced by the European Data Protection
Board (art 68 et seq GDPR).

40 A29WP, 'Opinion 03/2015 on the draft directive on the protec-
tion of individuals with regard to the processing of personal
data by competent authorities for the purposes of prevention,
investigation, detection or prosecution of criminal offences or the
execution of criminal penalties, and the free movement of such
data' (2015) WP233, 6.

41 In other instruments, such as in the OECD Privacy Guidelines (n
16), the principle is described as 'use limitation'.

42 art 5(1)(b) GDPR.

43 See EDPS, 'Opinion on the Data Protection Reform Package' (12
March 2012); para 334 states: 'it should be clear that within the
law enforcement context different purposes can be incompatible.'
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compatibility. Before the adoption of the new data
protection framework, in cases where personal data
were first collected for a non-law enforcement pur
pose and further used for a law enforcement purpose,
the A2 9WP recommended the application of sever
al factors to assess their compatibility.4 4 Those fac-
tors have been incorporated in the GDPR 45 but are
absent from Directive 2016/680. Last, 'irrespective of
the compatibility of purposes,' Article 6(4) GDPR pro-
vides two legal grounds for the further processing:
the data subject's consent and a national or EU law,
which is 'necessary and proportionate' to protect spe-
cific interests identified in Article 23 GDPR.4 6 The

provision does not state that Article 23 GDPR consti-
tutes a legal ground to process data for incompatible
purposes but only that a law, which is 'necessary and

proportionate ... to safeguard the interests referred to

in Article 23(1)' constitutes such a legal basis.4 7

The approach followed by Directive 2016/680 is
different. Article 4(2) of Directive 2016/680 only sets
out the conditions under which further processing
for a purpose other than the original purpose of col-
lection is allowed. In particular, it provides that:

Processing by the same or another controller for
any of the purposes set out in Article 1(1) other

than for which the personal data are collected shall
be permitted in so far as:

(a) the controller is authorised to process such per
sonal data for such a purpose in accordance with
Union or Member State law; and

44

45

46

Opinion 03/2013 (n 38), examples about Eurodac, PNR.

art 6(4) GDPR.

Those interests include public security, but also the prevention,
investigation or prosecution of criminal offences or the protection
of individuals; see article 23(1)(a)-(j) GDPR.

47 Emphasis added.

48 Recitals are, however, interpretative tools; see Roberto Baratta,
'Complexity of EU law in the domestic implementing process'
(Speech at the 1 91h Quality of Legislation Seminar 'EU Legislative
Drafting: Views from those applying EU law in the Member
States, 3 July 2014) <http://ec.europa.eu/dgs/legalservice/
seminars/20140703_barattajspeech.pdf> accessed 10 April 2018.

49 The European Commission specified that 'if a legal obligation to
transfer data to the police existed, such a transfer would be
considered as an initial police processing' in fn 118 of Proposal
for a Directive of the European Parliament and of the Council on
the protection of individuals with regard to the processing of
personal data by competent authorities for the purposes of pre-
vention, investigation, detection or prosecution of criminal
offences or the execution of criminal penalties, and the free
movement of such data, chs 11 and 111, to delegations, 14 April
2015, doc 7740/15 <http://www.statewatch.org/news/201 5/apr/
eu-council-dp-directive-chap-ll-7740-1 5.pdf> accessed 10 April
2018.

50 ibid.

(b) processing is necessary and proportionate to that

other purpose in accordance with Union or Mem-
ber State law.

The scope of the initial processing and the conditions
of the further processing are addressed in the next
subsections.

2. Scope of the Initial Processing

The wording of Article 4(2) in respect to the context
of the initial processing is ambiguous. The provision

only mentions the initial purpose of processing as a
purpose 'other than for which the personal data are
collected.' Article 4(2) does not state whether the ini-
tial purpose falls within or outside the scope of Di-
rective 2016/680. The provision does not even make
a link between the principle of purpose limitation
[defined in Article 4(1) of the Directive] and the con-
ditions applicable to the further processing. One un-
derstands that the two are linked through Recital 29

of the Directive. The recital describes together the
principle of purpose limitation and the conditions
applicable to further processing for a different pur

pose. Based on that recital, one could claim that Ar
ticle 4(2) only applies to the further processing of
personal data initially collected for a law enforce-
ment purpose. However, because a recital is a non-
binding provision,4 8 one could also argue that Arti-
cle 4(2) can apply to the further processing of per
sonal data collected outside the scope of Directive
2016/680.

This ambiguity is problematic because it has con-
sequences for the status of the subsequent use of
GDPR data for a law enforcement purpose. If Article

4(2) of Directive 2016/680 does not apply to the fur
ther processing of GDPR data, there is an uncertain-

ty on the qualification of this subsequent processing
operation. Should it be considered as initial process-
ing under Directive 2016/680? During the negotia-
tions on the draft Police and Criminal Justice Direc-
tive, the European Commission opined that such pro-
cessing should be considered as 'initial processing'
of 'police or criminal justice' data instead of further
processing.4 9 The European Commission believed
that 'the further processing across the two legal in-
struments would create problems,' thus 'there was
no specific articles [in the draft Directive] to be used
for that.'0 As a consequence, following this interpre-
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tation, the further processing of GDPR data would

neither be subject to the principle of purpose limita-
tion, as defined in Article 4(1) of the Directive, nor
be subject to the conditions applicable to further pro-
cessing set out in Article 4(2) of the Directive. The
situation does not seem, however, to be that simple.
No recital or provision in both the GDPR and Direc-
tive 2016/680 confirms the European Commission's
views.51 Both texts are actually silent on that matter.
Because of the ambiguous wording of Article 4(2) Of
Directive 2016/680, it could be argued that both hy
potheses can be envisaged.

The conditions under which Article 4(2) allows

further processing are analysed next.

3. Article 4(2) of Directive 2016/680, as
Derogation from the Principle of
Purpose Limitation?

Article 4(2) of the Directive allows the further pro-
cessing under the conditions of legality [Article

4(2)(a)] as well as necessity and proportionality [Ar
ticle 4 (2)(b)]. However, these conditions are not
linked, implicitly or explicitly, to any compatibility

requirement. The term is absent from the provision.
By comparison, Article 3(2) of the Council Frame-
work Decision 2008/ 9 7 7/JHA, now replaced by Direc-
tive 2016/680, only applies to purposes 'not incom-
patible' with the purpose of collection.5 2 Thus, it
seems that Article 3(2) of the Framework Decision
was drafted as an interpretation of the principle of
purpose limitation as it only authorises further pro-
cessing 'not incompatible.'

Concerning Article 4(2) of Directive 2016/680, it
should be mentioned that during the negotiations on
the draft Police and Criminal Justice Directive, Mem-
ber States were split on its scope: some wanted to de-

fine specific rules applicable to the further process-
ing for compatible purposes; others rules applicable
to incompatible purposes.53 In the end, the adopted
text refers to neither. The definition of 'compatible
purposes' is thus left at the national level.5 4 As a con-
sequence, in the absence of compatibility require-
ment, it can be deduced that Article 4(2) of Directive
2016/680 applies 'irrespective of the compatibility be-
tween the purposes.' As such, the provision consti-

tutes an exception to the principle of purpose limita-
tion and differs from Article 3(2) of the Framework
Decision.

Next, if Article 4(2) of Directive 2016/680 is con-

strued as a derogation from the principle of purpose

limitation, it is argued that it should be interpreted

in accordance with the Charter of Fundamental

Rights [Article 52(1) of the Charter] and the Euro-

pean Convention on Human Rights [Article 8(2)

ECHR]. 5

a. Lower Standard of Protection?

As specified in the GDPR, restrictions on data sub-

jects' rights and on the corresponding data protec-
tion principles should apply 'in accordance with the

requirements set out in the Charter and in the Euro-
pean Convention for the Protection of Human Rights
and Fundamental Freedoms.'6 One could add that
the requirements have to be understood as interpret-
ed by the CJEU and the European Court of Human
Rights (ECtHR).

Directive 2016/680 does not contain a similar pro-
vision. It only provides, in Recital 46, that 'any re-
strictions of the rights of the data subject'must be in
accordance with both the Charter and the ECHR.
Thus, restrictions on data protection principles are

51 One could add that statements made by the European Commis-
sion, as well as by other EU institutions, during the negotiation
process of a legislative instrument have no legal binding value in
the absence of reference to these statements in the instrument
itself, see Case C-292/89 R v Immigration Appeal Tribunal ex
parte Gustaff Desiderius Antonissen [1991] ECR-1-745, paral 8.

52 art 3(2) Framework Decision reads as follows: 'Further processing
for another purpose shall be permitted in so far as: (a) it is not
incompatible with the purposes for which the data were collect-
ed...'; this requirement of 'non-incompatibility' can also be found
in Principle 5 of the Council of Europe's Recommendation
R(87)1 5.

53 See discussions among Member States, and in particular the
position of Sweden opposed to limit the rules on the further
processing to compatible purposes whereas the Czech Republic
supported rules applicable to purposes 'not incompatible' with
the initial purpose of processing; respectively fns 151 and 152 of
Delegations Document on the draft proposal Directive, Council
of the European Union, 10335/15, 29 June 2015.

54 Even if this is not expressly mentioned in Directive 2016/680; by
comparison, see recital 6 Council Framework Decision that
explicitly specifies 'the Framework Decision should leave it to
Member States to determine more precisely at national level
which other purposes are to be considered incompatible with the
purposes for which the personal data were originally collected.'

55 art 52(1) of the Charter is a general limitation clause; whereas
article 8(2) ECHR is a specific limitation clause applying only to
interferences with the right to privacy.

56 recital 73 GDPR read together with art 23 GDPR; as previously
observed, one could still wonder whether any data subject's
rights can be derived from the principle of purpose limitation (see
n 15).
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not expressly subject to the same requirements. It is

argued here that, as worded, Directive 2016/680 pro-
vides for a lower standard of protection than the
GDPR. However, since the principle of purpose lim-
itation is a component of the fundamental right to
data protection, derogation from that principle
should, in any event, be interpreted according to the
case law of the CJEU and the ECtHR.

b. Interpretation of the Derogation

The right to the protection of personal data, en-
shrined in Article 8 of the Charter, expressly refers

to the principle of purpose limitation as one of its
constitutive elements. Article 8, paragraph 2, speci-
fies that personal data 'must be processed fairly for
specified purposes'.

Following Article 52(1) of the Charter, restrictions
on fundamental rights should comply with the fol-
lowing conditions: be 'provided by law', 'respect the
essence of the rights' at stake, be 'subject to the prin-
ciple of proportionality' and 'necessary and genuine-
ly meet the objectives of general interest' or 'the need
to protect the rights and freedoms of others.'

57 Orla Lynskey, The Foundations of EU Data Protection Law (1st
edn, OUP 2015) ch 5, 172.

58 Brkan explains however that the requirement of essence can find
its origin in several Member States' Constitutions, see Maja Brkan,
'In Search of the Concept of Essence of EU Fundamental Rights
through the Prism of Data Privacy' (2017) 2017-01 Maastricht
Faculty of Law Working Paper, 5-10.

59 recital 33 Directive 2016/680.

60 art 6(4) GDPR.

61 The ECtHR has added the criterion of proportionality in its
interpretation of art 8(2) ECHR; eg Douwe Korff, 'The Standard
Approach under articles 8-11 ECHR and article 2 ECHR' (2009)
http://ec.europa.eu/justice/news/events/conference dp_2009/pre-
sentations-speeches/KORFFDouwe-a.pdf accessed 10 April
2018.

62 eg S and Marper v United Kingdom Apps nos 30562/04 and
30566/04 (ECHR, 4 December 2008), para 103 where the ECtHR
states: '[t]he protection of personal data is of fundamental impor-
tance to a person's enjoyment's of his or her right to respect for
private and family life, as guaranteed by article 8 of the Conven-
tion.'

63 On the relationship between the right to privacy and the right to
the protection of personal data, see Lynskey (n 57) ch 4, 89-130.

64 See also Brkan (n 58) 13.

65 Case C-362/14 Maximilian Schrems v Data Protection Commis-
sioner [2015] ECL:EU:C:2015:650, para 94, where the Court
found that 'permitting the public authorities to have access on a
generalised basis to the content of electronic communications
must be regarded as compromising the essence of the fundamen-
tal right to respect for private life.'

66 Digital Rights Ireland (n 3) para 40.

As analysed by Lynskey,5 7 the requirements of le-

gality, proportionality, and necessity set out in Arti-
cle 52(1) can be rooted in the case law of the ECtHR,
whereas the requirement of 'respect for the essence
of the right' is new.58 Thus the legality, necessity and
proportionality requirements, provided by Article

4(2) of Directive 2016/680 should be understood as
interpreted by both the ECtHR and the CJEU.

i. Legality, Necessity, and Proportionality

First, concerning the legality principle, formulated
as 'in accordance with the law', Directive 2016/680

indicates that the principle should be understood as

interpreted by the two Courts.59 The Directive is,
however, silent on the interpretation of the princi-
ples of necessity and proportionality, which are word-
ed in general terms in Article 4(2) of Directive
2016/680. By comparison, the GDPR makes more ex-
plicit references to the case law of the ECtHR when
it describes the principles as 'necessary and propor
tionate in a democratic society'.60 This wording refers
in particular to the requirement of necessity set out
in Article 8(2) ECHR, where any interference with
the right to privacy has to be 'necessary in a democ-
ratic society'.6 1 Article 8 ECHR pertains to the right

to privacy, which encompasses the right to the pro-
tection of personal data as interpreted by the EC-
tHR.62 As such the case law of the ECtHR - as far as
it relates to the protection of personal data as part of
the right to privacy - is also relevant to the interpre-
tation of the right to the protection of personal da-

ta.

ii. Essence of the Right

Second, on the requirement of 'respect of the essence
of the right',64 very little case law is available on what
constitutes the 'essence' of the fundamental right to
data protection. Only in Schrems did the Court find

a violation of the essence of the right to privacy (but
not of the right to data protection).6 5 In more recent
decisions, Digital Rights Ireland and Tele2 Sverige,
the Court checked whether the Data Retention Direc-
tive and national data retention measures violated
the essence of the right to data protection. Based on
the existence of data security provisions, the Court
concluded there was no violation of the essence of
the right to data protection.6 6 This reasoning prompt-
ed some authors to argue that

[t]he Court is therefore perhaps suggesting that the
essence of the right to data protection is not an ob-
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jective of that right (such as privacy protection or
individual control over personal data) but rather
it is the means of achieving data protection that
constitutes the essence of the right.6 7

Interestingly in Opinion 01/2015 on the proposed
agreement between the EU and Canada on passen-
ger name record (PNR) data,8 the Court seemed to
admit that the proposed agreement does not violate
the essence of the right to data protection because it
contains 'rules intended to ensure, inter alia, the se-
curity, confidentiality and integrity of that data, and

to protect against unlawful access and processing.'69

Thus, the Court seems to include the principle of pur
pose limitation (or at least its objective) within the
scope of 'the essence' of the right to data protection.

As a consequence, the test of legality, necessity,
and proportionality, set out in Article 4(2) of Direc-
tive 2016/680 should be interpreted according to the
case law of the Courts on respectively Article 52(1) Of
the Charter and Article 8(2) ECHR. The characteris-
tics of the different tests are illustrated in the next
section with case law. Since Article 4(2) of Directive
2016/680 is understood as an exception to the prin-
ciple of purpose limitation, measures allowing the

subsequent use of personal data should also be as-
sessed in respect of their impact on the 'essence of
the fundamental right' to data protection.

Building on the ambiguous wording of Article 4(2)

of Directive 2016/680, Section IV suggests a reading
of the provision that would encompass the further
processing of GDPR data.

IV. Further Processing of GDPR Data
Falling within the Scope of Article
4(2) of Directive 2016/680

As explained in the introduction, the article discuss-
es the role of the principle of purpose limitation when
GDPR data are re-used for one of the purposes of Di-
rective 2016/680. When the processing activities are
carried out across the two instruments, no specific
role seems to have been assigned to the principle of
purpose limitation. For illustration purposes, one
could refer to the examples provided in the introduc-
tion on the further processing of personal data: the
case of law enforcement access and further use of
biometric data held by social networks, employers or
schools for administration purposes.

Based on other authors' analysis,70 this section
suggests a different approach to the principle of pur
pose limitation focusing on the subsequent use of
personal data. Article 4(2) of Directive 2016/680

seems to follow this approach as it regulates the con-

ditions of further processing, irrespective of the com-
patibility between the purposes. Thus, the article pro-
poses a reading of Article 4(2) that would apply to
personal data initially collected for a purpose within
or outside the scope of the Directive. To control how
law enforcement authorities further use GDPR data,
the article suggests tying the principle of purpose
limitation to the accountability obligation of law en-

forcement authorities (ie Article 19 of Directive
2016/680).

1. Focus on the Regulation of Data Use
instead of Data Collection?

It could be argued that the principle of purpose lim-
itation has not been forgotten, but its application in
the specific scenario of reprocessing GDPR data for
a law enforcement purpose is left to the discretion of
Member States. This interpretation would, however,
not be consistent with the fundamental nature of the
principle. Thus, it seems difficult to bypass the prin-
ciple. But since the new technological environment
did not exist at the time the principle was first adopt-
ed, some authors have questioned its applicability as
initially conceived.

In the context of big data, Morel and Prins have
shown the inadequacy of the principle with the mass-
collection of personal data and propose instead a test
based on legitimate interests.7 1 If the principle of pur
pose limitation is not adapted to big data,7 2 it is, how-

67 Lynskey (n 57) ch 5, 171.

68 Opinion 1/15 (n 28)

69 ibid, para 150.

70 In the context of big data and big data analytics.

71 eg Lokke Moerel and Corien Prins, 'Privacy for the Homo Digital-
is, Proposal for a new Regulatory Framework for Data Protection
in the Light of Big Data and the Internet of Things' (SSRN, 25 May
2016) <https://papers.ssrn.com/sol3/papers.cfm?abstractid
=2784123> accessed 10 April 2018.

72 Big data challenges indeed the principle of purpose limitation
and other data protection principles, see Christopher Kuner et al,
'The Challenge of "Big Data" for Data Protection' (2012) 2(2)
International Data Privacy Law 47-49; as well as Ira Rubinstein,
'Big Data: The End of Privacy or a New Beginning?' (2013) 3(2)
International Data Privacy Law 74-8.
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ever, questionable if it could be replaced by a test
based on the legitimate interests of data controllers,
as suggested by the authors. More interesting in the
context of this paper are the arguments brought for
ward by Coudert on the application of the principle
of purpose limitation in the field of law enforcement
cooperation. In a well-argued article, Coudert analy
ses the provisions on purpose limitation in the new
Europol Regulation. 73 According to Coudert, the Eu-
ropol Regulation moves towards a different approach
to the principle of purpose limitation in the context
of big data analytics in the criminal field. In her view,
the traditional approach of the principle that she de-
scribes as a 'silo-based' approach - referring to the
separation of data in distinct databases - is replaced
by 'the regulation of legitimate data uses'.74 Howev-
er, as she explains, the Europol Regulation falls short
on the practical implementation of this new ap-
proach.7 To control the use of personal data by data
controllers and restrict further processing, Coudert
suggests relying on privacy by design obligations and
on the oversight by national data protection author
ities. 76

73 Europol Regulation (n 24).

74 Coudert (n 28) 4.

75

76

77

ibid.

ibid, 10-12.

Criminal investigation usually starts with an offence and falls
within the criminal procedural framework.

78 Criminal surveillance is not linked to a specific offence but to
'risks and threats to security', it is generally used to anticipate or
prevent criminal offences; depending on the countries, criminal
surveillance is covered or not by the criminal procedural frame-
work, see John AE Vervaele, 'Surveillance and Criminal Investiga-
tion: Blurring of Thresholds and Boundaries in the Criminal
Justice System' in Serge Gutwirth, Ronald Leenes and Paul de
Hert (eds), Reloading Data Protection (Springer 2014), 115-116.
The distinction between criminal investigation and criminal
surveillance is not always clear-cut, in particular, criminal surveil-
lance can be used in a context of criminal investigation and
target specific individuals, see Ira Rubinstein, Gregory Nojeim
and Ronald Lee, 'Systematic Government Access to Private-
Sector Data, A Comparative Analysis' in Fred Cate and James
Dempsey (eds), Bulk collection, Systematic Government's Access
to Private-Sector Data (OUP 2017), 38-42.

79 eg Malone v UK App no 8691/79 (ECHR, 2 August 1984), paras
66-68; Rotaru v Romania App no 28341/95 (ECHR, 4 May 2000),
para 52; Association for European Integration and Human Rights
and Ekimdzhiev v Bulgaria App no 62540/00 (ECHR, 28 June
2007), para 71.

80 Recital 33 Directive 2016/680.

81 eg Malone (n 79) para 67.

82 eg Rotaru (n 79) para 55; but also S and Marper (n 62) para 95.

83 5 and Marper (n 62) para 99.

In the current article, the context of processing
does not focus on big data analytics but on the sub-
sequent use of GDPR data in the context of criminal
investigations77 or criminal surveillance.78 The inter
pretation suggested by other scholars might, thus,
not be entirely suitable. Instead, the paper focuses
on the breadth of Article 4(2) of Directive 2016/680.

The next subsection suggests a reading of the provi-
sion that would apply to any initial processing. As
such, the further processing of GDPR data would be
subject to Article 4(2) of Directive 2016/680.

2. Interpretation of Article 4(2) to
Encompass Subsequent Uses of GDPR
Data

Based on the findings of the previous section, the ar
ticle attempts to provide an interpretation of the le-
gality, necessity and proportionality of the subse-
quent use of GDPR data for a law enforcement pur
pose. Since Article 4(2) of Directive 2016/680 is inter
preted as a derogation from the principle of purpose
limitation, the article also discuss whether and how
the 'essence of the right' should be added as an extra
criterion.

a. 'In Accordance with the Law'

The first condition 'in accordance with the law' sets
up the legality requirement. Extensively interpreted
by the ECtHR, the term 'law' is broadly understood
and does not need to result from a legislative proce-
dure.80 The law needs, however, to be clear, accessi-
ble and foreseeable.8 ' The legality requirement does
not call for many remarks. On the foreseeability as-
pect one could, however, observe that the ECtHR has
introduced nuances taking into account the context
of the interference. In a general context, a foresee-
able law is a law, which is 'formulated with sufficient
precision to enable any individual -if need be with
appropriate advice - to regulate his conduct.'82 A law
is for instance sufficiently precise if it describes its
scope; provides safeguards to ensure the security,
confidentiality, and safety of the data; and details
how the data are stored, retained and further used.
Those examples originate from case law on the re-
tention and storage of biometric and DNA data for
criminal purposes.83 In the context of police-led sur
veillance (such as interceptions of communica-
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tions)84 or secret surveillance in the interest of na-
tional security,8 5 the ECtHR has established a differ
ent standard. Foreseeability in those contexts 'can-
not mean that an individual should be enabled to
foresee precisely what checks will be made.' Instead,
the law should be clear enough to give an 'appropri-
ate indication' as to the 'circumstances' and 'condi-
tions' under which surveillance measures are al-
lowed.8 6

In the case of subsequent use of GDPR data for
law enforcement purposes, the legality requirement
could imply the existence of a national criminal pro-
cedural law that would detail the conditions under

which personal data can be requested, accessed and
further used. If the data are necessary for surveillance
purposes, the national law would have to provide an
'adequate indication' as to the 'circumstances' and
'conditions' under which surveillance measures are
allowed. According to the ECtHR, the law must con-
tain specific safeguards, which include 'procedure to
be followed for examining, using and storing the ob-
tained data.'87

Onits side, the CJEUinterprets the legalityrequire-
ment by reference and analogy to the case law of the
ECtHR on Article 8 ECHR.88 As a consequence, a na-

tional or EU legislation must 'lay down clear and pre-
cise rules' on the 'scope' and 'application' of the mea-
sure and provide 'minimum safeguards' to prevent
abuses, such as 'unlawful access and use' of data in
the cases of data retention. The same conditions ap-
ply irrespective of the field, whether it falls within
the scope of law enforcement or not.

In conclusion, under Article 4(2)(a) of Directive
2016/680, a legality test should be performed. That
would imply checking if a specific national law (eg a
national criminal procedural law) allowing law en-
forcement authorities (eg police authorities) to fur
ther process personal data held by third parties con-

tain the elements described by the courts.
The two other requirements, proportionality and

necessity, are more subjective than the legality re-
quirement. They are dealt with separately, but as
pointed out by the European Data Protection Super
visor (EDPS), they overlap and could 'be carried out
concurrently or even in the reverse order.'89 Howev-
er, the order followed here is the one provided by Ar
ticle 4(2) of Directive 2016/680. It is fair to say that
due to the order if the measure has not passed the
'test of necessity', the principle of proportionality

should not be assessed.9o

b. 'Necessary to that Other Purpose'

The ECtHR and the CJEU have issued slightly differ
ent tests of necessity. According to the ECtHR, 'ne-
cessity' refers to a measure that 'is necessary in a de-
mocratic society.'91 In the context of the protection
of personal data, this means that a measure answers
'a pressing social need' to meet the necessity require-

ment.9 2 Member States benefit from a margin of ap-
preciation to determine the existence of a 'pressing
social need'.9' The protection of national security con-
stitutes, for instance, a pressing social need.9 4 As
analysed by the A2 9WP, the test of 'pressing social

need' is defined by the 'context' of the measure and
'evidence' of the necessity of such a measure for so-
ciety.95 As a consequence, the ECtHR only applies a
test of strict necessity if the circumstances of the in-
terference require it. In the context of 'secret surveil-
lance', the Court ruled in particular that interference
had to meet the criteria of 'strict necessity'96

84 eg Malone (n 79).

85 eg Leander vSweden App no 9248/81 (ECHR, 26 March 1987).

86 eg Malone (n 79) para 67 as cited for example in Leander (n 85)
para 51 and Amann vSwitzerland App no 27798/95 (ECHR, 16
February 2000), para 56.

87 Weber and Saravia v Germany App no 54934/00 (ECHR, 29 June
2006), para 95.

88 eg Digital Rights Ireland (n 3) para 54; Joined Cases C-203/1 5 and
C-698/1 5 Tele2 Sverige AB v Post-och telestyrelsen and Secretary
of State for the Home Department v Tom Watson and others
[2016] ECL:EU:C:2016:970, para 109.

89 EDPS, 'Assessing the necessity of measures that limit the funda-
mental right to protection: A toolkit' (11 April 2017).

90 ibid, 5.

91 See Handyside v UK App no 5493/72 (ECHR, 7 December 1976),
para 48 where the Court described
'necessity' in the following terms 'whilst the adjective "neces-
sary"...is not synonymous with "indispensable"..., "the words
absolutely necessary" and "strictly necessary"... neither has it the
flexibility of such expressions as "admissible", "ordinary", ... "use-
ful", "reasonable"...or "desirable."'

92 eg S and Marper (n 62) para 101; for further details see Steven
Greer, 'Exceptions to Article 8 to 11 of the European Convention on
Human Rights' (1997) <http://www.echr.coe.int/LibraryDocs/DG2/
HRFILES/DG2-EN-HRFILES-15(1997).pdf> accessed 10 April 2018.

93 This margin depends on 'the nature of the legitimate aim pursued'
and 'on the nature of interference at stake', see Connors v the
United Kingdom App no 66746/01 (ECHR, 27 May 2004), para
82.

94 Leander (n 85) para 59.

95 A29WP, 'Opinion 01/2014 on the application of necessity and
proportionality concepts and data protection within the law
enforcement sector' (2014) WP211.

96 Szabo and Vissy v Hungary App no 37138/14 (ECHR, 12 January
2016), para 73.
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As for the CJEU, the Court has developed a test of
'strict necessity' in its case law on Articles 7 and 8 of
the Charter of Fundamental Rights. The test of ne-
cessity applies even in the context of law enforce-
ment or in relation to surveillance measures.9 7 Ac-
cording to the EDPS,

the requirement of 'strict necessity' flows from the
important role the processing of personal data en-
tails for a series of fundamental rights, including
freedom of expression. Even if specific rules are
adopted in the field of law enforcement, for in-
stance, Directive 2016/680, this does not justify a
different assessment of necessity.9 8

One could get inspiration from the toolkit developed
by the EDPS on the test of necessity to guide the EU
institutions before the adoption of new legislative
measures. Based on the case law of the CJEU and the
ECtHR, the test of necessity requires a'factual' analy
sis, the identification of the fundamental rights im-
paired, the objective of the measure and the 'less in-
trusive'optionto achieve the same goal.99 Transposed
to a measure allowing the subsequent use of GDPR
for a law enforcement purpose, the test of necessity
would require going through the four steps. First, the

factual assessment of the further processing could
determine whether the processing is strictly neces-
sary to the law enforcement purpose. That would im-
ply identifying the purpose, such as criminal inves-
tigation or criminal surveillance (and whether target-
ed or not). Different factors could be taken into ac-
count such as the individuals impacted by the fur
ther processing (suspects, witnesses, victims or citi-
zens); the type of data processed (sensitive data or
personal data); the kinds of processing operations as
well as the persons who have access to the processed

97 eg Digital Rights Ireland (n 3), Tele2 Sverige (n 88) and Schrems (n
65).

98 EDPS (n 89) 7.

99 EDPS (n 89).

100 Steve Peers and Sacha Prechal, 'Article 52' in Steve Peers et al
(eds), The EU Charter of Fundamental Rights, A Commentary (1st
ed, Hart Publishing 2014), 1480

101 Case C-524/06 Heinz Huber v Bundesrepublik Deutschland
[2008] ECL:EU:C:2008:194, Opinion of AG Maduro, para 27.

102 eg Case C-291/12 Michael Schwarz vStadt Bochum [2013]
ECLI:EU:C:201 3:670, para 40.

103 ibid, para 55 et seq, referring to S and Marper (n 62) para 103.

104 eg S and Marper (n 62) para 99.

105 Opinion 1/15 (n 28) para 150.

data. An assessment of impacts on data subjects'
rights should also be carried out, and in particular
how individuals will be able to exercise their right to
remedy. Finally, it might be essential to consider the
initial context of processing, especially when data are

further used for criminal surveillance.

c. 'Proportionate to that Other Purpose'

As observed by some authors, it might be difficult to
distinguish the test of necessity from the test of pro-
portionality100 Advocate General Maduro wrote in
Huber that 'the concept of necessity...is well estab-

lished as part of the proportionality test.101 In a nar
row sense, however, the test of proportionality refers
to 'proportionality stricto sensu'. According to the
CJEU, proportionate measures are 'appropriate' in re-
lation to their objectives and 'do not go beyond what
is necessary'.1 0 2 The analysis of what constitutes a
measure that 'would go beyond what is necessary' is
very factual. For example, the CJEU has relied on the
existence of 'specific guarantees' to ensure that the
processing of sensitive data (such as fingerprints)
was 'effectively protected from misuse and abuse'.10 3

Concerning the subsequent use of GDPR data for

a law enforcement purpose, the proportionality of
the measure might be assessed taking into account
existing safeguards (such as limited storage of data
in an identifiable form, description of uses, proce-
dures to preserve the confidentiality, security, and in-

tegrity of the data).1 0 4

d. Missing Criterion: Respect of the Essence of

the Fundamental Right to Data Protection?

As explained, the requirement of 'respect of the
essence of the right' is a condition imposed by Arti-
cle 52(1) of the Charter on the limitations to funda-

mental rights. Yet, if as argued in the previous sec-
tion, Article 4(2) of Directive 2016/680 is construed

as an exception to the principle of purpose limita-
tion, its application should comply with the require-
ments of the Charter and the ECHR as respectively
interpreted by the CJEU and the ECtHR. On the con-
stitutive elements of the 'essence of the right' to da-
ta protection, few details are available. However, as
mentioned in the previous section, in Opinion 1/15,
the CJEU established the 'protect[ion] against unlaw-
ful access and processing' as an element of the
essence of the right. 105
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The criterion of 'essence of the right' is absent from

Article 4(2) of Directive 2016/680. If it is accepted that
the provision should be interpreted in compliance
with Article 52(1) of the Charter, the essence criteri-
on should also be assessed.

3. Accountability of Law Enforcement
Authorities as Additional Safeguard?

Last, as already suggested,10 6 a different approach to
the principle of purpose limitation should be sup-
ported by additional safeguards. Article 19 of Direc-

tive 2016/680 sets out the accountability of law en-
forcement authorities to enable them to demonstrate
compliance with their data protection obligations.
As worded,0 7 the principle of accountability relates

to the obligation that law enforcement authorities
have to comply with their data protection obliga-
tions.

Even if the provision is vague, it ties the obliga-
tion of accountability to the implementation of ap-
propriate technical and organisational measures,
such as the obligation of 'data protection by design'.
That could include the adoption of policies describ-

ing the legality, necessity and proportionality assess-
ment of the subsequent use of GDPR data and the
impacts on data subjects.

In the next section, the hypothesis following
which the subsequent use of GDPR data falls outside
the scope of Article 4(2) of Directive 2016/680 is ad-
dressed.

V. Shortcomings: Consequences of
Subsequent Uses of GDPR Data
outside the Scope of Article 4(2) of
Directive 2016/680

In that section, Article 4(2) of Directive 2016/680 is
considered as applying exclusively to the further pro-
cessing of personal data initially collected for one of
the purposes of Directive 2016/680.

This interpretation, favoured by the European
Commission, 1 0 8 will most likely prevail among Mem-
ber States. As a matter of illustration, several Mem-
ber States have already decided to clear up the ambi-
guity in their draft implementing laws. For example,
both the UK and the Dutch draft laws specify the na-
ture of the initial purpose of collection. In the Unit-

ed Kingdom, Section 34 of the Data Protection Bill

defines the principle of purpose limitation and re-
stricts the rules on the further processing to person-
al data 'collected for a law enforcement purpose.! o0
The Dutch draft law suggests a similar implementa-

tion of Article 4(2) of the Directive since the rules on
the further processing will only apply to 'police' da-
ta ('politiegegevens'). 110

1. Subsequent Use of GDPR Data as
'Initial Processing' under the Directive?

Following the analysis made in the previous sections,
the subsequent use of GDPR data falls within the re-
mit of Directive 2016/680 but is not expressly includ-
ed into the scope of Article 4(2) of the Directive. In
case Article 4(2) exclusively applies to the further pro-
cessing of personal data initially collected in a law
enforcement context, does it mean that the further
processing of GDPR data is considered as initial pro-
cessing of 'police' data under the Directive? If so,
what are the consequences?

First of all, such an interpretation does not seem
to be in line with the positions defended by the ED-
PS and the A2 9WP on various occasions. They both
reiterated the importance of the principle of purpose
limitation in scenarios where personal data were ac-
cessed and further used by law enforcement author
ities for a purpose unrelated to the initial purpose of
collection."' In particular, they have issued opinions
in the context of the PNR Directive, the repurposing
of Eurodac data for law enforcement purposes, and
during the negotiations of the new data protection
framework.1 1 2 For instance, concerning the propos-
al for a PNR Directive, the EDPS criticized the lack
of objective criteria to limit the access to and the sub-

106 Coudert (n 28).

107 art 19 Directive 2016/680.

108 See the position of the European Commission (n 49); it also seems
consistent with recital 29 of the Directive (n 48).

109 See s 36 of the UK Data Protection Bill <https://publications
.parliament.uk/pa/bills/cbill/2017-2019/0190/18190.pdf> ac-
cessed 10 April 2018.

110 Dutch Draft law, art 3 <https://bit.ly/2HEI9L0> accessed 10 April
2018.

111 eg Opinion 03/2013 (n 38); EDPS, 'Opinion on the Communica-
tion from the Commission to the European Parliament and the
Council on an area of freedom, security and justice serving the
citizen' (2009) OJ C 276/09, para 41.

112 eg EDPS, Opinion 5/2015; EDPS, Opinion 07/2016.
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sequent use of the PNR data by law enforcement au-

thorities. The EDPS found that the purposes for

which the data could be re-used had not been pre-
cisely identified.'13 Similar critics were formulated
about the recast of the Eurodac database, originally
constituted to manage asylum applications among
Member States. In 2012 already, the EDPS found that
the extension of the scope of the database for law
enforcement purposes was 'difficult to reconcile
with the purpose limitation principle, which is one
of the key principles of data protection law!i 1 1 4 The
EDPS also opined that 'the assessment as to the ne-
cessity and proportionality of the creation of the Eu-

rodac would have been completely different if law
enforcement access was envisaged from the out-

set.1 15

Second, this qualification has consequences on
the determination of the applicable regime. As ex-
plained in the previous section, further processing
of 'police' data for a different law enforcement pur
pose is subject to the conditions of legality, necessi-

ty and proportionality set out in Article 4(2) of the
Directive. The question that arises is whether the
rules imposed on the initial processing are similar to
the ones applicable to the further processing, ie

whether the initial processing under Directive
2016/680 is also subject to conditions of legality, ne-
cessity, and proportionality. The rules applicable to
initial processing under the Directive are therefore

assessed.
According to Article 8 of Directive 2016/680,116 a

processing operation is lawful if it is 'necessary for
the performance of a task carried out by a competent
authority' for one of the purposes of the Directive
and 'is based on Union or State law.' An initial pro-
cessing operation is, thus, also subject to a legality re-
quirement. This requirement is understood as inter

113 EDPS, Opinion 5/2015, paras 25-27.

114 EDPS, 'Opinion on the amended proposal for a Regulation of the
European Parliament and of the Council on the establishment of
'Eurodac' for the comparison of fingerprints for the effective
application of Regulation' (EU) No[...][...](Recast version) (12
September 2012) para 28.

115 ibid, para 27.

116 art 8 Directive 2016/680 entitled 'lawfulness of processing'.

117 recital 33 Directive 2016/680 to be read together with art 8 of
Directive 2016/680

118 EDPS, 'Developing a "Toolkit" for Assessing the Necessity of the
Measures that Interfere with Fundamental Rights' (Background
Paper for consultation, 16 June 2016) 4.

119 art 8(2) of the Charter.

preted by the ECtHR and the CJEU, ie the law must

be clear, accessible and foreseeable.117

Article 8 also provides for a condition of necessi-

ty. However, that condition is different from the test
of necessity under Article 4(2) of Directive 2016/680.

As observed by the EDPS, the condition of 'necessi-
ty' can be a requirement for the 'lawfulness of the
processing' as well as a condition applicable to the
restrictions on fundamental rights. However, the two
concepts of necessity are distinct. 18 As explained in
the previous section, the condition of necessity re-
ferred to in Article 4(2) of Directive 2016/680 should
be interpreted as a condition of strict necessity. This

results from the case law of the CJEU on the applica-
tion of Article 52(1) of the Charter on interferences
with the right to data protection. Therefore on the
necessity requirement, initial processing does not
seem to be subjected to the same test as further pro-
cessing.

An initial processing operation must also comply
with the criteria set out in Article 4(1) of the Direc-
tive, ie the data protection principles applicable to
any processing. Among the different principles, the
one described in Article 4(1)(c) is of particular inter
est. It relates to the principle of data minimisation

in the context of law enforcement. As such, it re-
quires the processing of personal data 'not to be ex-
cessive in relation to [their] purposes.' It could be ar
gued that the provision only provides a mild oblig-
ation of proportionality since the criterion used to
determine the amount of data collected ('not exces-
sive') is less precise than the requirement of propor
tionality imposed by the courts ('not beyond what is
necessary'). As such, the obligation of proportional-
ity applicable to the initial processing [Article 4(1) of
the Directive] is not identical to the one applicable
to the further processing [Article 4(2) of the Direc-

tive].
In conclusion, the conditions of necessity and pro-

portionality to which an initial processing operation
would be subject are not comparable to the condi-
tions set out in Article 4(2) of the Directive, as inter
preted in this article. Likewise, an initial processing
operation is not subject to the requirement of 'respect
of essence of the right.' Last, one might wonder if
considering a subsequent use of GDPR data as initial
processing of 'police' data would not impair the fun-
damental right to data protection since the principle
of purpose limitation is one of its constitutive ele-
ments.1 19
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2. Consequences on Data Subjects' Rights

Finally, there is a critical shortcoming linked to the

regulation of data processing through two distinct

instruments. Data subjects whose personal data are
first collected for a GDPR purpose have specific rights
attached to that processing operation.120 However, if
their data are further used in a law enforcement con-
text, they do not benefit from the same safeguards.
In particular, they are not informed that their data
have been further processed for law enforcement
purposes. The nature of law enforcement activities
obviously requires some adjustments in respect of

data subjects' rights to protect on-going investigation
for example. However, the current right to informa-
tion set out in Article 13 of Directive 2016/680 only
imposes an obligation to make specific information
available to individuals. It does not, expressly, pro-
vide for an obligation to notify individuals about the
processing of their personal data. Yet, according to
the CJEU's case law,1 2 1 individuals whose personal
data have been accessed by law enforcement author
ities should be notified once the investigations are
over or can no longer be jeopardised. The purpose of
the notification is to allow individuals to exercise

their right to remedy.1 2 2

One could claim that a national law that would in-
form individuals about the possible access to and fur
ther use of their personal data by law enforcement
authorities would not be sufficient in light of the
CJEU's case law.1 2 3 Transparency about a possible pro-
cessing operation is not the same as notification of
an actual processing operation. As argued elsewhere,
124 it might be necessary to interpret Article 13 of Di-
rective 2016/680 as obliging Member States to adopt
national laws to notify individuals about the access
to and subsequent use of their personal data by law

enforcement authorities. On this specific issue, the
Council of Europe seems to follow this approach in
its 'practical guide in the use of personal data in the
police sector 125 The report emphasizes that

even if restrictions or derogations to the right to
information were applied, information should be
provided to the data subjects as soon as it no longer
jeopardises the purpose for which the data were

used.
126

Last, the absence of obligation of notification is even
less understandable in a situation where the further
processing relates to individuals who are not suspects

-but who can be witnesses or victims - in the context
of a criminal investigation and even more in the ab-
sence of any suspects in the case of criminal surveil-
lance.

VI. Conclusions

As demonstrated in this article and surprisingly, the
principle of purpose limitation does not seem to play
any role in the reprocessing of GDPR data for one of
the purposes of Directive 2016/680. Still, the princi-
ple of purpose limitation is a constitutive element of

the fundamental right to data protection.
First of all, if the GDPR and Directive 2016/680 de-

fine in identical terms the principle of purpose lim-
itation, they do not provide similar rules concerning
its application. In particular, Directive 2016/680 does
not provide any guidance on the notion of 'compati-
ble use', leaving the issue up to Member States. In-
stead, Directive 2016/680 provides, in Article 4(2),

rules applicable to further processing. In the absence
of precision, these rules seem to apply irrespective
of the compatibility between the initial and sec-
ondary purposes of processing. As such, Article 4(2)

of Directive 2016/680 can be construed as an excep-
tion to the principle of purpose limitation.

Second, the scope of the exception is not clearly
defined. From the wording of Article 4(2) of Direc-
tive 2016/680, it is unclear whether it covers the fur
ther processing of personal data initially collected for
a law enforcement purpose or the further processing
of personal data initially collected for any purpose
(which would include GDPR data).

Building on this textual ambiguity, the article has
suggested two diverging paths: the application of Ar
ticle 4(2) of Directive 2016/680 to the subsequent use
of GDPR data or its exclusive application to 'police

and criminal justice' data. In the first hypothesis, the

120 arts 12-20 GDPR.

121 Tele2 Sverige (n 88).

122 Tele2 Sverige (n 88) para 121.

123 Such as national data retention law on communications data.

124 See also Jasserand (n 29).

125 Consultative Committee of the Convention for the Protection of
Individuals with regard to automatic processing of personal
data, 'practical guide on the use of personal data in the police
sector', T-PD(201 8)01, 15 February 2018.

126 ibid, 6.
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principle of purpose limitation might play a role,
which needs, however, to be redefined. In the second
hypothesis, where the subsequent use of GDPR data
most likely qualifies as initial processing under Di-
rective 2016/680, the principle of purpose limitation
does not play any role. That is problematic. First, Di-
rective 2016/680 is a 'minimum harmonisation' Di-
rective, leaving non-harmonised areas of Directive
2016/680 to the discretion of Member States. One
could argue that the rules applicable to the further
processing of GDPR data by law enforcement author
ities are domestic issues. Second, like the United

Kingdom and the Netherlands, Member States will

most likely exclude the subsequent use of GDPR da-
ta for a law enforcement purpose from the scope of
the provision implementing Article 4(2) of Directive
2016/680.

Ultimately, and contrary to the European Commis-
sion's views, not providing a specific legal basis for
the further processing of GDPR data in a law enforce-
ment context does not avoid'creating problems'. The
issue is thus left in the hands of Member States and
their national courts until it gets challenged before

the CJEU.
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